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(Abstract )

This study examines the intersection of cryptocurrency, terrorism financing, and
sustainable economic practice, highlighting impacts on financial accountability
and global security. While cryptocurrencies offer financial inclusion and
innovation, their pseudonymous and decentralized nature also facilitates illicit
activities like terrorism financing. Using Financial Liberalization and Ilicit
Financial Flows theories, the research employs qualitative thematic analysis with
12 experts from regulatory, technical, law enforcement, and academic backgrounds.
Volume 5, Issue 2, December 2025 | Findings reveal cryptocurrencies’” dual potential for abuse and benefits such as
Received : 02 August 2025 low transaction fees. The study calls for effective global regulatory frameworks,
enhanced public-private collaboration, and advanced tools like Al and blockchain
analysis to manage risks. It advocates a balanced regulatory approach that
promotes transparency and harnesses cryptocurrencies’ benefits while ensuring
security, recommending harmonized regulations, cooperative task forces,
regulatory sandboxes, and mandatory compliance audits.
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1. Introduction

Inrecent years, the rise of cryptocurrency has left its mark on the global financial space. The rise of digital
assets, such as Bitcoin, Ethereum and others, as a decentralized alternative to traditional banking systems
has seen much interest from those with an interest in how these could help bring financial inclusion, aid in
transaction costs and generally improve an economy’s efficiency. However, amplifying these benefits are
doubts that cryptocurrencies can be used to fund terrorism. Cryptocurrencies provide anonymity, allowing
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for transactions without direct oversight, and are a problem for authorities trying to trace illicit financial
flows (Pocher, 2023). Such features make crypto attractive to terrorist organizations which would prefer to
evade traditional financial monitoring systems. The reasons behind the challenges in financial accountability
and security lie in the fact that this type of cryptocurrency does not exist within the frameworks of regulated
financials (Goodell et al., 2021). Blockchain technology, the underpinning blockchain systems that use
crypto coins transacts, is transparent to the network but anonymous to those transacting (Yadav, 2022).
However, the fact that blockchain transparency is not paralleled to user pseudonymity has become a
significant obstacle for law enforcement agencies and financial institutions working to prevent the funding
of terrorist activities.

1.1. Statement of the Problem

The global use of cryptocurrency has brought a new paradigm of financial systems, decentralization and
anonymity. The successful use of these features has positioned cryptocurrency as an appealing weapon for
terrorism financing and has become a threat to accountability and security by financial means. Cryptocurrency
transactions currently enjoy anonymity that enables malicious financial flows to be difficult to trace, monitor
and prevent terrorist financing. However, advances in ‘financial tech” do not necessarily stem from more
appropriate or fully developed regulatory regimes across jurisdictions. Despite many global nations being
unable to effectively monitor cryptocurrency transactions, terrorist organizations continue to misuse them.
Furthermore, the complexity of the technical aspects of blockchain networks makes it difficult to monitor and
check the commitments of the systems because transactions can be made between parties without an
intermediary, which might impose requirements.

The knowledge space about cryptocurrency has focused so far mostly on the technical aspects of the
same, such as blockchain architecture, encryption methods, and financial inclusion capabilities. They have
also studied links between cryptocurrency and money laundering, along with regulatory measures to reduce
these risks. Despite this, we know of no literature on the intersection of cryptocurrency and terrorism
financing, particularly with respect to its contribution to financial accountability and security. Although
there has been considerable research on the technological and economic aspects of cryptocurrency, few
works have systematically studied how cryptocurrency is exploited in particular for terrorism financing. In
addition, there is a paucity of scientific research on how these activities have not only challenged the
answerability of the amount itself to global security but also undermined the idea of guaranteeing a ‘true’
electronic account. Additionally, very little work has been directed towards the creation of regulatory
frameworks and technological ways to address innovation in cryptocurrency whilst maintaining security
and fiduciary transparency.

1.2. Aims of the Study

This study aims to fill these gaps by

* Examining the specific ways in which cryptocurrency is used to finance terrorism.
* Assessing its impact on financial accountability and global security.

* Proposing regulatory and technological measures that can promote transparency, deter misuse, and foster
sustainable economic practices.

1.3. Research Objectives

* To explore how cryptocurrency is used in terrorism financing.

* To assess its impact on financial accountability and security.

* To propose sustainable economic measures to mitigate associated risks.

1.4. Hypotheses

H1: The use of cryptocurrency significantly contributes to challenges in tracking and preventing terrorism
financing.
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H2: Increased reliance on cryptocurrency negatively impacts financial accountability and transparency in
global financial systems.

H3: Regulatory and technological interventions can mitigate the risks associated with cryptocurrency in
terrorism financing while fostering sustainable economic practices.

2. Literature Review

2.1. Theoretical Framework

The theoretical foundation for exploring the intersection of cryptocurrency and terrorism financing is rooted
in two primary frameworks: Financial Liberalization Theory and the theory of Illicit Financial Flows (IFF).
These theories provide insights into the decentralized and opaque nature of cryptocurrency systems and their
implications for financial accountability and security.

2.2. Financial Liberalization Theory

Financial liberalization theory claims that eliminating government control over financial markets and
institutions generates innovation, efficiency, and, ultimately, economic growth. Deregulation frees up the
market movement of capital and increases the ability of investors and entities that use capital to use global
financial markets and minimize costs while focusing on resource allocation. Since cryptocurrencies comprise
financial liberalization, they have a de-centralized structure that removes intermediaries like banks and
government supervision. The main application of blockchain technology is cryptocurrencies, but it brings
in two major advantages such as financial inclusion to unbanked populations and transparency and relieves
the transaction costs. As such, however, these same features render them vulnerable in particular to financial
accountability and oversight. Unlike the traditional banking system, which depends on the presence of a
central authority, this form of banking has no central authority. Financial independence and innovation
with this spawn regulatory control mechanisms, turning away already and permitting illicit use, including
terrorist financing (IMF, 2023). Cryptocurrencies, being natured pseudonymously, are difficult enough to
trace a transaction. The blockchain ledger includes all of these transactions, but the identities of the parties
are kept concealed as terrorists turn this veil of secrecy to their advantage in order to fund their operations
(US Department of the Treasury, 2023). The existence of cryptocurrencies enables highly inexpensive and
instant cross-border payments, which circumnavigate the archaic financial system. Because they are capable
of doing this, they are the perfect tool to get around international financial regulations as well as sanctions.
They argue, however, that the rash growth of cryptocurrencies poses a threat to the integrity of global
financial systems. Moreover, the absence of uniform regulatory frameworks across jurisdictions only makes
it harder since bad actors can take advantage of legal and technical loopholes. The expenses, therefore, come
by way of security and accountability, overshadowing the benefits of financial liberalization.

2.3. Illicit Financial Flows (IFF) and Technology

Illicit Financial Flows theory investigates the flow of money generated, transferred or used illegally across
geographical boundaries. Often associated with money laundering, tax evasion and terrorism financing,
these flows. With the rise of cryptocurrencies, IFF is unrecognizable, presenting new stumbling blocks to
regulators and law enforcement. The use of cryptocurrencies has magnified the magnitude and complexity
of illicit financial flows for the very reason that cryptocurrencies are unique. Although pseudonymity is
offered by cryptocurrencies like Bitcoin, privacy-focused coins such as Monero and Zcash give you more
anonymity. Since it is difficult to track funds, trace their origin, and know how they are being used, they can
be used to take money to terrorist organizations without being detected (Investopedia, 2023). Encrypted
transactions are ideal for ensuring the integrity of transaction records, but conversely, how do you enforce
compliance with Anti-Money Laundering (AML) and Counter-Terrorism Financing (CTF) regulations when
your transactions are decentralized? These technological gaps are exploited by terrorist groups who obscure
trails. Cryptocurrencies have helped the dark web become a place for illegal exchanges. Terrorists use these
platforms to solicit donations, sell illicit goods and transfer funds securely (US Department of the Treasury,
2023).
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Since cryptocurrencies are often governed by regulations inconsistent globally, some countries impose
strict regulations on cryptocurrencies while other countries do notregulate at all (FATF, 2023). Law enforcement
has yet to effectively catch and intercept illicit transactions due to the technical complexity of blockchain
networks and privacy-enhancing technologies. Terrorist organizations will keep finding new cryptocurrencies
and using decentralized exchanges (DEXs) to get around detection.

2.4. Integrating the Two Theories

The integration of financial liberalization theory and IFF theory provides a comprehensive understanding of
how cryptocurrencies facilitate terrorism financing. Financial liberalization highlights the benefits of
decentralization and innovation, while IFF theory underscores the risks associated with unregulated financial
systems. Together, these frameworks illuminate the dual-edged nature of cryptocurrencies. On the one hand,
cryptocurrencies drive financial inclusion and innovation, aligning with the principles of financial
liberalization. On the other hand, their potential misuse of illicit financial flows raises concerns about
accountability, security, and regulatory efficacy.

2.5. Existing Research

2.5.1. Mechanisms of Terrorism Financing

Cryptocurrencies have become a favored tool for financing terrorism due to their decentralized nature, which
allows for pseudonymous transactions. According to the Financial Action Task Force (FATF), the decentralized
nature of cryptocurrencies presents unique challenges for law enforcement, as they allow for the anonymous
transfer of funds across borders, making it difficult to detect illicit transactions (FATF, 2021). Terrorist
organizations like Hamas and ISIS have reportedly utilized cryptocurrencies, including Bitcoin, to fund their
operations (Chainalysis, 2023). For instance, the US Department of Justice (2023) highlighted that ISIS affiliates
have used cryptocurrencies to transfer funds covertly and bypass traditional financial scrutiny. These findings
reflect the growing use of digital currencies in financing terrorist activities and underline the vulnerabilities in
the financial system that cryptocurrencies create.

2.5.2. Cryptocurrency Vulnerabilities

While cryptocurrencies offer transparency in transaction records via blockchain, the pseudonymity of
users creates significant risks. Cryptocurrencies such as Bitcoin, though traceable on the blockchain,
obscure the identities of the individuals conducting the transactions. This makes it harder to monitor and
control illicit financial flows effectively (FATF, 2021). The use of privacy coins like Monero and Zcash
exacerbates these vulnerabilities by offering enhanced anonymity (Elliptic, 2023). Furthermore, the use of
mixing services, which blend multiple transactions to obfuscate the origins and destinations of funds,
has been flagged as a primary method used by criminals to launder money and finance terrorism (Elliptic,
2023). These services have been linked to over 40% of illicit cryptocurrency transactions associated with
terrorist organizations (Chainalysis, 2023). Oladipupo (2024) investigates the role of cryptocurrency in
political campaign financing, analyzing both the potential benefits and risks associated with its use in
electoral processes. He discusses how digital currencies could enhance transparency and inclusivity in
political fundraising while also addressing concerns related to anonymity, regulatory evasion, and the
potential for illicit activities.

2.5.3. Impacts on Financial Accountability

Cryptocurrencies present considerable challenges to financial accountability due to the difficulty in tracing
and monitoring transactions. The FATF has reported that many countries still lack effective regulations to
track virtual asset transactions, which complicates efforts to ensure financial transparency (FATF, 2021).
The rise of cryptocurrency exchanges that do not implement proper Anti-Money Laundering (AML) measures
contributes to these accountability challenges. For example, the cryptocurrency exchange BitMEX was fined
$100 million for failing to implement adequate AML practices (WS], 2021). The IMF (2023) notes that the
lack of regulation and compliance by cryptocurrency platforms further weakens the ability to ensure financial
accountability and create a transparent financial system. This gap in oversight has allowed bad actors to
exploit these digital currencies for illicit activities, including terrorism financing.
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2.5.4. Security Risks

Cryptocurrencies pose substantial security risks, particularly in enabling terrorist organizations to carry out
rapid, cross-border transactions without the oversight of traditional financial institutions. The FATF (2021)
has emphasized that terrorists increasingly use virtual assets to circumvent financial sanctions and evade
law enforcement. Countries like North Korea have been reported to use cryptocurrencies to fund their missile
programs and evade sanctions (Reuters, 2024). Moreover, the anonymity provided by cryptocurrency
transactions presents challenges for international cooperation in combating terrorism financing. As pointed
out by the IMF (2023), without robust tracking mechanisms, the security landscape remains vulnerable to
exploitation by malicious actors.

2.5.5. Implications for Sustainable Economic Practices

The growing role of cryptocurrencies in global finance necessitates a balanced regulatory approach.
Overregulation can stifle innovation, while under regulation creates vulnerabilities that can be exploited for
illegal activities, including terrorism financing. The IMF (2023) advocates for comprehensive regulatory
frameworks that can foster financial innovation while mitigating risks such as terrorism financing. Oladipupo
(2024) discussed the intersection of cryptocurrency and global politics, examining how digital currencies
influence international relations and economic systems; he highlights the challenges and opportunities
presented by cryptocurrencies in the context of global political dynamics. Moreover, the FATF (2021) suggests
that public-private partnerships are crucial in developing effective regulatory strategies to combat misuse
while preserving the positive aspects of cryptocurrency, such as financial inclusion and lower transaction
costs. Collaboration between regulatory bodies and the private sector can improve the detection of suspicious
transactions and enhance the integrity of the financial system.

3. Methodology

This qualitative study explores expert opinions on the nexus between terrorism financing, cryptocurrency,
and sustainable economic practices using a thematic analysis approach. The objective is to solicit information
from practitioners in regulatory bodies, developers of cryptocurrencies, security agencies, and financial
institutions. The targeted population comprises individuals working in cryptocurrency regulation, financial
intelligence, law enforcement, financial inclusion, private finance, cybersecurity, exchanges, and academia.
It covers CBN representatives in monetary policy, NFIU representatives in compliance and analysis, EFCC
representatives on operational and cybercrime functions, Exchange Compliance Officers, managers of
Financial Inclusion NGO programs, financial institutions” heads of Risk Management, Chief Technology
Officers of cybersecurity firms, and finance, blockchain, and international relations academics. Such a
combination shall, therefore, be well-conversed with cryptocurrency and terrorism financing. Responses
from 12 individuals drawn from different institutions were obtained using purposive sampling within the
study, selected by the depth of their experience in researching issues involving terror financing and
cryptocurrency. Data from the perspective of cryptocurrency regulation and financial stability aspects were
derived from the views expressed by the CBN’s Director of Financial Policy and the Head of Financial
Stability. A representative of the Nigerian Financial Intelligence Unit, NFIU, an analysis and compliance
department representative, had things to say about cryptocurrency regulation and mitigating terror financing
risks; two representatives from the Economic and Financial Crimes Commission, one a staff member working
in operations and the other a cybercrime investigator, presented challenges on cryptocurrency crimes and
how they fight against illegal transactions. There was also an exchange compliance officer who discussed
AML/CTF compliance controls. A program manager from a leading NGO that works on financial inclusion
discussed the application of cryptocurrencies to improve financial access and its risks. The head of risk
management at a private financial institution shared institutional perspectives on how to handle risks in
cryptocurrency transactions, while the CTO of a cybersecurity company assessed technical challenges and
solutions for the safety of cryptocurrencies. Last but not least, three scholars, a finance professor, a blockchain
research fellow, and an international relations lecturer, presented various scholarly perspectives on what
cryptocurrency means in terms of financial responsibility and global security. Open-ended questionnaires
were distributed to financial regulators, cryptocurrency experts, and security professionals to capture their
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insights on the challenges and opportunities associated with cryptocurrency in terrorism financing. Practical
insights into how to manage these risks while promoting innovation were gained from in-depth interviews
with policymakers, law enforcement officers, and technology developers. Response coding and categorization

were done for recurring themes that were used in addressing the research hypotheses through NVIVO
statistical software.

4. Results and Discussion

Thematic Analysis of Individual Themes and literature Reflection

Asindicated in Figure 1 above, the central themes concerning cryptocurrency usage in terrorism financing
are improving detection and reducing anonymity. Improving detection entails the application of blockchain
analytics, developing real-time monitoring tools, better data sharing between cryptocurrency exchanges
and regulatory agencies, and applying artificial intelligence to detect patterns that indicate terrorism
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Figure 1: Cryptocurrency Use in Terrorism Financing

Source: Thematic Map of the Researcher’s Fieldwork (2025)
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financing. Countering anonymity entails adherence to KYC and AML standards, user identification on
decentralized platforms, and tighter regulation of privacy coins associated with criminal activity. The
respondents mentioned various means by which cryptocurrencies finance terrorism. Respondent 1
enumerated terrorist organizations’ use of Bitcoin wallets as a primary source of funding, referring to crypto
investigations by terrorists (Chainalysis, 2023). Respondents also referred to social media as a platform for
soliciting crypto donations (Respondent 2) and the dark web as a platform for purchasing weapons
(Respondent 4). Most proposed methods of improving the detection of crypto transactions for terrorism
financing. The majority recommended improving blockchain analytics (Respondent 1) and enforcing stricter
regulations like KYC and AML compliance on all exchanges (Respondent 2). Real-time suspicious transaction
monitoring software was also proposed (Respondent 3), highlighting the need for proactive action against
illicit cryptocurrency flows. Respondents 4 and 5 both emphasized the imperatives of international
cooperation on intelligence-sharing on cryptocurrency cross-border transactions. The Financial Action
Task Force (2023) endorses global cooperation against terrorism financing facilitated by cryptocurrencies.
Elliptic (2023) stipulated that criminal and terrorist organizations are now using cryptocurrencies more
and more to conduct illegal activities, routinely using decentralized exchanges as well as peer-to-peer
platforms in order to remain undetected (Financial Action Task Force, 2023).

Also, privacy cryptocurrencies like Monero and Zcash were cited by a number of respondents (e.g.,
Respondents 3 and 4) as key tools for terrorism financing due to their strong privacy capabilities that facilitate
anonymous transactions. These anonymity capabilities make it hard for authorities to trace and disrupt such
transactions. In accordance with the Financial Action Task Force (2021), these privacy capabilities are crucial
in masking the identities of terrorism financing perpetrators. Preferential use of cryptocurrency was also
prevalent. Respondents cited Bitcoin liquidity as the preferred choice for terror financing (Respondents 1 and
8), with privacy coins Monero (Respondent 2) and Dash (Respondent 5) being favored because of anonymity
and evasion of detection. Literature indicates that terrorists use cryptocurrencies due to their privacy and low
traceability, which helps conceal the origin of funds (Pocher, 2023; Yadav, 2022). Tether, a stablecoin, is cited
for its stability in value, making it suitable for financing in volatile environments (Respondent 11). Stablecoins
are increasingly being accepted due to their stability in relation to other cryptocurrencies, and it is a safe
financing option (Reuters, 2024).

Anonymity is essential in the use of cryptocurrency in terrorism funding. The majority of the respondents
mentioned that anonymous transactions invite illegal activities. According to Respondent 1, anonymity reduces
traceability, allowing criminal actors to avoid detection by financial institutions or law enforcement agencies.
The Financial Action Task Force (2023) discovered that the lack of identity verification makes cryptocurrency
attractive to terrorists. Furthermore, some of the interviewees (e.g., Respondents 6 and 10) mentioned the
emergence of decentralized platforms that allow for transactions without the need for intermediaries. Such
websites, with improved anonymity, facilitate terrorists to circumvent financial monitoring and tracing and
preventing financing for terrorism is difficult (Goodell ef al., 2021). Terrorism financing in cryptocurrency has
lately evolved. Trends reported by respondents consist of greater utilization of privacy coins (Respondent 1)
and decentralized exchanges (Respondent 2). The dark web remains a significant crypto trading-based terrorist
financing channel, providing anonymous exchange of funds for illicit purposes (Respondent 4). Chainalysis
(2023) foresees this trend to grow further as organizations and individuals capitalize on the lack of regulation
of decentralized platforms. More recent types of digital assets like NFTs (Respondent 5) are also being used for
funding, signaling a shift in the use of the cryptocurrency space by terrorist groups.

Cryptocurrency financing of terrorism is a key area of concern for the authorities. The respondents in
terrorism financing emphasize anonymity, privacy coins, and decentralized platforms. Improving blockchain
analytics, stricter regulations, and global cooperation can reduce the risks of cryptocurrency-based terrorism
financing. The literature covered articulates the necessity of applying specialized regulatory methods towards
handling the mentioned emerging threats.

4.1. Impact Of Cryptocurrency is Used to Finance Terrorism on Financial Accountability and
Security

Figure 2 above focuses on assessing the impact of cryptocurrency on financial accountability and security. The
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major themes are Enhancing accountability through regulation involves imposing mandatory financial
reporting requirements for cryptocurrency exchanges, blockchain-based audit trail architecture to enhance
transparency in transactions, and third-party auditing to examine compliance in cryptocurrency firms.
Strengthening financial security is achieved by having sophisticated cybersecurity for crypto exchanges,
mapping the weaknesses in the financial system, and facilitating global cooperation on cryptocurrency risk.
The interviewees are extremely concerned that cryptocurrencies could undermine financial responsibility.
The majority of respondents mentioned difficulties in accountability owing to decentralized, pseudo-anonymous
cryptocurrency transactions. Respondent 1 mentioned that the lack of central control makes tracking difficult.
Respondent 7 mentioned that ambiguous reporting requirements undermine financial accountability, and
Respondent 8 mentioned that pseudo-anonymity makes institutional responsibility more difficult. Shoetan
and Familoni (2024) uncover in their research that the decentralized system of blockchain typically bypasses
conventional financial reporting, thus creating loopholes in accountability. Similarly, Hossain (2023) explains
that the anonymity of cryptocurrencies hampers forensic accounting, where institutions cannot trace financial
transactions. Respondent 6 and Respondent 12 stated that it is harder to adhere to Anti-Money Laundering
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Figure 2: Cryptocurrency and Financial Accountability and Security

Source: Thematic Map of the Researcher’s Fieldwork (2025)
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(AML) laws due to cryptocurrencies. This bears witness to Limba et al. (2019), who state that inadequate
regulatory frameworks allow cryptocurrencies to bypass traditional accountability.

Participants agreed in large part that cryptocurrencies are a threat to global financial stability due to their
decentralized and unregulated nature. Respondent 2 cited possible risks of criminal activities like money
laundering and terrorism financing, while Respondent 6 specified that cryptocurrencies circumvent traditional
controls, thereby widening vulnerabilities. Haider and Akhtar (2024) confirm that the lack of regulation of
cryptocurrencies facilitates illegal behavior such as money laundering and terrorism funding. Ibrahim (2019)
further asserts that inadequate international regulation equally encourages such risk, enabling criminals to
easily use cryptocurrencies. Respondent 9 considers the absence of central control a source of systemic risk
and agrees with Massad’s (2019) argument for improved regulation of cryptos to ensure more financial security.
Similarly, Respondent 11 clarifies that decentralized systems encourage tax evasion, which affects the economies
of nations, a problem raised by Kapsis (2023) on the role of cryptos in financial crimes. Examples were provided
by the respondents illustrating the vulnerabilities of cryptocurrencies. Respondent 4 explained how dark web
transactions evade monitoring, and Respondent 5 indicated that crypto-mixing services complicate the tracking
of funds. These perceptions confirm Fletcher et al. (2021), who believe that unregulated cryptocurrencies
enable crime. Respondent 3 cited crypto peer-to-peer transactions avoiding reporting, and Respondent 8
noted blockchain technologies disrupting current protocols. Baddam et al. (2023) further describe how the
sudden rise of cryptocurrencies and digitalization outpaces financial security architectures, rendering
monitoring by institutions difficult.

The respondents’ reaction suggests that cryptocurrencies pose a threat to financial accountability. They
told us that decentralization and anonymity of cryptocurrencies lower transparency and hinder the
accountability of financial institutions. Respondent 2 stated that “cryptocurrency anonymity precludes financial
reporting transparency,” while Respondent 7 stated that “lack of crypto reporting standards negates
accountability.” Moreover, Respondent 10 stated that “crypto transactions and wallets often bypass auditing
structures.” These findings are in line with the literature findings. Shoetan and Familoni (2024) point out that
the openness of blockchain in certain sectors is undermined by its decentralized application of cryptocurrency,
which hinders control. It facilitates tax evasion, money laundering, and fraud through anonymity, as Baddam
et al. (2023) assert. The absence of standardized global regulatory standards exacerbates the issue (Hossain,
2023). Increased responsibility requires robust regulatory protocols. Limba et al. (2019) support a sustainable
model of cryptocurrency with international standards for regulation and compliance. Haider and Akhtar
(2024) highlight that KYC and AML measures can minimize accountability risks by exercising transparency
in transactions.

Interviewees highlighted significant vulnerabilities cryptocurrencies pose to global financial stability.
Respondent 3 mentioned that the “absence of standardized rules erodes international financial stability,”
while Respondent 6 mentioned that “cryptocurrencies circumvent traditional protections, putting systems
more at risk.” Respondent 9 also mentioned that “crypto’s decentralization heightens systemic financial
threats.” These align with studies that enumerate the dual threats of cryptocurrency decentralization. Fletcher
et al. (2021) contend that the pseudo-anonymity of cryptocurrency facilitates criminal activities such as money
laundering and terrorism financing. Ibrahim (2019) cites the roles played by cryptocurrencies as tools of cross-
border financial crimes due to weak control. Researchers advocate for multi-tier regulatory regimes in favor of
enhancing financial security. Massad (2019) advocates for enhanced global cooperation in crypto regulation,
whereas Kapsis (2023) recommends blockchain forensic technology to track illicit transactions. Weichbroth
et al. (2023) recommend global monitoring standards for DeFi platforms for enhanced financial security. The
literature emphasizes accountability and security issues in cryptocurrencies. Tighter regulations and enhanced
security by technology and international cooperation are needed to address such issues. Cryptocurrencies
encourage innovation, but the absence of regulation calls for a balanced response in order to maximize benefits
and minimize risks. Feedback from the respondents and literature show that cryptocurrencies pose issues in
the areas of financial responsibility and safety. The decentralized, pseudo-anonymous character of
cryptocurrencies impedes transparency, promotes criminality, and impedes institutional accountability. The
regulatory institutions must be made stronger, as Ibrahim (2019) and Haider and Akhtar (2024) argue. Efforts
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should establish global standards for reporting and monitoring cryptocurrency transactions to reduce risks to
financial systems.

4.2. Sustainable Economic Measures to Mitigate Associated Risks of Financial Terrorism

Figure 3 illustrates sustainable economic measures to mitigate the risks of cryptocurrencies. The underlying
themes include evolving regulatory frameworks for licensing, imposing international standards on compliance
and taxation, and formulating enforcement mechanisms against non-compliance. Facilitating public-private
partnerships in managing risk encompasses cooperation between governments and private crypto companies,
stakeholder training in managing risk, and shared tech solutions to monitor illicit transactions. Respondents
provided some practical recommendations for addressing the economic and regulatory risks associated with
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Figure 3: Sustainable Economic Measures to Mitigate Associated Risks

Source: Thematic Map of the Researcher’s Fieldwork (2025)
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cryptocurrency. Some of the major themes were enhancing regulatory frameworks, leveraging technology for
oversight, fostering public-private collaboration, balancing security with innovation, and encouraging
sustainable practices. Recommendations were to bring in global standards of compliance, enhance KYC and
AML procedures, make regular audits of cryptocurrency companies mandatory, have stricter penalties for
non-compliance, and have blockchain-based audit trails for transparency. All of these raised the necessity for
global cooperation, such as an international cryptocurrency regulatory framework and information-sharing
agreements. They further proposed employing blockchain analysis, machine-learning-based anomaly detection,
and live tracking to monitor illicit cryptocurrency flows. Public-private partnerships were proposed as necessary
for the development of monitoring tools, intelligence sharing, and the development of innovative risk mitigation
technology. Regulation of the environmental impact of cryptocurrency mining, encouragement of sustainable
blockchain technologies, and global taxation were viewed as necessary priorities. These responses echo
academic and policy views of cryptocurrency risk mitigation. Akartuna et al. (2022) emphasize global policies
against money laundering and terrorist financing in the context of emerging technologies. Their appeal for
global collaboration and compliance aligns with Haider and Akhtar (2024), proposing cross-border regulations
to prevent financial crimes in virtual currencies. Koraus ef al. (2024) highlight that Anti-Money Laundering
(AML) and Counter-Terrorism Financing (CTF) are crucial to the sustainability of the financial system.

Schwarz et al. (2021) identify the ways in which blockchain’s immutability and transparency allow tracking
of illicit financial flows. Anggriawan and Susila (2024) identify how technology aids in alighing cryptocurrency
with FATF standards. Respondents support sophisticated monitoring tools and public-private collaboration,
in line with Vogel (2022), stating that they can be employed to enhance money laundering and terrorism
financing prevention. Innovation and security trade-off is the dominant theme in cryptocurrency scholarship.
Fletcher et al. (2020) suggest flexible regulations to foster innovation and reduce risks. Members support
sandbox environments, incremental regulation, and innovation with security in mind. Green practices like
green blockchain and energy-efficient mining are indicative of Frunzeti and Dumitru’s (2024) emphasis on
minimizing the environmental hazards of virtual currencies.

The replies are in agreement on the need for robust regulations to thwart cryptocurrency’s economic and
security threats. Most underscored international standards for compliance for uniformity across borders.
Many suggested enhancing KYC and AML mechanisms, frequent auditing of crypto enterprises, and
punishment for non-compliance. Among the recommendations was the utilization of blockchain for audit
trails to allow for better financial transparency and block illegal transactions. Members highlighted the
importance of international cooperation in coming up with a harmonized system of regulation.
Recommendations also covered cross-border agreements for improved exchange of information and an
international system for virtual currency issues. Akartuna et al. (2022) note the relevance of global policies in
money laundering prevention within cryptocurrency. Haider and Akhtar (2024) similarly demand adaptable,
cross-border regulation for ensuring global financial stability.

One of the recurring themes was the need for public-private collaborations to address cryptocurrency risks.
They called for governments to collaborate with private companies in deploying sophisticated monitoring
tools and risk management techniques. Ideas involved anomaly detection using Al, real-time transaction
monitoring, and blockchain analysis for monitoring criminal activity. The participants emphasized intelligence
sharing between private and public sectors to facilitate new methods of risk mitigation. This supports Vogel’s
(2022) hypothesis that intersectoral collaboration enhances the detection and prevention of financial crime.
Anggriawan and Susila (2024) emphasized shared technological advancements towards placing
cryptocurrency within global standards like those of the Financial Action Task Force (FATF). They further
emphasized technology’s role in reducing risks. The participants suggested the use of advanced technologies
such as machine learning and blockchain analytics to enhance transparency and compliance in the
cryptocurrency arena. These tools and strong public-private collaboration are central to regulating the fast-
changing digital finance landscape. Two approaches were identified by respondents as most important to
reduce cryptocurrency risks: building regulatory frameworks and strengthening public-private partnerships.
These approaches balance innovation with risk management. International regulation, technology, and
coordination between governments and the private sector can effectively combat the economic and security
issues of cryptocurrency. These actions are required for a strong digital financial system.
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Combining respondent views with literature identifies important steps towards sustainable economic
activity in cryptocurrency. The most critical steps are to strengthen regulatory systems, leverage cutting-edge
technology, promote public-private collaboration, and balance innovation and security. Prioritizing compliance,
transparency, and sustainability maximizes economic value and minimizes risks. These steps are essential to
a secure and robust financial system in the digital era.

5. Conclusion, Recommendations and Implications

5.1. Conclusion

This research points out the dual nature of cryptocurrencies as instruments of financial innovation and
instruments of criminal activities, such as terrorism financing. Pseudonymity and decentralization are major
impediments to financial responsibility and international security. Targeted interventions like regulatory
measures, cutting-edge technologies, and public-private collaborations can counter such threats without
eroding the innovative character of cryptocurrencies. The stakeholders can balance security and technology to
minimize threats to cryptocurrency and establish a safe financial system.

5.2. Recommendations

Robust consolidated international regulatory frameworks are needed to handle cryptocurrency risks. Licensing
of operators and periodic audit requirements should be mandated to comply. Blockchain audit trails can
increase transaction transparency. Mechanisms and penalties for enforcement for failure to comply are needed
to discourage wrongdoing and encourage responsibility.

Employing sophisticated technologies such as blockchain analytics and Al is most important to trace
cryptocurrency transactions effectively. Blockchain analytics follow histories of transactions, and Al detects
anomalies and foretells risks in real time. Global blockchain networks to share information between regulators
will accelerate the detection and prevention of illegal activities. Machine learning algorithms sift through
patterns of transactions to determine connections to suspicious activities.

Encouraging Public-Private Partnerships: Governments and private cryptocurrency companies need to
collaborate in risk management. Collaborations can create surveillance software and exchange data. Training
programs need to provide stakeholders with expertise in cryptocurrency risk management. Collective investment
in technology, such as sophisticated tracking systems, can be used against illegal cryptocurrency-based
transactions.

Balancing Security and Innovation: Promoting cryptocurrency innovation is best served by strong security
measures. Regulators need to establish regulatory sandboxes for experimentation under oversight. Dynamic
regulations in parallel with the technology can promote responsible innovation and reduce risks. Adherence
to international security standards is essential for the integrity of the cryptocurrency ecosystem.

Promoting Sustainability: Sustainability should be the top priority of the cryptocurrency sector. Regulators
need to put a cap on mining and encourage green blockchain technologies. Recycling of old technologies
should be encouraged through policies in order to restrict environmental degradation. This will ensure that
cryptocurrencies contribute to economic growth while ensuring environmental integrity.

Policy Implications: International standards for crypto risk must be given the highest priority by decision-
makers and facilitate financial innovation. Increased compliance and international cooperation are the drivers
to develop a common regulatory framework to fight illicit activity.

Tech Implications: Invest in blockchain analytics, Al, and machine learning to provide transparency and
detectillegal activities. These can increase monitoring efficiency, allowing for a secure cryptocurrency ecosystem.
Public-private partnerships can effectively mitigate cryptocurrency risks by leveraging the strengths of
governments and private firms. Collaboration can lead to innovative solutions that enhance compliance,
enhance monitoring, and promote responsibility in the cryptocurrency sector.

Sustainability Consequences: The long-term sustainability of cryptocurrencies requires the environmental
impact of their use to be addressed. Encouragement of low-energy consumption mining techniques and green
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blockchain technologies must be done in order to avert environmental risks. Sustainability policies will not
only help the environment but also make cryptocurrencies more acceptable and reputable on a worldwide
level.
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Open Ended Questionnaire

Objective 1: To explore how cryptocurrency is used in terrorism financing.

1. Can you describe specific instances or methods in which cryptocurrencies have been used to finance terrorist
activities?

2. What types of cryptocurrencies are most commonly associated with terrorism financing, and why do you
think they are preferred?

3. How do you perceive the role of anonymity in cryptocurrency transactions concerning terrorism financing?

4. What trends have you observed in the use of cryptocurrencies for terrorism financing over the past few
years?

5. What specific measures do you recommend for improving the detection of cryptocurrency transactions
linked to terrorism financing?

Objective 2: To assess its impact on financial accountability and security.

1. How do you believe the use of cryptocurrencies affects the ability of financial institutions to maintain
accountability and transparency?

2. In your opinion, how does the decentralized nature of cryptocurrencies impact global financial security?
3. Can you provide examples of how cryptocurrency has undermined traditional financial monitoring systems?

4. What specific vulnerabilities in financial systems have you identified as being exploited by cryptocurrency
transactions?

Objective 3: To propose sustainable economic measures to mitigate associated risks.

1. Whatactionable steps do you suggest for enhancing regulatory frameworks to improve financial accountability
in cryptocurrency transactions?

2. How can technology, such as blockchain analytics, be leveraged to improve the tracking of cryptocurrency
used in terrorism financing?

3. What role do you see for public-private partnerships in developing effective strategies to combat the misuse
of cryptocurrencies?

4. In your view, what balance should be struck between fostering innovation in cryptocurrency and ensuring
security against its misuse?

5. What specific policies would you recommend to promote sustainable economic practices while addressing
the risks associated with cryptocurrency?

6. How can international collaboration be strengthened to create a unified approach to regulating
cryptocurrencies and mitigating their risks?

Objective 1: To explore how cryptocurrency is used in terrorism financing.

Respondent .
Number Question Response
Can you describe specific instances or
methods in which cryptocurrencies |Bitcoin wallets linked to terror groups were found
Respondent 1 . . o o
have been used to finance terrorist during investigations.
activities?
Social media platforms are used to solicit
Respondent 2 ) . q1e s
donations in cryptocurrency for illicit purposes.
Respondent 3 Privacy coins like Monero faci%itate anonymous
funding of terrorism.
Cryptocurrency payments have been used to
Respondent 4 purchase weapons and other resources on the
dark web.
NFTs are being exploited as a new method for
Respondent 5 . : o
transferring funds to terrorist organizations.
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Open Ended Questionnaire (Cont.)

Blockchain addresses linked to ransomware

Respondent 6 attacks have been traced back to terror cells.
Respondent 7 Crypto is often used in crowd-funding campaigns
for extremist propaganda.
Respondent 8 Reports show t}}e usage of crypto platforms for
laundering terror-related funds.
Respondent 9 Cryptocurrencies are used in peer-to-peer
P transactions to avoid detection by authorities.
Intelligence reports reveal terrorists are using
Respondent 10 decentralized exchanges to transfer funds
anonymously.
Evidence from investigations shows terrorist
Respondent 11 organizations rely on stablecoins for consistent
value transfer.
Respondent 12 Stolen crypto wallets from indi\./idual.s .héve been
repurposed to fund terrorist activities.
What types of cryptocurrencies are
most commonly associated with  |Bitcoin is widely used due to its global recognition
Respondent 1 . . .
terrorism financing, and why do you and ease of exchange.
think they are preferred?
Respondent 2 Monero is preferred f.or its strong privacy and
anonymity features.
Ethereum is used for its utility in smart contracts
Respondent 3 S s
that can disguise illegal activities.
Privacy-focused coins like Zcash are common
Respondent 4 ) . .
because of their encryption mechanisms.
Respondent 5 Dash is favored for its .instant and private
transactions.
Litecoin has been noted for its speed and lower
Respondent 6 .
transaction fees.
Tether and other stablecoins are used for their
Respondent 7 .
consistent value transfer.
Terrorists rely on coins with high liquidity, like
Respondent 8 Bitcoin and Ethereum.
Ripple (XRP) is sometimes associated due to its
Respondent 9 PP (. ) . aerol
quick cross-border payment features.
Respondent 10 Cryptgcgrrenaes with fewer regulatory
restrictions are more commonly used.
- - P ) lik
Respondent 11 Coins designed for privacy, like Yerge, are
targeted for their untraceability.
Respondent 12 Utility tokens with low Visibilit}{ on regulatory
radars are often exploited.
How do you perceive the role of
Respondent 1 anonymity in cryptocurrency Anonymity reduces traceability, making crypto
P transactions concerning terrorism appealing for illegal activities.
financing?
Respondent 2 It allows terrorists to avoid surveillance by

financial institutions.
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Open Ended Questionnaire (Cont.)

The lack of identity verification creates a haven for

Respondent 3 illicit transactions.
Respondent 4 Privacy coins” anonymity hmder§ goyernment and
law enforcement investigations.
Respondent 5 The anonymous nature of wallets prevents
tracking the source of funds.
Respondent 6 Decentralized Plat.forms amphf}{ .anonymlty,
complicating accountability.
Respondent 7 Anonymity encourages bad actors to exploit the
cryptocurrency system.
The inability to tie transactions to individuals
Respondent 8 )
creates major regulatory challenges.
It fosters an ecosystem where illegal trades can
Respondent 9 thrive unchecked.
Respondent 10 Full anonymlty th'reat'ens financial integrity by
shielding illegal actors.
Respondent 11 Enhanced anonymity tools, like mixers and
tumblers, enable laundering.
Respondent 12 Without anonymity, crypto would lose its appeal

for illicit activities.

What trends have you observed in the

Increased reliance on privacy-focused coins like

R 1 £ ies f i
espondent ufs.e o cprtocurrenmes or terrorism Monero and Zcash.
inancing over the past few years?
More transactions are shifting to decentralized
Respondent 2
and peer-to-peer exchanges.
Respondent 3 Terrorists now use c.rypto wa.llets linked to social
media campaigns.
Respondent 4 The dark web has become a primary channel for
cryptocurrency funding.
Respondent 5 NFTs and other dlglta.l assets are being explored
for funding purposes.
Transactions often involve small amounts to evade
Respondent 6 :
detection.
Increased use of mixing services to obfuscate
Respondent 7 . .
transaction origins.
Respondent 8 Stablecoins are increasingly used for predictable
value transfers.
Respondent 9 Cyberattacks, like ransomware, are funding terror
operations with crypto.
Respondent 10 Terrorist groups are d.1ver51fy1r1g mt’o multiple
cryptocurrencies to reduce risk.
Respondent 11 Blockchain a-nalytics reveal gljowth in suspicious
transactions on decentralized platforms.
Respondent 12 Crowdfunding campaigns using cryptocurrency

have become more sophisticated.




OLADE]I, Taiwo Nurudeen and OLADIPUPO, AbdulMalik Olalekan / Int.].Cryp.Curr.Res. 5(2) (2025) 42-65 Page 59 of 65

Open Ended Questionnaire (Cont.)

What specific measures do you
recommend for improving the

Strengthen blockchain analytics tools for

Respondent 1 detect.ion of. cryptocurrency fransaction tracking.
transactions linked to terrorism
financing?
Mandate KYC and AML compliance for all
Respondent 2
cryptocurrency exchanges.
Respondent 3 Develop real-time monitor.ing tools for suspicious
transactions.
Enhance international collaboration for sharing
Respondent 4 . . .
intelligence on crypto misuse.
Respondent 5 Introduce regulations to monitor privacy coins
closely.
Use artificial intelligence to detect unusual
Respondent 6 . )
patterns in crypto transactions.
Respondent 7 Improve data sharing between ex.changes and law
enforcement agencies.
Respondent 8 Create global standards for report.mg suspicious
cryptocurrency transactions.
Respondent 9 Train regulatory. bodies in bloq(chain technology
to improve oversight.
Develop a global registry for tracking suspicious
Respondent 10 blockchain addresses.
Respondent 11 Enforce stricter penaltl_es for exchanges that fail to
comply with regulations.
Respondent 12 Implement robust audit systems for crypto

transactions across borders.

Objective 2: To assess its impact on financial accountability and security.

Respondent .
Number Question Response
How do you believe the use of
Respondent 1 cryptocurrencies affects the ability of | Cryptocurrencies lack central oversight, making it
P financial institutions to maintain difficult for institutions to track transactions.
accountability and transparency?

Respondent 2 Th.e anonymity of crypt.ocqrrenc.y transac.tions
hinders transparency in financial reporting.
Financial institutions struggle to identify the

Respondent 3 origin and destination of funds in crypto

transactions.
Respondent 4 Decentral}zed Platforms cree‘it.e gaps in traditional
financial accountability systems.
Respondent 5 Cryptocurrenc.ies bypass _ipstitutional controls,
reducing traceability of funds.
Respondent 6 The rise of crypt.o has madt::‘ compliance with e.mti-
money laundering regulations more challenging.
Respondent 7 Lack of re.zporti.ng ste.mdards for qypto
undermines financial accountability.
Th - £
Respondent 8 e pseudo-anonymous nature of cryptocurrency

complicates accountability.
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Open Ended Questionnaire (Cont.)

Transparency is reduced because of insufficient

R o
espondent 9 regulatory oversight in crypto.
Blockchain systems lack built-in mechanisms for
Respondent 10 e o
ensuring institutional accountability.
Respondent 11 Crypto w.all.ets and 'tljansactions often evade
existing auditing frameworks.
Financial institutions face a knowledge gap in
Respondent 12 o g¢ gap
monitoring cryptocurrency effectively.
In your opinion, how does the
decentralized nature of Decentralization removes the power of central
Respondent 1 .. e S .
cryptocurrencies impact global authorities, increasing risks of misuse.
financial security?
It creates opportunities for criminal activities like
Respondent 2 . . . .
money laundering and terrorism financing.
Global financial security is undermined due to the
Respondent 3 . .
lack of standardized regulations.
Decentralization reduces governments' ability to
Respondent 4 . . .
enforce financial security measures.
Th li 11
Respondent 5 e decentralized systfﬂ.n allows anonymous
actors to destabilize economies.
Respondent 6 Cryptocurr(?ncies bypass traditional safeguards,
making systems more vulnerable.
Decentralization reduces control over cross-border
Respondent 7 . . .
financial transactions.
I in global fi ial i
Respondent 8 tcreatesa gapin g obal financia security by
enabling unregulated transactions.
Respondent 9 The absence of cen’a.ral ftontr(')l in. crypto increases
systemic financial risks.
Cryptocurrencies challenge the traditional
Respondent 10 Ypros , s & .
financial system’s integrity and security.
Decentralization facilitates tax evasion,
Respondent 11 . . .
undermining national economies.
Respondent 12 Global ﬁnan'ci'al security suffers from a lack of
unified crypto governance.
Can you provide examples of how
cryptocurrency has undermined Cryptocurrency wallets are used to hide assets
Respondent 1 o . . - . .
traditional financial monitoring from financial regulators.
systems?
Bitcoin and Monero are used to bypass anti-
Respondent 2 . yP
money laundering measures.
Respondent 3 Peer-to-peer tre'msactior.ls in crypto avoid
reporting requirements.
Respondent 4 Dark web trgr'lsactions i.n Cryptocurrency evade
traditional monitoring systems.
Crypto mixing services make tracing funds
Respondent 5 yp & setv 5

impossible for financial authorities.
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Open Ended Questionnaire (Cont.)

Fraudulent Initial Coin Offerings (ICOs) have

Respondent 6 bypassed financial monitoring frameworks.
Decentralized exchanges do not comply with
Respondent 7 traditional banking reporting standards.
Respondent 8 Blockchain tec.:hnologles. challenge existing
transaction reporting protocols.
Respondent 9 Crypto assets stc?red in offshore accounts evade
scrutiny from regulators.
The anonymity of wallets undermines the
Respondent 10 effectiveness of Know Your Customer (KYC)
rules.
Cryptocurrency transactions on decentralized
Respondent 11 platforms are invisible to financial institutions.
Respondent 12 Cryptocurrencies enable tax. evasion by bypassing
government tracking systems.
What specific vulnerabilities in
financial systems have you identified Cryptocurrencies exploit weak regulatory
Respondent 1 . . .
as being exploited by cryptocurrency oversight globally.
transactions?
Lack of compliance with Anti-Money Laundering
Respondent 2 (AML) policies creates vulnerabilities.
Respondent 3 Decentralized platforms exploit thf: inability to
trace cross-border transactions.
Respondent 4 Cryptocurrencies enable rapid, unregulated fund
transfers across borders.
Weak enforcement mechanisms in global financial
Respondent 5 . .
systems are easily exploited.
Privacy coins obscure transaction histories,
Respondent 6 . . s
making them susceptible to exploitation.
Financial systems lack proper tools to monitor
Respondent 7 decentralized wallet activities.
Insufficient legal frameworks allow misuse of
Respondent 8 .
cryptocurrencies.
Cryptocurrencies circumvent central banks'
Respondent 9 authority and oversight.
Respondent 10 Unregulated Imtlgl Coin Offerings (ICOs) exploit
investor trust.
Respondent 11 Decentralized fm_ance (DeFji) platforms are prone
to security breaches and fraud.
Respondent 12 Cryptocurrencies exploit delays in regulatory

updates in the financial sector.

Objective 3: To propose sustainable economic measures to mitigate associated risks.
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Open Ended Questionnaire (Cont.)

Respondent .
Number Question Response
What actionable steps do you
suggest for enh.a neing regulatqry Introduce global compliance standards for
Respondent1 |frameworks to improve financial crvotocurrency exchanees
accountability in cryptocurrency yp y 8es-
transactions?
Strengthen Know Your Customer (KYC) and Anti-
Respondent 2 . .
Money Laundering (AML) regulations.
Respondent 3 Mandate regula}r audits of cryptocurrency firms by
independent bodies.
Respondent 4 Enforce stricter penalties for non-compliant
cryptocurrency operators.
Develop blockchain-based audit trails to ensure
Respondent 5
transparency.
Respondent 6 Introduce tax regulations .for all cryptocurrency
transactions.
Respondent 7 Require licensing for cryptocurrency platforms to
operate legally.
Respondent 8 Establish a unlfledhlegal framework for crypto
regulations worldwide.
Respondent 9 Implement real-time transaction monitoring tools for
cryptocurrency exchanges.
Respondent 10 Regulate privacy coins that are commonly used for illicit
transactions.
Respondent 11 Develop mechanisms for the traceabll.lty of cross-border
cryptocurrency transactions.
Enhance collaboration between governments and
Respondent 12 . .
cryptocurrency firms to ensure compliance.
How can technology, such as
blockchain a'nalytlcs, be Use blockchain analytics tools to detect suspicious
Respondent 1 leveraged to improve the .
. transaction patterns.
tracking of cryptocurrency used
in terrorism financing?
Respondent 2 Implement Al-driven systems to 1der.1t1fy anomalies in
cryptocurrency transactions.
Respondent 3 Integrate real-time tra-cklrllg technologies into financial
monitoring systems.
Utilize blockchain technology to trace the flow of funds
Respondent 4 . : . .
linked to terrorism financing.
Collaborate with blockchain firms to create platforms for
Respondent 5 . o .
monitoring high-risk transactions.
Respondent 6 Develop global blockchain networks for data sharing
among regulatory agencies.
Respondent 7 Use advanced analytics to identify transactions

associated with known terrorist entities.
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Open Ended Questionnaire (Cont.)

Employ machine learning to predict potential risks in

Respondent 8
cryptocurrency ecosystems.
Respondent 9 Enhance transparency through open blockchain
p platforms for real-time auditing.
Respondent 10 Combine blockchain analytics with traditional financial
P tracking systems to improve efficiency.
Create dedicated algorithms for mapping transactions
R 11 . )
espondent with terrorism-related flags.
Respondent 12 Leverage blockchain’s immutability to build permanent
p records for investigative purposes.
What role do you see for public-
rivate partnerships in . .
Respondent 1 devellt)) ping eI;fec tive s tllf; tegies to Governments and cryptocurrency firms should jointly
combat the misuse of develop monitoring tools.
cryptocurrencies?
Respondent 2 Private firms can provide technology while governments
p enforce regulations.
Respondent 3 Public-private partnerships can organize stakeholder
p training on cryptocurrency risks.
Respondent 4 Collaborations can fund research on improving the
p detection of illicit activities in cryptocurrencies.
Respondent 5 Partnerships can foster innovation in tracking and
p mitigating misuse of cryptocurrencies.
Respondent 6 Governments and firms can jointly invest in advanced
p technology solutions for monitoring.
Respondent 7 Public-private dialogues can align policy and
P technological innovations.
Joint efforts can standardize cryptocurrency regulations
Respondent 8 globally.
Respondent 9 Governments should incentivize private firms to
p participate in combating crypto misuse.
Respondent 10 Public-private collaboration can improve information
p sharing on suspicious transactions.
Respondent 11 Partnerships should focus on increasing the transparency
P of financial systems.
Respondent 12 Joint training programs for law enforcement and crypto
P firms can improve detection strategies.
In your view, what balance
should be struck between . . . . . .
Respondent 1 fostering innovation in Encourage innovation whllle mand.atmg strict compliance
cryptocurrency and ensuring with financial security laws.
security against its misuse?
Respondent 2 Strike a balance by regulating high-risk areas without
p stifling technological progress.
Respondent 3 Governments should allow innovation but strictly

monitor high-risk transactions.
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Innovation and security can coexist through adaptive

R 4
espondent regulatory frameworks.
Respondent 5 Innovation should prioriti'ze security to mitigate risks of
misuse.
Allow controlled innovation in low-risk crypto
Respondent 6 o . . -
applications while regulating sensitive areas.
Respondent 7 Encourage industry self—regule?tion alongside
governmental oversight.
Respondent 8 Implement a phased ap.proac.h. tha.t balances innovation
and risk mitigation.
Introduce sandbox environments for innovation under
Respondent 9 - .
strict regulatory observation.
Respondent 10 Ensure all innovations comply with global security
standards.
Respondent 11 Adopt hybr.id sysfems that integ?ate innovative
technologies with robust security measures.
Respondent 12 Foster Public t.rust in cryptocurrencies by_ balancing
innovation and secure usage practices.
What specific policies would you
rescommend to p.romote. Develop global taxation frameworks for cryptocurrency
Respondent1 | sustainable economic practices .
. . . transactions.
while addressing the risks
associated with cryptocurrency?
Respondent 2 Require environmen.tall sustaina‘t.)ility in cryptocurrency
mining operations.
M he discl £ ion f
Respondent 3 andate the disclosure o energy consumption for
crypto firms.
Respondent 4 Introduce caps on energy usage for cryptocurrency
mining activities.
Respondent 5 Incentivize eco-friendly blockchain technologies.
Ensure compliance with international financial and
Respondent 6 .
environmental standards.
Respondent 7 Promote responsible innovat.ion in cryptocurrency
technologies.
Respondent 8 Regulate cryptocur-rencies tq ensure that economic
benefits outweigh risks.
Establish frameworks for fair distribution of
Respondent 9
cryptocurrency-related wealth.
Respondent 10 Implement stricter rules on the envirgnmental impact of
cryptocurrency operations.
1 licies f li
Respondent 11 ntroduce policies for recycling F)utdated cryptocurrency
technologies.
Respondent 12 Enforce penalties for non-compliance with sustainable

practices in the crypto industry.
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How can international
collaboratlon' b.e strengthened to Establish a global body for cryptocurrency regulation
Respondent 1 create a unified approach to )
. . and compliance.
regulating cryptocurrencies and
mitigating their risks?
Strengthen international treaties focused on financial
Respondent 2 .
technology regulation.
Respondent 3 Create cross-border data—sharil?g agreements for
cryptocurrency monitoring.
Respondent 4 Promote regular summits on global cryptocurrency
governance.
Respondent 5 Form alliances between nations to enforce crypto
compliance standards.
Enhance the role of global organizations like the IMF in
Respondent 6 .
cryptocurrency regulation.
Standardize regulatory frameworks across countries to
Respondent 7 o .
minimize regulatory arbitrage.
Encourage collaboration between financial and
Respondent 8 . . .
technological regulatory bodies worldwide.
Respondent 9 Foster cooperatiF)n betv.ve'er'l nations for intelligence
sharing on illicit crypto use.
Respondent 10 Develop international stand'ards for cryptocurrency
transactions.
Respondent 11 Promote knowledge sharing on be-zst practices for
cryptocurrency regulations.
Strengthen international sanctions for countries that fail
Respondent 12 . . e
to comply with crypto risk mitigation efforts.
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