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Abstract 
AI (Artificial Intelligence) is significantly advancing clinical diagnostic processes. Recent progress in the use of AI for medical diagnostics, 
such as computer vision based on medical imaging and understanding physiological signs and symptoms (acoustic cardiac signals), is 
discussed in this review paper. A literature review was conducted covering the period 2016-2025, and the results of this research are 
presented, examining the achievements of AI systems, the issues encountered in the diagnostic process, and their ethical implications. From 
the results presented thus far, AI matches specialists on narrow, well-defined imaging tasks; approaches non-expert level for open-ended 
generative diagnosis; and still trails experts overall. One crucial and undeniable task of explainable AI (XAI) is to build trust in these systems 
among clinicians. Finally, some promising pilots of clinical engagement and research priorities are presented, along with the possibilities 
(and restrictions) of the capabilities that AI can bring to this field. 
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1 Introduction 

The growing demand for diagnostics, staffing shortages, and the increasing volume of medical information are 
causing strain on healthcare systems across the globe. A conservative estimate in the USA suggests that one in ten 
people experiences a significant diagnostic error each year, with errors resulting in 40,000 to 80,000 deaths per 
year [1]. These challenges have positioned AI as a leading solution for accurate and effective diagnosis, helping to 
bridge the healthcare divide. AI is already present in numerous fascinating areas of the medical sector, such as 
radiology, pathology, and electrocardiography (ECG), and AI systems allow for the analysis and interpretation of 
patient records. This paper aims to introduce the recent progressions in the domain of medical applications in 
diagnostics using Artificial Intelligence (AI). After establishing foundational concepts, evaluating AI performance 
in specific scenarios, and discussing challenges to clinical implementation, we introduce a framework and the 
resulting opportunities to integrate clinical AI, specifically for prioritisations. Guidelines are given to healthcare 
institutions, healthcare professionals and regulators based on the study. 

 

2 Literature Review 

2.1 Historical Development of AI in Medical Diagnosis 
AI has been around since the 1970s, including MYCIN, one of the first AI-based medical diagnosis programs for 
infectious disease diagnosis (IDD). The drawback of these rule-based systems is that only hard-coded knowledge 
is stored, and they lack the ability to learn. In the 1990s, new algorithms for pattern recognition (using machine 
learning (ML)) were developed for diagnostics, such as Bayesian networks and support vector machines (SVMs), 
for more efficient pattern recognition. However, this shifted in the 2010s, when deep learning (DL), particularly 
CNNs, were introduced for image processing. In 2012, at the ImageNet competition, AlexNet achieved much better 
performance on image classification problems. Its use was immediately initiated in medicine and was soon seen to 
have positive results in dermatology, ophthalmology and radiology. The success of DL algorithms has been 
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demonstrated to be comparable to that of experts in various applications, such as the identification of DR in retinal 
images since 2016 [2] [3]. The Medical Diagnosis Milestone chart (2010-2025) shown in Figure 1 illustrates the 
timeline of major developments in the field of medical diagnosis using Artificial Intelligence between 2010 and 
2025. 

Figure 1. Timeline of Major AI Developments in Medical Diagnosis (2010-2025) 

 
 

2.2 Recent Research Trends (2023-2025) 
Enormous progress was made in AI diagnostics between 2023 and 2025. A system that integrates multiple types 
of data sources—such as imaging, clinical notes, and genomics—to perform diagnostic tasks is considered a 
multimodal system. First, multimodal systems developed to fulfil more than one diagnostic task have replaced 
previous narrow systems, which are mostly based on images. Second, the difficulty of explainable AI (XAI) was 
significant, and researchers and clinicians wanted to understand how AI systems get to their conclusions from the 
data. There are also some applications of interpretable models in the healthcare sector, such as the work done by 
Chanda et al [4]. The performance of the AI model with XAI was also demonstrated to be better in a clinical study, 
with an improvement of 2.8% in the test of balanced accuracy for the diagnostic task compared with that of the 
conventional AI model. Third, large language models (LLMs) have made an impact in diagnostics. However, the 
benefits of these methods are not guaranteed. In a randomised trial, Goh et al. concluded that there was no 
significant difference in the diagnostic performance of physicians who were given access to ChatGPT [5]. A fourth 
method, Federated Learning, provides collaborative models to multiple organizations without sharing raw patient 
data, thereby maintaining privacy. This has allowed for the creation of more generalisable models, called "models 
based on heterogeneous populations”. 

 
2.3 Research Gaps and Opportunities 

However, there are still several fields of study that need to be addressed. One of these is that none of the 

AI diagnostic systems in the literature can generalise because most of them are trained and tested in high-

resource environments with a homogeneous set of people. Second, few studies have assessed the 

efficiency of AI diagnostic instruments in clinical outcomes in longitudinal studies. Third, all existing 

evaluation systems are quite specific and do not apply to all types of AI and expert systems. These gaps can 

be used as a starting point for future studies, such as creating AI systems that are specific to resource-

constrained environments and exploring the best models of human-AI collaboration.  

 

3 AI Technologies in Medical Diagnosis 

3.1 Machine Learning Algorithms and Their Diagnostic Applications 
Random forests have proven to be easy to use for predicting diagnoses. Different implementations of ML models 
for the prediction of heart disease were analysed, and it was observed that ensemble methods may be able to 
provide the highest percentage of accuracy of the prediction of the disease, that is, 92%, as reported by [6]. 
Unsupervised techniques have been effective in discovering and even recognising new sets of patterns and subsets. 
They tend to be most helpful for patients with complex conditions (such as autoimmune diseases) when 
conventional tests fail to detect the underlying cause of their illnesses. Although currently rarely applied, 
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optimizing diagnostic workflows and decision-making processes using reinforcement learning shows significant 
promise. 
 

3.2 Deep Learning Architectures and Multimodal Approach for Medical Image Analysis 
Various studies have used multimodal data for diagnoses. For example, Poterucha et al. created a DL model called 
EchoNext, which can be used to detect cardiovascular diseases from over one million ECG data points. The DL model 
outperformed cardiologists in diagnosing the disease using ECG data. Multimodal systems can be used for various 
diseases with numerous symptoms, such as autoimmune diseases, cancers, and neurodegenerative diseases. This 
is because multimodal systems use multiple source data systems, which allow the discovery of smaller correlations 
or relations that could not be discovered in the case of the use of a single mode. 

 
3.3 Sequential and Audio Processing Architectures 
Diagnostic methods requiring continuous physiological signals, such as electrocardiograms (ECG) and 
phonocardiograms (PCG), require models which can model temporal dependency. Time-series medical data were 
processed using Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks. In recent 
years, 1D-CNNs and Temporal Convolutional Networks (TCNs) have been shown to be competitive on the 
continuous scale for medical signal processing in the field of electrical and acoustic signals. Furthermore, by 
customising the audio transformer, advanced extraction of time-related features in digital auscultation has become 
possible, and AI systems can detect subtle physiological abnormalities that are likely to change over time. 

3.4 Natural Language Processing for Clinical Text Interpretation 
Natural Language Processing (NLP) has made significant recent advancements in diagnosing from various clinical 
texts, including radiology reports, pathology reports, and clinical narratives. There are also models, such as Med-
42, that can perform medical-related tasks, and models such as GPT-4 that can read and reason with medical jargon 
and medical diagnostic issues. Recently, Takita et al. compared the diagnostic capacity of various LLMs with non-
expert and expert physicians, and in some diagnostic scenarios, no difference was found between the diagnostic 
accuracy of LLMs (such as GPT-4o, Llama3 70B, and Claude 3 Sonnet) and non-expert physicians, while LLM 
performance was worse than that of expert physicians (p = 0.007) in others [7]. Another use of NLP is in 
computerising the process of automatically extracting diagnostic criteria from clinical practice guidelines and 
medical literature to form continuously updated diagnostic decision support systems. This property will be useful 
in areas where the diagnosis may change as evidence accumulates quickly, such as in the field of oncology. 

 
3.5 Explainable AI Approaches for Clinical Decision Support 
In the area of XAI, attention is paid to the black box problem and providing interpretation to the outputs. In the 
diagnostic context, this has been accomplished using attention maps, feature importance scores, and the provision 
of counterfactual explanations. Chanda et al. showed that explainability increased dermatologists’ confidence in the 
decisions and diagnostic accuracy of the dermatology system [4]. SHapley Additive explanations (SHAP) and Local 
Interpretable Model-agnostic Explanations (LIME) are popular methods for obtaining explanations for individual 
predictions and identifying the features that play a major role in the prediction [4]. 

Figure 2. AI Technologies in Medical Diagnosis 
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4 Specialty-Specific Applications 

4.1 Radiology 
Radiology is one of the most established fields of diagnostic AI application [8]. The example of the implementation 
of AI in screening mammography is a study conducted by McKinney et al., who developed a system that achieved 
fewer false positives and false negatives compared to radiologists in large cohorts of the UK and US populations [9]. 
The following MASAI trial, which was the first randomized controlled trial on the use of AI in mammographic 
screening and included more than 100,000 women, revealed that the use of AI-assisted reading-maintained cancer 
detection rates and lowered radiologists' screen-reading burden by 44% [10]. In case of lung cancer, Ardila et al. 
developed an end-to-end three-dimensional model that can estimate the risk of malignancy based on low-dose 
chest computed tomography and showed 94.4% area under the curve and equal or better performance compared 
to six radiologists [11]. 

4.2 Pathology 
AI-based analysis has revolutionised histopathological diagnosis. AI has been proven to be useful for cancer 
detection, grading, and the quantification of cancer biomarkers. In breast cancer, Challa et al. validated a 
commercial AI tool (the Visiopharm Integrator System) for detecting lymph-node metastases on haematoxylin-
and-eosin whole-slide images within a clinical digital workflow: the algorithm identified every metastasis (100% 
sensitivity and negative predictive value), and pathologists reviewing its annotations reached 99% concordance 
with the reference diagnosis [12]. An example of human-centred AI in the field of pathology is the design of Nuclei.io 
by Huang et al. from Stanford Medicine [13]. It is flexible, gains a dedicated workflow, and provides customised 
help to find cells that are of concern for the disease. It can also contribute to teamwork; pathologists can download 
models via web technology and learn from their colleagues by interacting with each other. The two primary 
challenges in integrating AI into the pathology workflow are the resolution and size of the whole slides to be 
processed and the complexity of the diagnostic task. The integration was done using a hierarchical approach; low-
magnification images were used to identify the regions of interest, and detailed views were taken at high 
magnifications to diagnose the region of interest. It reduces the number of calculations while providing a fairly 
accurate diagnosis. 

 
4.3 Dermatology 
AI systems can perform skin lesion classification at the level of physicians. Chanda et al. performed an eye-tracking 
study in which 76 dermatologists diagnosed dermoscopic images with the aid of an XAI system [4]. A 2024 study 
on the classification of skin lesions by Salinas et al. determined a clinically similar performance when comparing 
AI-enabled systems and expert dermatologists, implying that AI technologies can be a valuable add-on to 
dermatological practice, particularly in the underserved regions [14]. Mobile applications have democratised 
dermatological screening, enabling effective telemedicine. Marri et al. reported the accuracy of dermatological 
diagnosis using the Aysa app to be an average of 96.1% in the top three diagnoses and 80.6% for exact diagnosis 
[15]. 

4.4 Cardiology 
Imaging and non-imaging data are analysed by systems with the help of AI. DL models have been proven to be 
superior to nonspecialists in ECG interpretation. In a recent article, Wu et al. reviewed several real-world 
applications of DL for cardiovascular diseases in various scenarios [16]. Revuri et al. proved that among all AI-ECG 
models, it had the overall highest accuracy of 85.7% while assessing cardiac dysfunction from LVEF (left ventricular 
ejection fraction) [17]. In the same vein, another AI model for stress ECG interpretation for both male and female 
patients resulted in a substantial improvement in diagnostic accuracy from 50% to 90.9% [18]. Another such field 
is cardiac diagnostics, which has recently experienced a resurgence in the use of AI for analysing heart sounds via 
PCGs and digital stethoscopes. DL models are found to be very effective in the detection of an abnormal 
sound/murmur from 1-dimensional audio to 2-dimensional spectrograms [19], [20], [21], [22]. These non-
intrusive, portable, and cost-effective acoustic applications are ideal for screening purposes. Standardised 
reporting and structured data collection help with the integration of AI into cardiac imaging workflow. Where 
dynamic imaging is crucial, the early experience of the use of 4D imaging and modelling of time is encouraging. 

4.5 Other Specialties 
To understand the importance of the DL model in the diagnosis of neurological diseases, Prasad et al. proposed an 
Alzheimer's disease classification system using only image data [23]. AI systems can identify DR and AMD and assist 
in the screening of glaucoma. AI has also boosted the ability of gastroenterologists to identify polyps and early 
cancer. During colonoscopy, the technology detects polyps with a sensitivity greater than 90% to reduce the risk of 
missing polyps. Other uses are still to come, such as analysing speech and facial expressions for psychiatric 
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diagnosis, automatically scoring sleep studies for sleep disorders, and computer-assisted scoring of skin biopsies 
for rare skin diseases. The rate of adoption of AI by medical specialty is shown in Figure 3 below. 

Figure 3. AI Adoption Rates by Medical Specialty (2025) 

 

Areas that are more focused on direct patient care are also using Artificial Intelligence early on. There are factors 
that affect how quickly Artificial Intelligence is adopted, and these factors differ across states. For example, the 
difficulty of a diagnosis, problems with rules and laws, and whether we have data are all important factors. 

 

5 Performance Analysis and Evaluation 

5.1 Comprehensive Meta-Analysis of AI Diagnostic Performance 
An extensive study was conducted on all available literature, and a meta-analysis was performed by Takita et al. in 
2025 to compare the efficacy of Generative AI against physicians [7]. Overall, the Generative AI models achieved an 
accuracy of 52.1%. The actual accuracy ranged from 47% to 57.1% (95% confidence interval). We examined 83 
studies conducted between June 2018 and June 2024 to obtain these numbers for the Comprehensive Meta-
Analysis of AI Performance. Meta-analyses indicate that while AI models demonstrate diagnostic accuracy 
comparable to non-expert physicians (p = 0.93), expert physicians still perform significantly better, achieving 
15.8% higher accuracy than AI systems [7]. Salinas et al. studied the classification of skin lesions and found that AI 
algorithms are as accurate as expert dermatologists [14]. AI systems with sensitivities and specificities comparable 
to radiologists' accuracy were found to be quite accurate for common diseases but not for uncommon diseases, as 
pointed out by Khalid et al. [24] 

5.2 Comparison Between AI Systems and Healthcare Professionals 
There were minor discrepancies between AI systems and healthcare providers in other specialties across the board 
in terms of their knowledge and experience. According to Goh et al., in a randomised trial (known as the Stanford 
HAI study), GPT-4 achieved a score of approximately 80% on the diagnostic reasoning task, whereas physicians 
using traditional resources obtained scores of approximately 70% [5]. Perhaps most significantly, the models were 
not significantly better than the physicians without access to the model, indicating that one of the greatest 
difficulties was human–AI interaction rather than AI capability. 

 
5.3 Factors Affecting AI Performance 
The experts pointed out some subtleties regarding the performance of various specialties and expertise levels 
(whether those of AI or of a healthcare professional). AI is more effective than clinicians without AI assistance for 
repetitive and standardised tasks, can complement and augment clinical judgment in complex and rare cases, and 
is most useful in conjunction with clinical judgment. 
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Figure 4. AI Diagnostic Performance 

 
 

Figure 4 illustrates the AI diagnostic performance. Several factors can affect the performance of an artificial 
intelligence model. El-Khoury and Zaatari investigated the diagnostic accuracy of models across different patient 
subgroups by race, insurance type, and age [25]. The results were quite diverse across these patient subgroups, 
emphasising the need for training models with diverse patient data. The architecture is of great significance. While 
transformer-based models are effective for multimodality integration, specialised architectures such as U-Net are 
more effective for segmentation, and ensembles are more effective for complex diagnostic tasks. The context of 
deployment is also critical; the image acquisition protocols used, image processing, and model integration into 
clinical workflows all impact the results. The clinical information-based model was superior to the imaging-based 
model. As shown in Figure 4, various multidimensional factors must be considered in the clinical setting when 
assessing the use of AI technology for diagnostics. The largest domain is the AI diagnostic performance, which is 
affected by size, quality and diversity of data, model architecture and the deployment context. The technical 
difficulty of visual imaging is complicated by the need for continuous monitoring of human physiology. Audio data 
is sensitive to factors that affect the signal-to-noise ratio, meaning that if the AI was trained on ‘clean' audio without 
any pre-processing steps during the audio recording process, it will not be able to transfer its knowledge to ‘dirty’ 
clinical recordings. 

 
5.4 Standardised Evaluation Metrics and Benchmarks 
The evaluation method has now been standardised. The most common measures are sensitivity, specificity, and 
area under the receiver operating characteristic curve (AUC-ROC). Various measures, including precision-recall 
curves, F1 scores, and calibration measures, have been reported and are currently being used. Some benchmark 
datasets have been published, including MIMIC-CXR for chest radiographs, HAM10000 for skin lesions, and ADNI 
for neuroimaging data from Alzheimer's disease. However, most are deficient in the diversity of patient cases and 
settings, limiting the generalisations that can be made from the results. Today, the focus has been on developing 
more complex types of evaluation systems whose goals include being diagnostic, scale-free, demographically 
representative, and capable of accommodating the calibration of uncertainty estimates. 

 
5.5 Statistical Analysis of Diagnostic Accuracy Across Specialties 
The follow-up statistical research results showed that across the board there was a statistically significant change 
between the traditional clinical diagnosis and the post-AI intervention. Moreover, in diagnosis-heavy specialties 
(such as radiology, ophthalmology, and dermatology), AI systems perform comparably or favourably against 
traditional diagnostic methods. Takita et al. (2025) explained in their analysis that AI diagnostic performance did 
not differ significantly across most specialties, with dermatology and urology as exceptions. The effectiveness of AI 
may vary depending on the field of expertise, type of AI, the ways in which visual pattern matching can aid the 
diagnosis process, and the level of standardisation of the data. There is good news for those with imaging and visual 
signs (e.g. ophthalmology and dermatology) and not so good for those based on many clinical factors 
(e.g.psychiatry and rheumatology). The overall trend of accuracy has been generally increasing over the years, as 
the accuracy by specialty has improved by an average of 3-5% per year between 2020 and 2025. The 
improvement is the result of improvements in the algorithms, availability of training data, system changes, and 
improvements in system evaluation. 
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6 Clinical Integration and Implementation 

6.1 Regulatory Frameworks and Approval Processes 
Regulatory guidance has emerged to incorporate information from AI diagnostic systems. The FDA's Digital Health 
Software Pre-Cert Pilot (2017–2022) conducted trials assessing developer quality and organisational excellence 
rather than reviewing each device individually, but the pilot was closed in September 2022 after the FDA 
determined it could not be implemented under current statutory authority. Most AI diagnostic products are either 
Class II or Class I, meeting the moderate-risk criteria of the European Union Medical Device Regulation (MDR). 
Obuchowicz et al. observed that most radiology AI products fall within these moderate-risk MDR classes — a 
classification that balances regulatory oversight with innovation while safeguarding patient safety [8]. The 
International Medical Device Regulators Forum (IMDRF) is developing provisions for medical devices with AI to 
support their growth and minimise regulatory barriers, thereby developing a common and clear regulatory 
framework for their introduction worldwide [26]. 

6.2 Human-AI Collaboration Models and Workflow Integration 
The managerial implementation of the model will guarantee the creation of tools that will work well with both 
humans and AI systems. The human-in-the-loop method will make it more probable that an AI will be viewed as a 
“clinical assistant”, as in the example of the Stanford pathology tool Nuclei.io [13]. This approach considers the 
freedom of medical professionals, the benefits of utilising the potential of AI, and the accuracy and effectiveness of 
the system. AI systems have been successfully used in radiology for parallel reading workflows: the images are 
forwarded to the AI system, and a suspected diagnosis is forwarded, and the AI system highlights the suspected 
diagnosis. Through this type of integration, a Northwestern Medicine AI method has led to a 15.5% increase in the 
efficiency of radiographer reporting. The AI triage model was found to be useful for bulk screenings. 
 

Figure 5. AI Diagnostic Workflow with Human-in-the-Loop Approach 

 
 

The model selected for implementation in a clinical setting was the human-in-the-loop AI diagnostic workflow 
shown in Figure 5. The steps include acquiring patient data, which are then pre-processed to normalise the data 
for analysis by AI. The diagnostic confidence of these data was then input into an AI system. The system offers 
diagnostic recommendations for obtaining good results. If the result is not highly confident, further enquiries for 
data are requested, and there is an iterative improvement process. Even better, the AI recommendations are 
brought to the attention of clinicians, and human input is always required. Finally, if the clinician(s) agrees with the 
AI diagnosis, the clinician(s) and AI provide the diagnosis together. If not, the case is referred for further 
investigation and may lead to a new diagnosis. This collaborative approach preserves the clinician's independent 
prescribing authority while utilizing AI computational engines responsibly, thereby mitigating the risks of 
automation bias. The method has been subjected to studies which have shown improvements in terms of accuracy 
and high satisfaction from clinicians. 

6.3 Training Requirements for Healthcare Professionals 
AI is becoming a universal language in the medical world, not only by understanding the concepts and employing 
them with critical consideration but also by applying AI in healthcare environments. Many of these medical AI ideas 
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have gradually been integrated into an AI Literacy course designed to build awareness and thoughtfulness of AI-
generated material and to use AI tools in the healthcare setting. Continuing medical education is increasingly 
focused not only on the technical underpinnings of AI, but also on its practical implementation across various 
medical specialties. Having the ability to do simulation training has been helpful in anticipating where it might go 
wrong and how to deal with it. There is a diagnostic time reduction with the use of AI. 

Figure 6. Diagnostic Time Reduction with AI Assistance (2025)

 
It is evident from Figure 6 that the diagnostic time required across these four specialties significantly decreased 
when using AI assistance. This can reduce diagnostic delays and ease specialist workload [27] 

 
6.4 Case Studies of Successful Clinical Implementations 
Several case studies have reported successful clinical outcomes. A 60% drop in the time required to diagnose a 
stroke was essential for the success of an AI system implemented at the Mayo Clinic to detect stroke on CT, including 
the results from the active involvement of stakeholders and a comprehensive redesign of the stroke workflow [28]. 
Intermountain Healthcare's addition of the AI retinopathy screening tool to their primary care platforms is another 
great example of where specialist-level care can be extended to populations that need it, as the company was able 
to augment the screening process and boost screening rates while maintaining the diagnostic accuracy of specialist-
level screening [29]. The AI-enabled prostate cancer reporting workflow at Mount Sinai Health System reduced the 
prostate cancer reporting time by 40 percent while enhancing the consistency of Gleason scoring [30]. This success 
was achieved by engaging many pathologists in the design of the system and making improvements based on their 
feedback. 

 
6.5 Lessons Learned from Failed Implementations 
The failure cases studied provide valuable information for future studies. Challenges included a lack of a perfect fit 
between AI recommendations and the implementing hospitals due to cultural and geographical variations. For 
example, IBM Watson Oncology failed to produce the desired results because there was no real-world validation of 
its treatment plans across diverse patient groups. Failure due to the lack of workflow integration, not engaging the 
right stakeholders, or unrealistic expectations of what AI can do are other reasons for this. The dangers are all too 
familiar: technology first, people and organisations second; neglecting data quality and data standardisation; and 
neglecting maintenance and updates. To achieve effective implementation, it is important to have end-users 
involved from the beginning, with steps to move forward and apply them in an incremental way, set up good 
monitoring systems, and conduct targeted training [31]. 
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Figure 7. Key Challenges in AI Implementation (2025) 

 
 

The most important barriers that healthcare institutions encountered in the adoption of AI technology were issues 
of data quality/availability, integration of AI with IT infrastructure, and regulatory challenges, followed by clinical 
validation requirements, costs, and staff training, as depicted in Figure 7. The architecture of the clinical integration 
of AI diagnostic systems is illustrated in Figure 8. 

 
Figure 8. Framework for Clinical Integration of AI Diagnostic Systems 

 
 

Figure 8 presents a six-stage framework for integrating AI diagnostic systems into clinical practice. The first stage 
is a needs assessment that defines the problem to be addressed, the outcome measures to be used, and the goals to 
be achieved. The second is stakeholder engagement: consulting end-users and incorporating their feedback early 
is essential for later adoption. The third stage is system selection and technical integration, ensuring 
interoperability with the electronic health record (EHR) and other clinical systems. The fourth — and most 
challenging — stage concerns the human–AI interface: how clinicians interact with the system in practice, refined 
through testing and iterative user feedback. The fifth stage provides training and ongoing support so that staff can 
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use the tool competently. Finally, sustained dialogue among clinicians, technicians, and administrators treats 
implementation as a shared, institution-wide effort rather than a purely technical deployment. 

7 Ethical Considerations and Challenges 

7.1 Algorithmic Bias and Health Disparities 
Bias can occur in several ways: imbalance in some groups in the dataset used for training the model; distortions in 
the model dataset from underlying concepts that are carried over to clinical practice; and use of proxy variables for 
protected characteristics in the model. This may result in delayed and/or undiagnosed identification of 
marginalised groups. Some suggestions for reducing bias are having a diverse training set, algorithmic fairness (e.g. 
adversarial debiasing), fairness constraint in model training, reviewing the performance of the model periodically 
by demographic groups, and reporting the model performance by demographic groups. 

7.2 Privacy and Data Security Concerns 
The use of AI diagnosis systems poses a variety of obvious privacy and security problems, including unauthorised 
access, re-identification of the underlying disguised client data, and misuse. Federated learning algorithms have 
proven to be effective because they can be applied to train models in different institutions. This does not reveal any 
information or improve the quality of the model. However, by carefully designing the noise, differential privacy 
provides mathematical guarantees that its training performance is not affected, while it is difficult to re-identify the 
individual. It has been discovered to work effectively in various diagnostic systems, such as deciphering X-rays 
during chest examinations. 

 
7.3 Liability and Responsibility in AI-Assisted Diagnosis 
The issue of liability and responsibility of AI diagnosis systems is complex and multifaceted. Who will be liable in 
case of a diagnostic error in the use of AI systems: the developer, the healthcare institution, the clinician, or none 
of them? Is it reasonable to consider AI disclosures as part of the informed consent in the diagnosis process? What 
constitutes the standard of care when utilising AI tools? The law is evolving and differs from state to state. Some 
systems rely on the 'learned-intermediary doctrine,' where the healthcare provider has the final say, whereas 
others lean toward shared accountability depending on the AI's level of autonomy. Professional societies have 
begun to provide guidance on the use of AI diagnostic tools and pertinent standards of care. 

7.4 Transparency and Explainability Requirements 
The principles of explainability and transparency are core to the use of AI in medicine. Most DL methods are black-
box models and are thus not amenable to assessment in evidence-based practices and informed decision-making. 
Regulators are seeking an explanation. According to the AI Act, the EU will require technical documentation of AI 
in healthcare systems, which will classify some of these models as high-risk AI systems that must be assessed for 
safety and efficacy. In dermatology, the explainability has been shown in the enhanced accuracy and self-confidence 
of dermatologists by Chanda et al., and it was hypothesised to play a role in the interactions between humans and 
AI [4]. 

7.5 Patient and Provider Acceptance Factors 
To be effective in combating errors in diagnosis, patients and providers need to adopt AI-powered diagnostic tools. 
Patients' general concerns include privacy, the possibility of being dehumanised, and concerns about the reliability 
of AI. Workflow, liability loss, and potential competition from professionals are providers' concerns. It is measured 
through a survey that is accepted or not based on certain factors such as perceived usefulness, ease of use, social 
influence, facilitating conditions, and trust. The importance of trust, especially, is at the centre of the focus, which 
is based on the openness of the system, its reputation, and its correlation with users’ values. Focusing on what AI 
is capable of and what it is not, separating human tasks and AI tasks, illustrating with tangible examples how AI can 
help providers and/or patients, making the end user an advisor on development and use of the AI system, and 
continuous education of the AI system are some strategies that can be followed to ensure the acceptance of AI 
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Figure 9. Ethical Framework for Responsible AI Implementation in Healthcare 
 

 
First, we investigated the moral problems of the proper use of AI healthcare, focusing on five principles (see Figure 
9). Fairness and equity highlight the value of a variety of training data, bias detection and reduction plans, and 
ongoing performance measurement among demographic groups, as it is essential to guarantee that AI systems are 
equally beneficial to all patient groups. It is the clarity and explainability that highlights the importance of modelling 
it in an interpretable fashion and a guideline of clear documentation that allows clinical reasoning and trust in the 
AI suggestions. Privacy and security principles involve ensuring data minimisation practices, a federated learning 
framework in which sensitive data are not moved or stored away from their local place of origin, and a robust 
infrastructure to safeguard patient information. These encompass liability/accountability, audits, and 
professionalism in AI implementation in clinics. Disclaimer: Clinicians retain the right to override or decline AI 
recommendations, and human oversight is always available. The advice of medical associations, ethics committees, 
and regulators was considered. Patient trust and clinician uptake are enhanced in organisations where ethics are 
instituted. 
 

8 Future Directions 

8.1 Emerging Technologies and Methodologies 
Several emerging technologies are poised to reshape the diagnostic landscape. Foundation models are a key driver: 
pretrained on large corpora, they can be adapted to specific diagnostic tasks with relatively little task-specific data. 
Edge AI and TinyML are advancing rapidly, using techniques such as knowledge distillation and pruning to 
compress models for deployment on low-power microchips — enabling point-of-care, real-time tools such as smart 
digital stethoscopes, where tight hardware–software integration supports more personalised and accessible care. 
Neuro-symbolic approaches, which combine symbolic reasoning with neural networks, offer a route to more 
interpretable systems by pairing predictions with human-readable explanations. Further ahead, quantum machine 
learning — already explored in genomics, proteomics, and drug discovery — may eventually extend the analytical 
capacity available for complex diagnostic data. Together, these directions point toward diagnostics that are faster, 
more explainable, and more widely accessible. 

 
8.2 Generative AI Applications in Medical Diagnosis 
Generative AI and large language models (LLMs) are becoming critical diagnostic tools due to their advanced 
contextual understanding. AI tools, such as generative AI, can assist with data compilation and input into models. 
It can even be set up to produce files for radiology and products for educating patients about their ailments. Some 
researchers have worked hard to delve into these images of tissues and create the Histopathology AI Explorer, 
developed by Ma et al. in 2025 [32]. Another possibility that may prove effective is the use of various types of 
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generative techniques. In 2025, Hong et al. devised a model to make accurate prediction readings that could be 
directly applied in medicine [33]. These have the potential to be quite helpful in practice when using generative AI 
and LLMs. 

8.3 Federated Learning for Privacy-Preserving Model Development 
Federated learning: the ability to create AI models without exporting raw patient data from multiple institutions. 
Recent progress includes the design of personalised federated learning that considers the breadth of institutions 
in the number of treated patients and how they practice, secure aggregation methods that improve privacy 
guarantees, and approaches to work with non-IID (non-independent and identically distributed) data across 
multiple sites. In practice, this is being realised through multi-institutional consortia — for example, GenoMed4All, 
which applies federated learning across European reference centres to improve diagnosis of rare haematological 
diseases, alongside national initiatives such as HealthChain in France and Trustworthy Federated Data Analytics 
(TFDA) in Germany. This type of work is especially valuable in cases of rare diseases, for which there is insufficient 
data in a single repository to create a useful model [34], [35], [36]. 

8.4 Research Priorities and Opportunities 
AI is also making an impact in medical education. Students and residents can test their diagnostic skills in realistic 
settings and receive feedback from AI mechanisms or even generate multiple scenarios, including situations that 
trainees have never experienced before. Adaptive learning systems that use AI can adapt training in the medical 
field, helping to determine what students do not understand and fine-tune the material accordingly. 
The return on investment (ROI) of AI in Healthcare is illustrated in Figure 10. 

Figure 10. Return on Investment for AI Implementation in Healthcare 

 
 

Figure 10 shows an example of ROI calculations for various implementations of AI across the diagnostic, 
administrative, and clinical decision support categories, based on their respective prices and expected lifetimes, 
indicating a relatively low initial cost for administrative implementations and the potential for a significantly higher 
ROI in the long term through the use of diagnostic implementations. Finally, there is a significant translational gap 
between commercially viable medical equipment and advanced AI prototypes developed in academic research 
settings. Algorithm research is blossoming; however, the theoretical development of clinical applications of an 
approved diagnostic tool is fraught with challenges, such as design patents for new AI-based diagnostic devices. 
Future research should be directed towards building strong university–industry partnerships, thereby speeding 
up the process. Research activity should be directed towards the priorities of the big scientific and medical research 
councils of the country (ICMR, DST, DBT, etc.) to make clinical trials and regulatory procedures a streamlined 
process, culminating in the introduction of these cutting-edge point-of-care devices into the medical system. 

 

9 Conclusion 

In many medical areas, AI has offered many benefits, particularly in the diagnosis of a vast array of diseases, and in 
certain cases, it is as effective as doctors. This review clarified the various challenges that must be considered 
during implementation, as well as their potential solutions. Although AI cannot replace human knowledge, it can 
greatly support it by being involved in an effective collaboration process using efficient collaboration models. The 
most effective use cases demonstrate that AI boosts some part of the human decision-making process to provide 
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efficiency, consistency, and accuracy. First, ethical and practical issues regarding explainability exist in the 
development of clinical AI systems. Second, the performance of XAI for diagnostics is a challenge, emphasising the 
need for transparency in collaboration between AI and humans. Third, it is not only a cognitive bias but also an 
algorithmic one. Similarly, accessing the equity and generalisability of these diagnostic skills through the injection 
of representative data in algorithm construction and testing algorithms over sub-populations is a major focus. 
Finally, workflow, organisational issues, and stakeholder participation must be considered. This real-world 
validation is what separates successful diagnostic AI from cases like IBM Watson for Oncology, whose treatment 
recommendations at MD Anderson were never validated on real patients before the project was shelved. We 
recommend taking it slow and steady, conducting a needs assessment, consulting stakeholders first, conducting 
testing at smaller scales with the clinical population, and then moving on to larger-scale testing before 
implementation. This should be constantly monitored, and user feedback (modification and revision) should be 
included to ensure that it is functional and effective in the future. 

 
Regulatory flexibility allows for innovation and patient safety, coordination across borders to enable global 
deployment, and adaptability to unique challenges. It will also help tackle the challenges of "continuously learning 
systems". The accuracy of diagnosis and efficiency of care will be vastly improved, and as AI continues to develop 
and grow, it will result in equity, transparency, and good human-AI interactions. 
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Table 1. Factors Affecting AI Diagnostic Performance 

Factor Category Specific Factors Impact on Performance Mitigation Strategies 
Data Quality Class imbalance Reduced performance on 

rare conditions 
Oversampling, data 

augmentation, weighted loss 

functions 

 Annotation quality Inconsistent ground truth 

affects learning 
Multiple annotators, adjudication 

processes, quality control 

 Dataset size Insufficient data leads to 

overfitting 
Transfer learning, data 

augmentation, federated learning 

 Demographic 

representation 
Biased performance across 

populations 
Diverse data collection, fairness 

constraints, stratified evaluation 
Algorithm Design Architecture 

selection 
Different tasks require 

specialised approaches 
Task-specific architecture 

selection, ensemble methods 

 Hyperparameter 

optimisation 
Suboptimal settings reduce 

performance 
Systematic tuning, automated 

optimisation 

 Feature 

engineering 
Inappropriate features limit 

learning 
Domain-informed feature 

selection, representation learning 

 Regularisation 

strategies 
Overfitting or underfitting Cross-validation, early stopping, 

dropout 
Implementation Image acquisition 

variability 
Inconsistent inputs affect 

generalisation 
Standardisation protocols, 

domain adaptation 

 Integration with 

clinical workflow 
User interface affects 

effective use 
Human-centred design, workflow 

analysis 

 Deployment 

environment 
Hardware limitations affect 

performance 
Model compression, edge 

computing solutions 

 Monitoring and 

updating 
Model drift reduces 

performance over time 
Continuous evaluation, periodic 

retraining 
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 Table 2. Key Implementation Challenges and Mitigation Strategies 
Challenge Impact Effective Mitigation Strategies 
Data Quality & Availability High Data governance frameworks, standardised acquisition 

protocols, synthetic data augmentation 
Integration with Existing 

Systems 
High API-based integration, middleware solutions, phased 

implementation approach 
Regulatory Compliance Medium Regulatory expertise involvement from project start, 

documentation automation, compliance-by-design 
Clinical Validation High Multi-site validation studies, continuous performance 

monitoring, specialty-specific validation protocols 
Cost of Implementation Medium Shared infrastructure models, cloud-based solutions, 

consortium approaches for smaller institutions 
Staff Training & Acceptance High Simulation-based training, champion programmes, incentive 

alignment, continuous education 
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