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(Abstract ™)
As wireless communications grow in popularity, there is growing demand for radio spectrum, but limited spectrum resources.
Traditional fixed spectrum allocation may lead to underutilized bands when there are no licensed users. The Cognitive Radio
(CR) technology is a solution to this issue, since by using CR technology the secondary users can detect and use the unused
spectrum without interfering the primary users. Spectrum sensing is thus an important task of Cognitive Radio Networks
(CRNSs). The conventional Energy Detection, Matched Filter Detection and Cyclostationary Detection are limited in low Signal to
Noise Ratio (SNR), noise uncertainty, fading, interference and wideband conditions. In recent times, the field of Machine
Learning (ML) and Deep Learning (DL) has seen significant progress, offering intelligent solutions for enhancing sensing
accuracy and adaptability. The received signal data can be used to extract useful patterns using ML methods like SVM, KNN, DT,
RF and ANN. DL models, such as CNN, RNN, LSTM, CNN-LSTM, transfer learning and Transformer-based models, can
automatically extract spatial and temporal signal features. Other technologies, notably cooperative spectrum sensing and
reinforcement learning reinforce reliable and adaptive spectrum access. In this paper, the works on spectrum sensing using
machine learning and deep learning in the last six years (2020-2025) are reviewed. It includes conventional and intelligent
sensing, wideband and cooperative spectrum sensing, reinforcement learning and emerging Al sensing techniques. Some of the
main difficulties such as low-SNR sensing, noise uncertainty, limited training data, computational complexity, energy
consumption and real-time implementation and model generalization are discussed. New directions like lightweight DL,
Transformer-based sensing, Graph Neural Networks, prediction based sensing, Explainable Al, edge intelligence and Al enabled
Cognitive Radio loT are also mentioned. The review shows that there is great potential in the synergy between CR and ML/DL,
in order to enable more accurate, adaptive and efficient utilization of the spectrum in future wireless networks.

Keywords: Spectrum Sensing, Cognitive Radio Networks, Machine Learning, Deep Learning, Wide-band Spectrum Sensing, Co-
operative Spectrum Sensing, Artificial Intelligence, CNN, LSTM, Reinforcement Learning, Dynamic Spectrum Access, Spectrum
&anagement, and Cognitive Radio [oT.
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Introduction

The rapid expansion of wireless communications has led to the proliferation of wireless mobile, 10T,
sensor, vehicle and smart devices, driving up demand for radio spectrum. In the era of 5G, 6G and future
6G, efficient utilization of the spectrum is crucial as spectrum is a limited resource. The traditional
allocation allocates licensed user to certain bands for a long period, which may lead to inefficient use of
the bands when they are not used at a particular time or location [1], [2]. Cognitive Radio (CR) has been
identified as one of the solutions to enhance the utilization of the spectrum. It can detect the radio
environment to determine the radio channels that are available, and it can modify the transmission
conditions based on the radio environment. It assigns licensed users as Primary Users (PUs) and those
that are accessing spectrum opportunities that are not used are Secondary Users (SUs). The primary goal
is to enable SUs to share the underutilized spectrum without causing interference to PUs [1], [3].

The four stages of the cognitive cycle are spectrum sensing, spectrum analysis, spectrum decision and
spectrum access and spectrum mobility. Spectrum sensing is important among these as it can lead to
interference or loss of spectrum opportunities if it makes a wrong decision [3] [4]. The traditional
spectrum sensing techniques are Energy Detection (ED), Matched Filter Detection (MFD), Cyclostationary
Feature Detection (CFD), eigenvalue-based and covariance-based. It is simple and does not need any prior
signal information, but its performance is degraded in low Signal-to-Noise Ratio (SNR) and noise
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uncertainty. Under the condition of knowing the primary signal characteristics, good detection can be
achieved by MFD, and CFD can be used under the condition of high noise, but it has high calculation
complexity [3] [4]. In actual Cognitive Radio Networks (CRNs), noise uncertainty, multipath fading,
shadowing, interference, low SNR, the hidden terminal and rapidly changing spectrum occupancy pose
further problems. An additional difficulty associated with wideband spectrum sensing is the requirement
to detect many occupied and unused bands within a short time, which is hard to achieve by the traditional
methods [3, 5]. In this regard, the concept of intelligent spectrum sensing has been attracting a lot of
research interest and is called Machine Learning (ML). Unlike fixed mathematical models, ML can learn
useful patterns from the signal data that have been collected in the past. Spectrum sensing and Dynamic
Spectrum Access (DSA) have been solved using supervised, unsupervised and reinforcement learning
techniques. Various techniques like Support Vector Machine (SVM), K-Nearest Neighbour (KNN), Decision
Tree, Random Forest and Artificial Neural Network (ANN) are discussed for the purpose of spectrum
occupancy identification and sensing decision [6]. Typically, conventional ML techniques rely on an
appropriate feature extraction and large amount of training data. As an attractive alternative, Deep
Learning (DL) has shown potential to learn hierarchical features directly from signal representations in
an automatic manner. CNNs are good for spatial or local patterns like spectrograms, while Recurrent
Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks are used for temporal signal
relationships [7, 8]. There has also been potential shown for the use of hybrid CNN-RNN architectures and
transfer learning to increase the accuracy of spectrum sensing, especially for low-SNR signals and sensing
environments where there is a change [7].

The need for large labelled datasets can be diminished by transferring knowledge acquired from an
existing trained model to a new radio environment. Cooperative Spectrum Sensing (CSS) enables multiple
SUs to cooperate in sensing and exchanging local information with a fusion centre and/or other users. It
can alleviate the impact of fading, shadowing and hidden terminals, but communication overhead, energy
consumption, reporting errors and security problems are still challenges. The local sensing, information
fusion and decision-making in CSS can be enhanced by the use of ML and DL [6] [9]. Additionally, Al
sensing is emerging as a crucial technology for Cognitive Radio [oT (CR-10T), especially in deep fading and
noise uncertainty. The goal of Wideband Spectrum Sensing (WBSS) is to sense a wide frequency range
and detect multiple occupied and vacant bands. It is significant for the current CR systems, but requires
more computational and hardware resources. Large volumes of spectrum data can be processed by ML
and DL and useful occupancy patterns can be identified [3] and [5]. The research on hybrid DL, transfer
learning, spectrum prediction and advanced neural architectures is also recent. DL is also used for
spectrum prediction, spectrum sharing, resource allocation and security [11], [12]. Another key research
direction is Reinforcement Learning (RL) and Deep Reinforcement Learning (DRL). In RL, the agent
discovers the reward through interaction with the environment, which includes interacting with a state,
choosing an action, and getting a reward or a penalty. This can be used to assist in the selection of the
spectrum, access to the spectrum, spectrum prediction and dynamic resource allocation in dynamic
wireless networks [13].

Another field of interest is the use of transformer models and Graph Neural Networks (GNNs) for
spectrum applications. Transformers can be used to model long-range relationships, and GNNs can be
used to represent multiple sensing users and their relationships, which can be used for cooperative and
distributed sensing [11, 14]. However, there are still a number of challenges for practical ML- and DL-
based spectrum sensing. These include limited high-quality training data, low SNR operation, noise
uncertainty, high computational complexity, memory and energy requirements, and poor generalization
across environments and threats like falsified sensing data, jamming and spoofing [10]-[12]. Transfer
learning, domain adaptation, online learning and continual learning could enhance the model
generalization [7, 11]. Compression of models, knowledge distillation and edge intelligence can help
lower computational and energy costs and reduce the need for heavy neural network models. In general,
the research for 2020-2025 indicates that traditional signal processing techniques are being replaced by
data-driven and adaptive spectrum sensing. First, classical ML were studied, and then CNN, RNN, LSTM
and transfer-learning approaches were studied. The focus of recent research is hybrid DL, Al-based CR-
IoT, prediction-based sensing, Transformer architectures and graph-based cooperative sensing [6]-[14].
Hence, a new review is needed to compare these approaches, pinpoint the shortcomings and suggest
future research directions. The present paper entitled “Machine Learning and Deep Learning Based
Spectrum Sensing in Cognitive Radio Networks: A Comprehensive Review of Techniques, Applications,
Challenges and Future Directions” highlights the evolutionary journey of conventional spectrum sensing
techniques to spectrum sensing in the era of machine learning and deep learning, cooperative learning,
reinforcement learning, and emerging intelligent approaches to spectrum sensing. The main goals are to:
(i) present fundamental concepts of spectrum sensing; ( ii) review the classical approaches and their
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limitations; ( iii) discuss the ML-based approaches to spectrum sensing; ( iv) analyze ML-based CNN, RNN,
LSTM and hybrid DL models for spectrum sensing; ( v) discuss cooperative, wideband and reinforcement
learning approaches to spectrum sensing; ( vi) compare the recent studies from 2020 to 2025; ( vii)
discuss challenges of spectrum sensing such as low SNR, noise uncertainty, data availability, complexity,
energy consumption and generalization; ( vi viii) identify future direction of lightweight Al, transfer
learning, Transformers, GNNs, prediction-based sensing, Explainable Al and edge intelligence.

This paper brings a wide-ranging discussion on Cognitive Radio Networks (CRNs) and the need for
efficient spectrum sensing to achieve the objective of efficient spectrum utilization. Chapter 1 presents an
overview of the CRNs, spectrum sensing and role of Al, while Chapter 2 provides details on the
fundamentals of cognitive radio and traditional spectrum sensing. In Chapter 3, the authors will discuss
various Machine Learning and Deep Learning techniques, including Support Vector Machines (SVM),
Random Forest, CNN, LSTM, CNN-LSTM, and Transformers. Cooperative Spectrum Sensing and
Reinforcement Learning for intelligent sensing decisions is discussed in chapter 4. Chapter 5 deals with
Wideband Spectrum Sensing, the new developments in 2020-2025, applications, problems, gap and
future prospects. The overall results are summarized in Chapter 6 and the importance of spectrum
sensing using Al techniques is emphasized. Overall, the review reveals that, when integrated together, ML,
DL, cooperative sensing, reinforcement learning and wideband sensing can enhance the performance of
future cognitive radio systems in terms of accuracy, adaptability and efficiency.
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Figure 1.1, Conceptual framework of machine learning and deep learning based
spectrum sensing in Cognitive Radio Networks.

2.Fundamentals Of Cognitive Radio Networks

Cognitive Radio (CR) is an intelligent radio communication technology which aims to improve the
utilization of limited radio spectrum. A cognitive radio is able to listen to the immediate radio
environment, and adjust its transmission properties based on the current spectrum utilization. The
primary purpose is to enable temporary utilization of available unused segments of licensed spectrum by
secondary users without interfering with primary users [1] [2]. A Cognitive Radio Network (CRN) is a
network of smart radio devices that are able to sense, learn and decide on how to use the spectrum. The
secondary user is to cease to use the former band or switch to other available bands when a primary user
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is active in that band. Thus the spectrum sensing is a fundamental and essential task for cognitive radio
[1]. Spectrum sensing is another significant ability that should be achieved for efficient CR operation, as
noted in the recent review by Muzaffar and Sharqi.

2.1 Cognitive Radio Concept

The primary users (PUs) and secondary users (SUs) are the principle users of the Cognitive Radio
Network (CRN). Primary User: A licensed user who has access priority to a specific frequency band and
other users are not allowed to cause harmful interference with the communications of the Primary User.
On the other hand, a Secondary User is an unlicensed or cognitive user who is able to use an available
spectrum band when the PU does not use it. The SU continually scans the radio spectrum to detect
spectrum availability. If the PU is not present, the SU can use the empty spectrum band for
communication. Once the PU is activated, however, the SU must rapidly change to a different channel or
else the spectrum handoff must be performed by the SU. This type of dynamic spectrum access will help
to maximize the utilization of the spectrum, while preserving the ability of licensed users to communicate.
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Figure 2.1 Basic architecture and cognitive cycle of a Cognitive Radio Network.

The cognitive cycle is the basic mode of operation of a cognitive radio, which continually scans and
adjusts to the wireless environment. It starts with spectrum sensing, and the existence or not of primary
users (PUs) is sensed. Spectrum analysis, which analyzes the characteristics, availability and quality of the
detected channels, follows this. On the basis of this information, spectrum decision decides on the most
appropriate channel for the communication. The cognitive radio then acquires the channel for spectrum
access, leveraging the available channel and avoiding the harm to the PU. If the PU is active or the channel
selected is not of good quality, the secondary user (SU) can switch to another channel that is suitable for
the SU. In general, the cognitive cycle enables the cognitive radio to be able to continuously observe the
radio environment, make intelligent decisions and dynamically adapt its operation. Spectrum
management and spectrum sharing are also critical aspects of cognitive radio operation, aiding in efficient
allocation and coordinated use of the available spectrum.

Dynamic Spectrum Access (DSA) is the ability of Secondary User (SU) to dynamically use spectrum bands
temporarily unused by Primary Users (PU) instead of using them on a fixed allocation basis. The SU first
senses the target frequency band to determine its occupancy status. If the channel is available, the SU can
use the channel for communication with the proper transmission power and communication parameters
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and that a minimum interference exists. Once the PU is activated, the SU is obliged to turn off the channel
or move to another channel in the same band if it is available and leave the channel to enable the PU to
communicate. Therefore, DSA can more efficiently utilize existing frequency bands that are "free" for
some time, and offer higher flexibility in dynamic wireless environments. It is also of great value for
modern wireless networks where the availability of the spectrum and the requirement for
communications constantly change.
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Figure 2.2 Cognitive Radio Network Architecture and Cognitive Cycle
2.3 Spectrum Sensing In Cognitive Radio

Spectrum sensing is the activity of determining whether a spectrum is being used by a primary user or is
free for secondary users to access. The output of the sensor is normally expressed as in the presence (PU)
or absence (PU absent) of the object. Accurate sensing is crucial as a false alarm might result in an
unnecessary channel being wasted, and a missed alarm may lead to interference to the PU [1, [3]]. Some
of the classical spectrum sensing techniques are Energy Detection, Matched Filter Detection,
Cyclostationary Detection, eigenvalue-based and covariance-based methods. Recently, compressive
sensing has also been explored for wideband spectrum sensing. One of the easiest and most popular
spectrum sensing methods is Energy Detection (ED). It is a measure of the energy received from the
signal over a known measurement time and is used to compare the energy it calculates to a preset
threshold. When the measured energy is above the threshold, the PU is deemed to be present, and the
channel is deemed to be vacant when the measured energy is below the threshold. The major benefits of
ED are its ease of implementation, low computational burden and lack of any detailed prior knowledge of
the PU signal. It is however highly susceptible to noise uncertainty and low SNR conditions. Matched
Filter Detection (MFD) is based on a filter created by the known characteristics of the primary signal. The
received signal is fed into the matched filter, and output of the filter is compared to a decision threshold.
MFD can achieve high detection performance, and may need a smaller number of sensing samples if
accurate information about the PU signal is available. However, it needs to be known what the parameters
are, including the signal waveform, modulation and synchronization information. Thus it might not be
more appropriate when the main characteristics of the signals are not known or are changing over time

[3].
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The attached paper also introduces matched filtering as an accurate sensing method which is based on
prior information of the PUs. Cyclostationary Feature Detection (CFD) takes advantage of the
cyclostationarity of communication signals. There are many signals with periodic properties, introduced
by the carriers, the symbol rate or the cyclic prefix, etc. Cyclic autocorrelation function or spectral
correlation function is used to analyse the received signal. If there are characteristic cyclic frequencies
present, a PU signal exists. The cyclostationary detection has been shown to yield better performance
than energy detection in certain low SNR and interference conditions, as it is able to distinguish the
characteristics of the signal from the noise. It incurs however a higher computational complexity and
longer sensing time [1], [3]. Eigenvalue based spectrum sensing is based on the eigenvalues of received
signal covariance matrix for detecting the presence of a PU signal. It is not necessary to know the PU
signal in advance and can take advantage of the statistical correlation of the received samples. The ratio of
the maximum to the minimum eigenvalues or other statistics based on eigenvalues are common decision
statistics. Under noise uncertainty, these approaches can be helpful, but the computation of the
covariance-matrix and the decomposition of the eigen-values adds to the computational complexity [3].
Other approaches are based on eigenvalues, which are also well related to contemporary ML/DL
methods. For instance, there has been recent work that explored the use of the covariance matrix
information as input to CNN models for multiband joint spectrum sensing. Covariance based spectrum
sensing is based on the correlation/covariance relationship between the received signal samples. The
concept is that the basic idea of a PU signal is that the received samples will generally be correlated, while
the noise will have different statistical properties. A covariance matrix can therefore be used to build-up a
sensing statistic for determining the spectrum occupancy. One merit is that sometimes detailed
beforehand knowledge of the PU waveform is not needed. But computing covariance matrices can lead to
higher computation needs. Covariance-based sensing has been extended using deep learning in recent
research. Zhang et al. introduced a CNN-based multiband joint spectrum sensing with covariance matrix
aware, which fed the covariance matrix of all subbands to CNN to learn hidden correlation between
subbands. One of the crucial techniques for wideband spectrum sensing is compressive Sensing (CS). A
wideband CR system typically requires high sampling rates, large storage and high processing power to
sense the entire frequency range with conventional Nyquist rate sampling. The idea behind compressive
sensing is that the radio spectrum is often sparse, that is, few frequency bands may be used at any given
time. CS takes a lesser number of samples than the conventional Nyquist sampling rate, and recovers the
key information of the spectrum mathematically. CS can therefore simplify the loading of samples and
hardware requirements for wide band CR systems. The need for high sampling-rate and processing
requirements of wideband sensing has led to the recent investigation of compressive sensing for
wideband cognitive-radio signals [4].

In summary, the traditional spectrum sensing techniques are the fundamental building blocks of the
CRNs. They can however degrade in SNR, noise uncertainty, fading, interference and fast changing
spectrum conditions. Such restrictions have spurred the development of Machine Learning and Deep
Learning based spectrum sensing, which are to be discussed in the subsequent part of this paper. This
migration from the traditional sensing to ML/sensing and DL/sensing is validated by recent reviews.

3. Machine Learning And Deep Learning Based Spectrum Sensing

A traditional spectrum sensing approach mainly relies on the signal-processing technique and a
predefined threshold, e.g., Energy Detection, Matched Filter Detection, Cyclostationary Detection. Low
Signal-to-Noise Ratio (SNR), noise uncertainty, fading, interference and changing spectrum conditions can
cause their performance to drop. Hence the use of Artificial Intelligence (AI) such as Machine Learning
(ML) and Deep Learning (DL) for spectrum sensing in Cognitive Radio Networks (CRNs) [1] and [2] has
been promoted by these limitations. Machine Learning enables a cognitive radio to analyze the spectrum
data and determine whether a channel is used or not. Different ML algorithms such as Support Vector
Machine (SVM), K-Nearest Neighbour (KNN), Decision Tree (DT), Random Forest (RF), Artificial Neural
Network (ANN) and XGBoost have been investigated for spectrum sensing and spectrum prediction. In
2021, a survey indicated that ML can be applied to cooperative and non-cooperative spectrum sensing
and dynamic spectrum access and spectrum prediction [2].

Deep Learning is a sophisticated ML technique that can learn complex features from large sets of signals
automatically. Recently, CNN, RNN, LSTM, CNN-LSTM, CNN-BiLSTM, and the Transformer models have
been researched in the field of spectrum sensing. Such techniques are especially valuable in situations
where the spectrum occupancy relationship to the received signal is complicated and hard to model with
manually chosen features [3] and [4]. In both of the recent reviews published in 2024 and 2025, there is
an evident shift from traditional ML to deep and hybrid learning techniques for intelligent spectrum
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Fig. 3.1. General framework of machine learning-based spectrum sensing in cognitive radio
Fig. 3.1. General framework of machine learning-based spectrum sensing in cognitive radio networks.

Machine learning (ML) based spectrum sensing analyzes the information received to determine whether
there is a primary user (PU) signal or not. The received signal is initially processed to extract the features
of interest, including received energy, signal strength, statistical features, frequency-domain features and
covariance features. The above features are then fed into an ML classifier for Spectrum Occupancy
Detection. Some of the commonly used ML techniques are Support Vector Machine (SVM), K-Nearest
Neighbour (KNN), Decision Tree, Random Forest, Artificial Neural Network (ANN), and XGBoost. SVM
gives a good classification for binary classification and is useful when training data is small or high
dimensional, whereas KNN classifies the new sample by reference to the closest training sample. Decision
Tree outputs rules for the decision while Random Forest is a collection of several Decision Trees to
increase robustness and decrease overfitting. ANN can learn nonlinear relationship between the features
of signals and the spectrum. XGBoost is excellent at classification for structured signal data. These
traditional ML methods have been studied for spectrum sensing, spectrum occupancy forecasting and
spectrum allocation [5]-[8].

3.3 Deep Learning Based Spectrum Sensing

Deep learning (DL)-based spectrum sensing reduces the dependence on manually designed features by
learning useful representations directly from signal data. Inputs may include raw [/Q samples, frequency-
domain representations, spectrograms, covariance matrices, or combinations of signal features.
Convolutional Neural Networks (CNNs) are widely used to extract local signal and time-frequency
characteristics, while Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM)
networks learn temporal dependencies in spectrum occupancy. CNN-LSTM architectures combine CNN-
based feature extraction with LSTM-based temporal modelling, providing a more comprehensive
representation of signal characteristics. CNN-BiLSTM further processes temporal information in both
forward and backward directions, making it suitable for signals containing important temporal
dependencies. Transformer models use attention mechanisms to capture long-range relationships within
signal sequences and have emerged as an important approach for spectrum sensing. Hybrid architectures
such as CNN-LSTM, CNN-BiLSTM, CNN-BiLSTM-Transformer, and CNN-RNN with transfer learning
combine the advantages of multiple deep learning models. Recent studies have reported improved
sensing performance using such hybrid approaches, particularly under low-SNR conditions,
demonstrating their potential for reliable cognitive-radio spectrum sensing [3], [4], [10]-[12].

Vol.6, No.9s, 2026 1262


http://www.svedbergopen.com/ijaiml

www.svedbergopen.com/ijaiml

International Journal of Artificial Intelligence and Machine Learning

Received Pre- Time-
RF/IQ i Frequency
Signal apteos Representation

"~

Deep Leamning Model

CNN [@e

spatial/local feature extraction

LSTM/RNN 04

temporal feature learning

CNN-LSTM e
spatial + temporal features i

CNN-BiLSTM {5

bidirectional temporal learning

Transformer @ i
attention-based learning § }

Hybrid DL Models 2| |
combined architectures %{f

Spectrum
:;inmif ~» Occupancy
g Decision

Fig. 3.2. Deep learning-based spectrum sensing architecture using CNN, RNN/LSTM, hybrid
networks and Transformer models.

3.4 Comparison of ML and DL Based Spectrum Sensing
The main difference between ML and DL approaches is the way features are obtained and learned.
Traditional ML models normally require selected features before classification, while DL models can learn
complex features automatically from suitable signal representations.
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Combines multiple High complexity Low-SNR/complex
strengths and training cost environments

‘ Hybrid DL ‘ Hybrid DL

Recent studies have demonstrated that ML and DL can be used in conjunction, but not as a one-size-fits-
all solution. For instance, in the 2022 TV-spectrum study, SVM, KNN, and Decision Tree were compared to
each other, and newer studies have shifted towards CNN, recurrent networks, hybrid networks, and
Transformers.

4. Cooperative And Reinforcement Learning Based Spectrum Sensing

Cognitive Radio Network (CRN): Accurate spectrum sensing is crucial for the CRN to sense and utilise the
unused spectrum and to maintain protection for PU. There are some sensing errors which a single
Secondary User (SU) can suffer from noise, fading, shadowing, interference and hidden node problem.
Cooperative Spectrum Sensing (CSS) is a technique that addresses these problems by allowing multiple
SUs to observe the same spectrum and combining their observations to make a more accurate global
decision [1]. The overall CSS process involves local sensing, information sharing, data fusion, and global
spectrum decision. Centralized or distributed is possible for implementing CSS. With centralized CSS,
multiple SUs are supposed to send their sensed data to a Fusion Center (FC) that fuses data and decides
whether PU is present or not. This is a simple way of deciding, but can cause the introduction of
communication overhead and dependency on the FC. Distributed CSS is an approach that removes the FC
and allows SUs to communicate within each other to agree on which spectrum they will use, thus
introducing more communication complexity but at the same time scaling up and making the system
more robust. The CSS fusion techniques are primarily hard fusion and soft fusion techniques. In hard
fusion, each SU sends a binary decision (1 or 0) about the presence or absence of a PU, and the FC
provides rules like OR, AND or majority voting. Hard fusion results in the loss of some of the sensing
information and decreases reporting overhead. Soft fusion: The SUs send sensing statistics or
measurements, and the FC maintains more information, which could yield improved detection
performance but results in higher communications and processing demands. Therefore, CSS has a bit of
compromise in terms of its sensing accuracy and communication overhead. Machine Learning (ML) can
be used to enhance CSS by learning the reliability of the SUs under the different channel conditions. In the
case of multiple SUs, rather than a fixed fusion, the ML models can process the multiple measurements,
and then output an adaptive spectrum decision. Cooperative spectrum sensing techniques have been
studied, including SVM, KNN, Decision Tree, Random Forest, K-Means, Gaussian Mixture Models, ANN and
XGBoost [2]-[7]. The work of deep learning and distributed learning methods has been further
investigated in recent studies. Some CNN-LSTM models that incorporate multi-head self-attention and
attention-based Graph Neural Networks have been explored to learn complex spatial and temporal
relationships between collaborating SUs. The above developments suggest that ML and DL based CSS can
offer adaptive and reliable spectrum sensing under dynamic and low SNR wireless scenarios.

(2) Centralired Cooperstive Spectrum Sensing (CSS)
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Reinforcement Learning (RL) is a technique that allows a cognitive radio to learn optimal decisions on
how to sense and access the spectrum by interacting with the wireless environment. In contrast,
supervised learning assumes that the agent has access to labeled training data, whereas RL doesn't. For
cognitive radio networks, the agent can be a Secondary User (SU) and the state can be the channel
conditions, the results of channel sensing, the interference, and the spectrum availability.

The possible actions are sensing or selection, access to the spectrum, changing channels, and the rewards
will be set based on throughput, spectrum utilization, successful transmission and interference reduction.
The Q-learning is a model-free RL algorithm that can learn the state-action values without the need of a
full mathematical model of the wireless environment. However its Q-table grows in size when there are
more channels, users and environmental states. Deep Reinforcement Learning (DRL) is a fusion of RL and
deep neural networks that can be used for large state spaces and changing state spaces. Dynamic
spectrum access and sensing have been explored using approaches like Deep Q-Network (DQN), Double
DQN, Policy Gradient, Actor-Critic, Soft Actor-Critic (SAC) and Multi-Agent Deep Reinforcement Learning
(MADRL). DRL can learn to optimize the use of the spectrum and how much throughput it can provide
while minimizing interference as channel conditions change. RL can be used for selecting SUs to
participate, finding sensing channels, finding sensing intervals and optimizing information fusion in
Cooperative Spectrum Sensing (CSS), identifying reliable users and reducing unnecessary sensing
operations.

Previous works demonstrate the potential of DRL to forecast the PU activity and allow for avoidance of
sensing in a suitable time window in the future which, in turn, alleviates sensing energy consumption.
Multi-Agent Reinforcement Learning (MARL) is well suited for distributed CRNs since the SUs are
independent learning agents that can cooperate or compete to jointly attain common goals in spectrum
management. It has been studied for cooperative spectrum sensing and channel access in distributed and
UAV based cognitive radio networks. Another method to enhance the security of CSS is the use of RL-
based approaches for detecting unreliable and malicious users that are participating in Spectrum Sensing
Data Falsification (SSDF) attacks. During the last few years (2024-2025), more research efforts have been
recently devoted to integrating RL and advanced deep-learning approaches into CSS, such as CNN-LSTM
with attention, graph neural networks, federated learning with Swin-Transformer, and Q-learning-based
adaptive sensing thresholds. The developments are moving towards adaptive, intelligent, distributed,
secure and dynamic spectrum sensing from fixed sensing/fusion strategies for dynamic wireless
environments.

4.1 Comparison of CSS and RL-Based Spectrum Sensing

Centralized CSS SUs send information to Simple global decision FC dependency and

FC overhead
Distributed CSS SUs cooperate without FC | Scalable and robust Coordination is difficult
Hard Fusion Binary local decisions Low communication .LOSS of Sensiig

cost information
, Complete sensing Better information Higher bandwidth

Soft Fusion L L :
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spaces cost
. . Training and
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Cooperative and RL-based spectrum sensing provide better adaptability and sensing reliability, but there
are still several challenges. The more Secondary Users (SUs) are communicating with one another or with
a Fusion Center (FC) the more communication overhead is involved. It is also challenging to synchronize
distributed and mobile SUs in rapidly changing wireless environments. Reliable and secure learning
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mechanisms are needed to ensure good performance of CSS, especially when malicious users are able to
provide false sensing information. In addition, RL and DRL models need repeated interaction with the
environment, and can be quite complex both in terms of computational and training load. Another
challenge is the design of the suitable reward function, since maximizing throughput or spectrum usage
without taking interference into consideration could negatively impact Primary Users (PUs). Multi-agent
systems can generate a non-stationary environment and the complexity of coordination can be increased
in the presence of simultaneous learning and interaction among agents. However, practical deployment is
still challenging as many ML/RL approaches have been tested only in simulation, and using them at real-
time deployment on Software Defined Radios (SDRs), IoT devices and low-power cognitive radios
necessitates computationally efficient models. An extra consideration in a centralized CSS is privacy—
sensing information is sent to the FC. While dependent on sharing raw sensing information, federated and
distributed learning can mitigate the need to share raw information by imposing extra communication
and model-aggregation demands.

The future studies are thus being directed towards distributed, adaptive, secure, less complex intelligent
spectrum sensing. Federated learning can be used to allow the SUs to train their local models without
sharing raw sensing data. Multi-Agent DRL can be used for cooperative sensing and channel-access
decisions, and Graph Neural Networks can be used to model the relationships between cooperating SUs.
Adaptive choice of sensing users, channels, and thresholds can be achieved by using RL, and long-range
dependencies of sensing data can be captured by transformer-based models. Secure Al-based CSS should
also be able to identify malicious users and to protect sensing information. Lightweight Al models are
crucial in the context of IoT and edge devices where computational power is constrained. Combining the
optimum of spectrum sensing and access with RL can further enhance overall network efficiency. The
latter methods are likely to enable 6G and intelligent radio networks with highly dynamic spectrum
environments, where the recent activity in multi-agent SAC, federated learning, graph neural networks,
and adaptive Q-learning suggests a shift towards intelligent and distributed spectrum management.
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Fig. 4.2. Reinforcement kaming framework for adaptive spectrum sensing and channel selection in cognitive radio networks.

5. Wideband Spectrum Sensing, Recent Trends, Applications, Challenges And
Future Directions

An important part of Cognitive Radio Networks (CRNs) is Wideband Spectrum Sensing (WBSS) that a
cognitive radio should perform to determine the use of available subbands and available subbands. While
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narrowband sensing only returns information about one frequency band, WBSS returns information
about several frequency bands and therefore can be used to effectively identify spectrum holes in a
congested and dynamically changing wireless environment. However, high frequency sensing produces a
lot of data, which in turn traditionally needs high sample rates, leading to greater complexity,
computational load and energy usage of the hardware. In this context, compressive sensing, sub-Nyquist
sampling and intelligent ML/DL are important strategies for enhancing the efficiency of WBSS. The
wideband RF signal is sampled, and the spectrum is reconstructed or analysed, subbands are detected
and their occupancy is determined. Some of the prominent difficulties are the high sampling rate of the
Nyquist based systems, complexity of computation, high energy consumption, low-SNR detection,
identification of multiple subbands, and hardware limitations. Spectrum Sparsity is the key property used
in Compressive Sensing (CS) for solving the sampling problem; in this approach, only a few frequency
bands are used at a given time. The CS takes less samples than the normal Nyquist rate and reconstructs
the desired spectrum data. Recently, CS techniques have been combined with subband energy detection,
modulated wideband converters and deep learning to reduce sampling requirements, ADC power
consumption and reconstruction complexity. Machine Learning (ML) further enhances WBSS by learning
the patterns from the spectrum measurements and classify the subbands based on their signal properties.
The subband classification or spectrum occupancy detection can be performed using SVM, KNN, Decision
Tree, Random Forest, ANN and XGBoost. The practical feasibility of ML-based WBSS has been recently
shown with SVM implementation based on SDR features (energy and goodness-of-fit), which has
demonstrated a better detection performance at low SNR. The I/Q samples, spectrograms and power-
spectrum information can be automatically learned as complex representations by Deep Learning (DL)
techniques like CNN, LSTM, CNN-LSTM, CNN-BiLSTM, and Transformer. Recent efforts have investigated
CNN-based sensing using spectral correlation features, real over-the-air signals, multi-representation
inputs and subband-shuffling augmentation for sensing and classification in low-SNR scenarios.
Therefore, implementing a wideband spectrum-sensing system with compressive sensing and ML/DL is a
desirable approach for achieving accurate and energy-efficient practical wideband spectrum-sensing
systems.
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The research conducted in 2020-2025 was clearly a shift from traditional signal-processing methods to
intelligent, adaptive, and data-driven methods for spectrum sensing. A lot of research was conducted on
Machine Learning (ML) techniques like SVM, ANN, KNN, and Decision tree for spectrum classification and
cooperative sensing. These techniques are still applicable as they can achieve effective sensing
performance with lower computational demands than large deep-learning models. With its capability to
automatically learn complex signal features, Deep Learning (DL) has come into more use. CNNs have been
used for spectrum sensing and spectrum classification, and RNNs and LSTMs have been employed to
model temporal features of spectrum data. Hybrid CNN-RNN architectures have been shown to benefit
sensing performance by incorporating CNN to extract features and LSTM/RNN to model temporal
information, especially under low-SNR and transfer learning situations. In order to adaptively sense and
access the spectrum, reinforcement learning (RL) and deep reinforcement learning (DRL) have been
proposed, allowing cognitive radios to learn from their interactions with the wireless environment.

The cooperative sensing and mitigating of Spectrum Sensing Data Falsification (SSDF) attacks have also
been studied in DRL. Another area that is becoming a popular direction is Federated Learning (FL), which
solves the privacy and communication issues by training local models and sending out updates to the
model instead of the raw data that has been gathered by the cognitive radio. Recently, privacy-aware
cooperative spectrum sensing has been achieved by integrating FL with enhanced architectures (e.g.,
Swin-Transformer). Transformer based models are becoming popular as they can model long-range
relationships between signals and between cooperating users through their attention mechanisms. Their
collaboration with federated learning is a step towards advanced and privacy-preserving spectrum
sensing. At the same time, research is progressing from simulation-based evaluation towards practical
Software Defined Radio (SDR) implementations. Recent wideband spectrum-sensing (WSS) research
based on SDR has illustrated the need of verifying the validity of ML-based approaches under realistic
noise, interference, hardware, and channel conditions. In general, the research trend of the last five years
(2020-2025) shows that the spectrum sensing systems are becoming more intelligent, adaptive,
distributed, privacy-preserving, and real-time.

The major spectrum sensing approaches can be compared as follows.
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5.1 Applications of Spectrum Sensing and Cognitive Radio

Spectrum sensing and the technology of Cognitive Radio (CR) are widely applicable to several modern
wireless systems. Spectrum sensing is used in 5G and beyond-5G/6G networks for Dynamic Spectrum
Access (DSA) to detect the unused frequency bands in a time period which consequently can enhance the
spectrum utilization efficiency. CR can be dynamically used to select and identify channels in the large
number of IoT devices operating on limited spectrum, such as smart homes, smart cities, industrial 10T,
smart agriculture and environmental monitoring. Likewise, in smart-grid, cognitive radio can be used to
enable reliable communication between the smart meters, the control system and the sensors by
dynamically utilising the available spectrum and alleviating congestion. Cognitive radio could also be
beneficial in vehicular networks or ad-hoc networks, which involve vehicles needing to communicate
reliably for safety or traffic-management purposes. By implementing the concept of spectrum sensing,
dynamic channel selection is possible while minimizing interference to users already using the system. As
for emergency and public safety communications, CR can serve as temporary communication links if the
infrastructure is damaged or overloaded in disaster situations, aiding fire and rescue services, the police,
disaster management teams, and emergency medical services. Another application where the use of ML
for cooperative spectrum sensing can help is in healthcare and Internet of Medical Things (IoMT)
systems, where channel availability and interference management issues are crucial. Another important
application is the UAV and drone networks since UAVs are deployed in highly dynamic environments and
wireless connectivity is essential. Multiple UAVs can be accommodated by dynamic channel selection via
cognitive radio, cooperative sensing and multi-agent learning.
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The wideband spectrum sensing is also applicable to military and security applications of spectrum
monitoring, communication and interference detection over a wide frequency range. Last, with the
development of the 6G and Terahertz (THz) communication, novel spectrum-sensing needs have been
emerged at the higher frequencies. The literature reviewed confirms that the 325 GHz band offers great
potential for high data rate telecommunication, backhaul, imaging and sensing applications, as well as
challenges related to propagation loss, hardware restrictions, and regulations. Therefore, spectrum
sensing is emerging as a major enabler to achieve efficient, reliable, and adaptive spectrum utilization in
5G/6G, 10T, smart-grid, vehicular, emergency, healthcare, UAV, military, and emerging THz spectrum
communication systems.

5.2 Major Challenges

While the field of spectrum sensing research has made considerable strides, there are still many
challenges that hinder the practical application of spectrum sensing. Weak Primary User (PU) signals can
be masked by noise, causing low-SNR detection to be a major problem. While Machine Learning (ML) and
Deep Learning (DL) can enhance detection, their effectiveness relies on the quality and variety of training
data. Another significant uncertainty is noise, as noise levels may fluctuate from one day to another,
leading to a greater number of false alarms and non-detections in practice. Moreover, the availability of
proper data sets is also a challenge for the DL-based spectrum sensing. It is hard to get large and
representative RF data sets for various locations, types of signals, values of SNR, fading conditions,
different interference and hardware configurations. As a result, training models in one environment may
not be able to transfer well to another environment. There are various factors that can cause a difference
between the simulated and real world, including hardware noise, multipath fading, interference,
modulation schemes and sampling hardware. Transfer learning and cross domain learning are thus
gaining importance as methods for the enhancement of the model generalization. Other considerations
include energy usage and computational complexity, especially for CNN, LSTM, Transformer and hybrid
models on battery-powered devices, IoT nodes, mobile cognitive radios, and edge platforms. However,
future systems will need to focus not only on detection accuracy, but also on energy efficiency because
they will need to use energy to sample the RF in a continuous wideband way, to process the signals and to
make inferences using Al. Security is another important issue in which the Cognitive Radio Networks can
be vulnerable to the attacks of Spectrum Sensing Data Falsification (SSDF), jamming, spoofing,
eavesdropping and adversarial attacks. These Al-driven sensing models can also be susceptible to biased
training data and adversarial inputs.Al models of sensing can be susceptible to bias in the training data
and adversarial inputs. As the number of cooperating users increases, the amount of communication
overhead and synchronization requirements increases as well. Moreover, many DL models are embodied
in black boxes, thus requiring Explainable Al (XAI) to bring some transparency to the spectrum decision-
making process. Finally, there is a problem with the practical hardware implementation as ADC
limitations, imperfection of RF-front-end, sampling-clock error, quantization noise, hardware noise,
processing delay etc. can lead to performance differences between simulation and hardware
implementation. Hence, the validation of the intelligent spectrum-sensing systems is imperative using
SDR and hardware approach to ensure the reliability, efficiency, security, and eventually practical
deployment of the intelligent systems.

6. Conclusion

Cognitive Radio (CR) is a potential solution that can be used to increase the utilization of limited and
congested radio-frequency (RF) spectrum. This review gave a thorough discussion of conventional
spectrum sensing techniques, Machine Learning (ML), Deep Learning (DL), Cooperative Spectrum Sensing
(CSS), Reinforcement Learning (RL), Wideband Spectrum Sensing (WBSS) techniques in Cognitive Radio
Networks (CRNs). The traditional spectrum sensing techniques include Energy Detection, Matched Filter
Detection, Cyclostationary Detection, Eigenvalue-Based Detection, Covariance-Based Detection and
Compressive Sensing, which can be adversely influenced by noise uncertainty, low SNR, computational
complexity and the dynamic wireless environments. The use of ML techniques to learn patterns from
sensing data can enhance the classification and prediction of spectra, such as SVM, KNN, Decision Tree,
Random Forest, ANN, and XGBoost. DL models like CNN, LSTM, CNN-LSTM, CNN-BiLSTM and
Transformer models also provide feature extraction and learning of temporal and long-range features
automatically. CSS enhances sensing reliability through data fusion of multiple secondary users, and RL
and DRL offer adaptive sensing, channel selection and spectrum-access decisions. The advantages of
WABSS and compressive sensing also contribute to efficient monitoring of multiple frequency bands, while
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requiring less sampling. The latest research conducted in 2020-2025 has shown that the traditional signal
processing techniques are shifting to intelligent, adaptive, and distributed spectrum sensing techniques.
Hybrid deep-learning models, Federated Learning, Graph Neural Networks, Transformer architectures,
multi-agent reinforcement learning, compressive sensing, and SDR-based implementations are emerging
approaches that are being considered. The techniques can be applied to 5G/6G, IoT, smart grids, vehicular
wireless, UAVs, healthcare, emergency communication, and other next generation wireless systems.
Despite all of these progresses, there are still many challenges associated with low SNR detection, noise
uncertainty, limited real world data, model generalization, computation and energy consumption,
security, communication overhead, and hardware implementation. The future research scope should be
lightweight, robust, explainable, secure and energy efficient Al models with real-world datasets and
experimental validation using SDR. Alternative approaches that combine traditional signal processing,
ML, DL, CSS, and RL with compressive sensing are expected to yield more adaptive and reliable spectrum-
sensing solutions. In conclusion, intelligent spectrum sensing holds significant promise for enabling
efficient spectrum use, minimizing interference, ensuring reliable communication, and autonomous
spectrum management in the future 5G-Advanced, 6G, and beyond wireless networks.
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