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ABSTRACT 
Intelligent transportation systems are increasingly relying on connected vehicles and Internet of Things (IoT) technologies to improve 
road safety, traffic efficiency, and real-time communication. Ensuring secure, reliable, and low-latency communication in highly dynamic 
vehicular environments remains a significant challenge due to frequent topology changes, high vehicle mobility, and growing 
cybersecurity threats. Conventional Vehicular Ad Hoc Networks (VANETs) often experience limitations in network management, 
resource utilization, and trust establishment, reducing their ability to support critical applications such as emergency vehicle 
communication. This study proposes an integrated Software-Defined Networking (SDN) and blockchain framework to provide 
intelligent network control and secure communication for IoT-enabled vehicular networks. The proposed framework employs a 
centralized SDN controller for dynamic Road Side Unit (RSU) allocation, adaptive routing, and priority-based communication, while 
blockchain technology ensures transaction authentication, data integrity, and decentralized trust using SHA-256 hashing and a 
lightweight Proof-of-Work consensus mechanism. The framework was implemented in Python with a Flask-based web dashboard and 
evaluated through simulation using network performance and blockchain metrics. The results demonstrate stable vehicle–RSU 
connectivity, efficient routing, successful blockchain transaction validation, and reliable priority communication for emergency vehicles. 
These findings demonstrate that integrating SDN with blockchain improves communication efficiency, network security, and resource 
utilization compared with conventional approaches. The proposed framework provides a scalable foundation for secure next-
generation intelligent transportation systems and offers opportunities for future enhancement through distributed SDN controllers, 
lightweight blockchain consensus mechanisms, and edge computing integration. 

 
Keywords: Software-Defined Networking (SDN), Blockchain, Internet of Things (IoT), Vehicular Ad Hoc Networks (VANETs), 
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1. Introduction 
The development of modern digital communication technologies has led to a change in the functioning of 
transportation systems, as a result of which there is real-time exchange of data between vehicles, 
infrastructure, and traffic control services [1]. It should be noted that modern transportation cannot be 
regarded as mere transportation of cars from one point to another but represents an intelligent system of traffic 
optimization, road safety, emergency response, and self-driving applications [2]. Due to the growing number 
of connected cars and the advent of smart cities, there has been an increasing need for communication 
technologies capable of providing secure, reliable, and low-latency communication in highly dynamic networks 
[3]. Efficient communication between vehicles and roadside infrastructure will help minimize traffic 
congestion, prevent road accidents, and increase efficiency within the transportation networks [4]. It has 
therefore become one of the major research concerns within the next generation of transportation systems [5]. 
With the integration of communication technologies in computing and networking, vehicles have become smart 
entities that are able to sense, process, and exchange information regarding their present status [6]. Connected 
cars share information concerning their locations, speed, traffic conditions, and emergencies to arrive at a joint 
decision for managing traffic [7]. Furthermore, the advent of the concept of Internet of Things (IoT) has 
reinforced this idea wherein physical objects with sensors and communication capabilities are interacting 
within networking environments [8]. In the case of intelligent transportation systems, IoT allows for 
establishing permanent connections between vehicles, roadside facilities, and management systems [9]. But 
the dynamism of vehicular networks poses many challenges, which include frequent changes in topologies, 
connectivity issues, communication delays, resource utilization, and security risks. Solutions to such problems 
need intelligent network management solutions that can adapt to constantly varying traffic conditions to 
ensure effective communication performance [10]. 
However, to address such limitations, scientists have started investigating modern network security solutions 
capable of offering centralized control, efficient resource management, and secure communications [11]. The 
concept of Software-Defined Network (SDN) allows implementing a centralized network management solution 
where control operations can be separated from the data forwarding equipment and thus enables the network 
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to operate dynamically based on variations in the mobility and communication requirements of vehicles [12]. 
Simultaneously, the distributed nature of blockchain technology allows implementing data integrity, 
authentication, and trust between the communicating parties without the need for any single trusted party 
[13]. The combination of SDN with blockchain technology can be used to provide a robust approach that uses 
both intelligent network control and security of data storage for better communication within connected 
transportation networks [12]. With this in mind, this paper aims to present an integrated SDN–blockchain 
system that would allow secure and intelligent communication within vehicular IoT networks via intelligent 
network management and network monitoring [14]. 
Intelligent transportation systems’ rapid proliferation in today’s era has made the need felt for a 
communication protocol framework capable of providing security, reliability, and efficiency to data 
communication among these connected vehicles. But the existing vehicular communication network 
architecture is faced with many limitations such as dynamic changes in network topology, latency issues, poor 
utilization of resources, and increased security concerns. This research paper focuses on the development of 
an integrated SDN-blockchain framework for securing IoT-enabled vehicular networks. The proposed model 
integrates the centralization aspect of SDN in networking with the decentralization of blockchain to enhance 
efficiency, reliability, and scalability of the network communications. The main aim of this research study is to 
develop a new communication model that will help to manage vehicular mobility, provide appropriate 
allocation of Road Side Units (RSUs), give priority to emergency vehicle communications, and ensure 
transactional security by means of blockchain. The above-stated aims have been fulfilled by creating a 
simulation environment using Python, Flask, NetworkX, and Plotly.  
The proposed study uses a simulation-based approach where a realistic environment of the highway with 
several lanes, cars, and RSUs is simulated to reflect actual vehicular communication situations. The SDN 
controller controls the network in a centralized manner by monitoring the current state of the network and 
allocating RSUs accordingly to vehicle movement and communication needs. At the same time, the blockchain 
system logs communication transactions in an unalterable way by using the lightweight Proof-of-Work 
consensus algorithm. The scope of the current research is restricted to the implementation and testing of a 
secure SDN-blockchain-based communication protocol in a simulated IoT-enabled vehicular scenario. Though 
the designed model proves to be an efficient and secure communication protocol, its practical implementation 
and integration with edge computing technology are something to be investigated in the future.  
The main novel aspect of the study is that of a combination of centralized SDN-based network management and 
decentralized blockchain-based security in one vehicular communication system. In contrast to many other 
studies that analyze routing optimization, network security, and/or blockchain implementation separately, the 
proposed system takes into consideration such important aspects as dynamic RSU allocation, emergency 
vehicle priority, transaction validation, and network monitoring using a web-based interactive dashboard. The 
rest of this paper is structured as follows. Section 1 proceeds from the background of the study. Section 2 gives 
a review of the literature and determines the research gap. Section 3 introduces the proposed SDN-blockchain 
framework and architecture of the system. Section 4 outlines the implementation procedure and experiment 
design. The results of the simulation are described in Section 5. Finally, Section 6 concludes the research, and 
future work perspectives are suggested. 
 

2. Literature Review 
The rapid evolution of intelligent transportation systems (ITS) has brought revolutionary changes in vehicular 
communication, enabling vehicles, roadside infrastructure, and traffic control systems to communicate with 
each other in real time. Connected vehicles have increased efficiency, safety, and the driving experience because 
of constant communication between intelligent transportation system components. The dynamics of the 
vehicular environment, which includes changing topology, high mobility of vehicles, intermittency of 
communication, and heterogeneity of communication needs, create substantial obstacles to achieving secure 
and reliable communication. This is why research work has been directed towards creating intelligent 
networks that would be able to provide adaptive routing, effective resource allocation, low communication 
latency, and scalability of the network. 
Vehicle Ad hoc Networks (VANETs) have become one of the key technologies facilitating modern transport 
systems. VANET facilitates vehicle-to-vehicle communication (V2V) and vehicle-to-infrastructure 
communication (V2I), providing the ability for vehicles to exchange safety messages, traffic updates, and 
emergency notifications. However, traditional VANET architecture is characterized by decentralization of 
routing, low network awareness, poor traffic management, and susceptibility to cyber attacks. All the 
mentioned aspects are especially critical for a dense urban environment where reliable communication and 
effective use of network resources are very difficult. To overcome these problems, Software-Defined 
Networking (SDN) was offered as a new approach, which allows separation of the control plane and data plane 
of the network and provides centralized network intelligence and traffic management. It was shown by recent 
surveys that SDN significantly enhances the routing efficiency and communication performance in vehicular 
environments [15]. 
Apart from intelligent networking, secure communication is also another significant aspect that needs to be 
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considered in vehicular networks. The application of blockchain technology has become quite popular in recent 
times due to its unique features such as decentralization, immutability, and consensus, which provide more 
assurance of data integrity and trust without any central authority. Edge computing is also becoming popular 
in the field of intelligent transportation systems for minimizing communication latency through processing the 
data near the vehicle. Recent research indicates that an integration of SDN, blockchain, and edge computing 
will enable a solution to be developed for issues related to security, scalability, resource allocation, and real-
time communication. Nonetheless, even though several efforts have already been made in developing each 
technology and considering some specific aspects such as route optimization, security improvement, or 
controller design, many opportunities still exist for the development of a comprehensive communication 
framework[16]. 
Dwivedi et al. conducted an extensive review of the applications of blockchains in Vehicular Ad Hoc Networks 
to examine the possible benefits that could be derived from blockchain technology with respect to enhancing 
communication security, privacy, authentication and trust management in intelligent transport systems. 
Various blockchain technologies, consensus mechanisms, and vehicle application domains have been analyzed 
in terms of their performance under different communication scenarios. It has been observed that there are 
significant benefits of using blockchains to improve decentralization of authentication, secure information 
exchange, and traceability without relying on any central authority. There are some challenges associated with 
this aspect, including high computation costs, high latency in consensus process, scalability issues, and 
integration into existing vehicular communication mechanisms [17]. 
Khajeh et al. reviewed the topic of SDN and Blockchain for vehicular communication network comprehensively, 
studying the connection between central network management and decentralized security. The authors 
analyzed the architecture, routing, trust management, and security protocols within intelligent transportation 
systems. It has been found that SDN provides a solution to centralized traffic control and adaptive routing 
whereas Blockchain provides reliable communication via transaction logging. Even though the combination of 
both technologies significantly enhances communication efficiency and security, some problems were noted, 
such as the scalability of controllers, blockchain overhead, interoperability, and real-time operation. It was 
advised to develop such integrated frameworks that could provide efficient and trustworthy communication 
at the same time [18]. 
 

Table 1. Comparative Analysis of Recent Studies on SDN, Blockchain, and Vehicular Networks 
Study Method Key Findings Limitations 
Dwivedi et al. [17] Blockchain-enabled 

VANET architecture 
Improved 
authentication, privacy, 
and decentralized trust 
management 

High computational 
overhead and 
blockchain scalability 
issues 

Varma et al. [18] SDN–Blockchain 
integrated survey 

Enhanced secure 
communication 
through SDN and 
blockchain integration 

Lack of practical 
implementation and 
real-time validation 

Hussein et al. [15] SDN-based routing 
survey 

Centralized SDN 
improves routing 
efficiency and resource 
management 

Controller scalability 
and routing overhead 
remain unresolved 

Nurkahfi et al. [19] SDN architecture for 
IEEE 802.11p and C-
V2X 

Improved network 
flexibility and 
communication 
reliability 

Limited 
interoperability among 
heterogeneous 
vehicular networks 

Ul Haq et al. [16] SDN-enabled edge 
computing framework 

Reduced latency and 
improved resource 
utilization 

Controller coordination 
and edge resource 
optimization require 
further investigation 

Sarpong et al. [20] SDN with multihoming 
for VANETs 

Increased 
communication 
reliability using 
multiple 
communication 
interfaces 

Complex routing 
management and 
increased 
implementation 
complexity 

Almutairi et al. [21] VANET simulation 
platform review 

Comprehensive 
comparison of 
simulation platforms 

Existing simulators 
provide limited 
security and blockchain 
integration capabilities 

Proposed Study Integrated SDN– Centralized SDN Simulation-based 

http://www.svedbergopen.com/ijaiml


www.svedbergopen.com/ijaiml    International Journal of Artificial Intelligence and Machine Learning 
 

Vol.6, No.12s, 2026                                                                              76 

Blockchain Framework 
with Dynamic RSU 
Allocation 

management, secure 
blockchain-based 
communication, 
priority-aware 
emergency vehicle 
communication, real-
time monitoring, and 
dynamic RSU allocation 

evaluation; future work 
includes large-scale 
deployment, 
distributed SDN 
controllers, and edge 
computing integration 

 
2.1. Research Gap 
The current state-of-the-art research reveals that there has been remarkable progress in integrating SDN, 
blockchain technology, and edge computing into intelligent vehicular communications. Many works have 
examined the application of SDN towards centralized network control, flexible routing, and optimal resource 
allocation. In addition, many research efforts have concentrated on the application of blockchain technology to 
provide secure authentication, trust management, and reliable storage. Moreover, edge computing has been 
employed to address the issue of reducing communication delays and enabling real-time applications. 
Nonetheless, the current research works consider each of the above technologies independently or a particular 
aspect of the technology, such as routing, security, placement, and computation offloading. 
Additionally, most of the methods proposed up till now lack the consideration of not only dynamic allocation 
of RSUs but also that of traffic prioritization of emergency vehicles, blockchain-based transaction validation, 
and network monitoring in the same simulation setting. Scalability of the controller, computational overhead 
involved in blockchain operations, lightweight consensus, compatibility among heterogeneous communication 
technologies, and coordination among SDN controllers and vehicular infrastructures have remained as open 
problems. 
To overcome such limitations, the current study provides an integrated solution using SDN and blockchain in 
IoT-based vehicular networks for reliable and intelligent communication. In this regard, a framework 
comprising centralized SDN-based network management along with decentralized blockchain-based security 
has been designed to provide dynamic allocation of RSUs, priority-based communication for emergency 
vehicles, secure record-keeping of transactions, and performance monitoring through a web-based dashboard 
interface. Through this integration of such capabilities within one simulation environment, it is expected that 
many of the research gaps revealed by recent studies would be addressed. 
 

3. Methodology 
The proposed methodological approach introduces an integrated communication model that incorporates both 
SDN and blockchain technologies into a framework to create a secure, reliable and intelligent communication 
environment for the IoT-enabled vehicular networks. This framework is designed to resolve some of the 
problems encountered in conventional VANET frameworks, which include dynamic topology, network 
management inefficiencies, delay in communication, and security issues. By virtue of employing centralized 
network intelligence and decentralized security framework, the proposed framework ensures effective 
communication between vehicles, RSU nodes, and network infrastructure. 
The deployment process begins with the creation of a virtual highway with several lanes, the correct 
positioning of RSUs, and different kinds of vehicles that include regular vehicles and emergency vehicles such 
as ambulance, firefighting truck, and police car. The Network Manager is responsible for performing network 
initialization, vehicle mobility management, communication settings, and overall simulation process 
management. Traditional distribution routing algorithms require manual involvement for carrying out the 
process, but the methodology suggested in the paper requires the use of SDN controller that monitors the 
communication environment, initializes the network topology, and assigns the best suited RSU for each vehicle 
based on communication range and priority. The emergency vehicles have been allocated a higher 
communication priority level than the rest of the vehicles. 
To ensure that communication security is improved, blockchain technology is embedded in the communication 
system. Every significant event in the network, such as registering vehicles, associating RSUs, and 
communicating, is made a transaction on the blockchain. Each of the transactions is then authenticated using 
the SHA-256 algorithm and validated using a lightweight Proof-of-Work protocol and added to the blockchain 
database. This guarantees data storage, decentralized trust management, and communication transparency. 
Moreover, the entire simulation is tracked using a Flask web dashboard via REST API interfaces. The 
methodology proposed above hence gives a unified solution for intelligent traffic communication since it 
includes SDN management, blockchain technology for securing communication, and interaction with the 
network in one simulation platform. 
 3.1. Proposed Framework 
This framework provides a combined SDN and blockchain based communication framework for secure and 
intelligent communication in the context of IoT-enabled vehicular networks. This framework includes a 
simulation setup of highway with several RSUs, connected vehicles, centralized SDN controller, and a 
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blockchain component. This SDN controller takes care of dynamic management of network topology, vehicle 
mobility, RSU placement, and priority to emergency vehicle communication. Meanwhile, blockchain technology 
ensures security of transaction, data integrity, and decentralization of trust through immutable data storage. 
The core purpose of this framework includes improved communication performance, security, resource 
management, and real-time network monitoring using web-based interactive dashboard. 
 

 
 Figure 1. SDN–Blockchain System Architecture 

 
 3.2. System Model 
This system model is an integration of SDN with blockchain technology into a communication system for IoT-
driven vehicle networks. The communication system has been implemented using a simulated highway setup, 
which consists of a road with multiple lanes and where the movement of vehicles is dynamic based on certain 
mobility models. There are several RSUs installed on the road to provide connectivity among vehicles and the 
communication network. The network consists of different types of vehicles such as normal vehicles and 
emergency vehicles with certain communication priorities. 
The Network Manager is responsible for the initialization of the simulation environment through the creation 
of the vehicles, the deployment of the RSUs, the network topology maintenance, and the management of the 
vehicle movement throughout the simulation process. The SDN Controller is responsible for the monitoring of 
the network conditions, the updating of the communication topology, the management of the RSU associations, 
and the intelligent routing of data transmission to guarantee an efficient and reliable data transfer. In order to 
enhance the security of the communications, the Blockchain Module creates blocks on the blockchain that 
record the vehicles' registrations, the communication events, and the routing of the data transmission. This 
module utilizes the SHA-256 hashing algorithm and a lightweight Proof-of-Work mechanism to verify the 
transactions. 
 3.3. Network Initialization 
Network initialization is the process whereby the network simulation environment is set up by defining all the 
communication elements before any data transfer takes place. Initially, a highway setting is established with 
various lanes to enable a real-world scenario for vehicle transportation. The dimensions of the road, number 
of lanes, and movement range is established to enable smooth movement of vehicles in the simulation. 
Afterward, several Road Side Units (RSUs) are established in the highway with a certain communication range 
to allow V2I communication. 
After the network infrastructure is set up, various types of vehicles with specific speed, orientation, and priority 
characteristics are randomly generated. All vehicles have unique identification details and mobility details to 
replicate the traffic dynamics. The network graph is also created based on the network topology by taking 
vehicles and RSUs as nodes, while establishing links among them based on communication range. This graph is 
kept dynamically updated depending on vehicle movement in the network. Ultimately, the parameters such as 
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the communication range, RSU range, vehicle density, simulation time, difficulty of blockchain, and 
configuration of controllers are set for the simulation process to work well. 
 3.4. SDN-Based Communication Management 
The suggested approach involves the use of centrally managed SDN controller in order to control the 
communication between the vehicles and the Road Side Units (RSUs) in the IoT-based vehicular network. 
During the initialization of SDN controller, a complete network knowledge is obtained as the entire network is 
registered, which includes all vehicles, RSUs, and communication links. The SDN controller continues to 
monitor the vehicles by collecting the information such as the location of the vehicle, speed of the vehicle, 
direction of the vehicle, and its communication state. 
To improve the connectivity efficiency, the controller implements the mechanism of dynamic allocation of RSUs 
where each individual car is connected to the nearest RSU. The Euclidean distance between the car and RSU 
can be defined as: 

                                         𝑑𝑖𝑗  = √(𝑥𝑖 − 𝑥𝑗)
2

+ (𝑦𝑖 − 𝑦𝑗)
2

                                                     (1) 

where 𝑥𝑖  and 𝑦𝑖  denote the coordinates of vehicle i, while 𝑥𝑗  and 𝑦𝑗  represent the coordinates of RSU j. A 

vehicle is connected to an RSU only when the distance satisfies: 
                                                           𝑑𝑖𝑗  ≤ R                                                                         (2) 

where R is the range of the RSU for communication. 
In order to enable the activities for emergency response, the controller prioritizes each car, thereby allowing 
the emergency cars to be prioritized in communication : 

                                             𝑝𝑖  = 𝑤1𝑇𝑖  + 𝑤2𝑉𝑖  +𝑤3𝐷𝑖                                                            (3) 
where 𝑇𝑖  represents the vehicle type, 𝑉𝑖  denotes the vehicle speed, 𝐷𝑖  is the communication demand, and 𝑤1, 
𝑤2, and 𝑤3 These are called weights. Depending on these parameters, the controller conducts route 
management by choosing communication routes with minimal delays and maximum connectivity. Such an SDN 
based centralized solution increases efficiency in routing, resource utilization and offers reliable 
communication within the vehicular network. 
 3.5. Priority-Based Communication 
This method of communication is realized by the use of the priority-based communication method to ensure 
the effective transfer of messages between different types of vehicles. At first, the vehicles are classified into 
two types, which include the normal vehicles and emergency vehicles including ambulances, fire trucks, and 
police cars. This sorting helps the SDN controller to differentiate between critical and non-critical traffic. The 
priority for emergency vehicles is higher than that of other vehicles, ensuring quick connection of the network 
as well as immediate association with RSUs in an emergency. The SDN controller conducts priority scheduling 
using the priority level of communication traffic. 
This helps to minimize delays in the process and ensures that emergency communication remains continuous. 
Additionally, resources are dynamically allocated in the form of communication channels, bandwidth, and 
routes in the network based on the priority of the vehicles and existing network conditions. The combination 
of these approaches would help to enhance reliable communication in IoT-enabled vehicular networks. 
 3.6. Blockchain Security Module 
The Blockchain Security Module is implemented in the proposed architecture for achieving a secure, 
transparent, and tamper-proof communication between vehicles, Road Side Units (RSUs), and SDN controller. 
For each communication process, be it vehicle registration, RSU registration, or data communication, a 
transaction is generated including the sender ID, receiver ID, timestamp, message details, and hash value of the 
previous block. Each transaction will be signed digitally to ensure that only legitimate entities of the network 
perform the communication process. The data of transactions are then hashed using the SHA-256 algorithm to 
generate a unique hash value: 

                                               𝐻𝑖  = 𝑆𝐻𝐴 − 256(𝑇𝑖)                                                              (4) 
where 𝑇𝑖  represents the transaction data and 𝐻𝑖  is the corresponding hash value. 
To verify transaction integrity, the computed hash is compared with the received hash: 

    V = {
1,
0,

𝐻𝑖 = 𝐻𝑟

𝐻𝑖 ≠ 𝐻𝑟
                                              

  (5) 
where Hr is the hash received, and 𝑉 represents the outcome of the validation process. 
The valid transaction is incorporated into the new block using the lightweight Proof-of-Work (PoW) consensus 
algorithm, which determines the value of the nonce so that the hash of the block meets the difficulty criteria for 
the network: 
𝐻 (𝐵𝑖 ∥ 𝑛)  <  𝐷    
    (6) 
where Bi is the block data, 𝑛 is the nonce, and 𝐷 represents the predefined mining difficulty threshold. 
Finally, the generated block is linked to the previous block to construct an immutable blockchain ledger: 

                                                          𝐵𝑖  = {𝑇𝑖, 𝐻𝑖−1, 𝐻𝑖,𝑛, 𝑡}                                                    (7) 

Where Ti stands for the transactions set, Hi−1 denotes the hash of the previous block, Hi refers to the current 
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block’s hash, n is the nonce, and t is the timestamp. This chain-based system ensures data integrity, distributed 
trust, authentication, and tamper-proofing, thus improving the overall security of communication within the 
proposed IoT-based vehicular network. 
 3.7. Web Dashboard and REST API 
The proposed model consists of a Flask-based web dashboard, which serves as an interactive tool for 
configuration, control, and monitoring of the vehicular communication network. REST API enables smooth 
communication between the simulation engine and the dashboard by sending live information about the 
network state and blockchain transactions. The dashboard allows for real-time monitoring of the vehicle 
motion, the communications and connection of the RSUs in the simulation. Furthermore, the dashboard offers 
vehicle visualization, which displays the dynamic position and mobility of the vehicles on the highway. 
Similarly, blockchain visualization shows transaction information, blocks creation, and ledger state, while 
controller monitoring shows activities of the SDN controller, network topology updates, RSU distribution, and 
communications statistics. 
 3.8. Implementation Environment 

Parameter Specification 
Programming Language Python 3.9 
IDE Visual Studio Code 
Framework Flask 
Graph Library NetworkX 
Visualization Plotly 
Blockchain SHA-256 
Consensus Lightweight Proof-of-Work 
API REST API 
Operating System Windows 11 

 
4. Result and Discussion  
The performance analysis of the suggested SDN–blockchain framework for secure intelligent communication 
in vehicular network based on IoT is discussed in this paper. Simulation outcomes evaluate the performance of 
dynamic RSU deployment, priority-based communication, routing management, and blockchain transactions 
processing. The performance of the suggested approach is evaluated through network configurations, 
communication characteristics, and blockchain-related parameters to show its reliability and security in 
dynamic vehicular communication environments. 
4.1.   Performance Analysis of the Proposed Framework 
 

Table 2. Summary of Simulation Performance Parameters 
Parameter Value 
Simulation Steps 10 
Attached Vehicles 4 
Priority Communication Links 3 
Active Routes 8 
Generated Blocks 6 
Pending Transactions 2 
Proof-of-Work Difficulty 2 

 

 
 Figure 2. Performance Analysis of the Proposed SDN–Blockchain Vehicular Network Framework 
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Table 2 and figure 3 shows the performance of the SDN-blockchain framework simulation as a whole. The 
simulation was able to execute 10 steps while making four vehicle-RSU connections, maintaining three priority 
communication connections to enable the communication of emergency vehicles. The SDN controller managed 
to create eight routing connections, showing efficient handling of the network topology and communication 
processes. Meanwhile, the blockchain component of the design was able to validate and create six blocks, 
leaving two transactions to be mined during the next round. The proof-of-work difficulty level set to 2 allowed 
efficient validation of the transactions with low computational effort. 
4.2.        Vehicle and RSU Configuration Analysis 
 

Table 3. Vehicle and Road Side Unit (RSU) Configuration Parameters 

 

 
 Figure 3. Analysis of Vehicle and RSU Configuration Parameters 

 
Table 3 and figure 3 highlights the values used for configuration parameters for communication between the 
vehicle and RSU in the suggested framework. The value of 4 for the vehicle priority level ensures priority for 
emergency vehicles in the communication process. One RSU is used for the communication of each vehicle, 
whereas the RSU communication range of 50 meters ensures reliable wireless communication in the simulation 
environment. In addition, each RSU handles a maximum of two vehicle communications at once, ensuring that 
there is no congestion in the communication process. 
4.3.            Dashboard Performance Analysis 
 

Table 4. Dashboard Statistics of the Proposed SDN–Enabled Vehicular Network 
Simulation Step Attached 

Vehicles 
Priority Links Generated Blocks Blockchain 

Validity 
0 4 3 1 Yes 
5 5 3 6 Yes 
10 4 3 11 Yes 

4
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Analysis of Vehicle and RSU Configuration Parameters

Parameter Value 
Vehicle Priority Level 4 
Connected RSUs 1 
RSU Communication Coverage 50 m 
Maximum RSU Connections 2 
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 Figure 4. Dashboard Statistics During Simulation 

 
Table 4 and figure 4 represents the dashboard data collected during various stages of the simulation process. 
The number of attached cars is slightly different due to the mobility of the vehicles, whereas the number of 
priority communication channels is constant at three to ensure continuous communication of emergency cars. 
In addition, the blockchain creates a new block continuously, increasing from 1 to 11 through the simulation 
stage. Moreover, blockchain validation was successful for all simulation stages. This shows the effectiveness of 
the suggested framework in terms of continuous communication, reliable blockchain process, and monitoring 
through SDN controller and web dashboard. 
4.4.             Discussion 
The findings from simulations show that the suggested architecture of Software-Defined Networking (SDN) 
and blockchain has been successful in providing reliable communication, intelligent routing, and secure 
transaction management in IoT-based vehicular networks. The Software-Defined Networking (SDN) controller 
successfully conducts RSU allocation and priority-based communication that ensures reliable connection for 
both normal and emergency vehicles. At the same time, the blockchain module successfully creates secure and 
tamper-proof transaction records by creating blocks. The simulation research has some limitations as well. It 
has been conducted in a simulated environment and with a rather small number of nodes in a network and the 
centralized SDN controller. Moreover, the Proof-of-Work (PoW) consensus used in the research might generate 
extra load in more complex environments. 
 

5. Conclusion 
This study investigated how the integration of Software-Defined Networking (SDN) and blockchain technology 
can improve secure, intelligent, and reliable communication in IoT-enabled vehicular networks. The proposed 
framework demonstrated that centralized SDN control enables efficient dynamic RSU allocation, adaptive 
routing, and priority-based communication for emergency vehicles, while blockchain ensures secure 
transaction validation, data integrity, and decentralized trust. These capabilities contribute to enhanced 
network performance, reduced communication delays, and improved resource utilization, making the 
framework suitable for next-generation intelligent transportation systems. Although the simulation results are 
promising, the study is limited by its simulation-based evaluation, relatively small network scale, and the use 
of a lightweight Proof-of-Work consensus mechanism, which may affect scalability in large deployments. 
Future research should focus on real-world implementation, distributed SDN. 
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