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Abstract

Machine learning controllers now dose insulin inside closed-loop artificial pancreas systems. The adversarial machine learning
literature has established that such models can be manipulated, and the author's own prior work catalogued this device class's attacks
and candidate defences. This paper argues the missing artefact is a benchmark. Five structural gaps follow, each stated as what was not
found rather than what does not exist: no empirical adversarial testing on real devices, no link from robustness to clinical harm, no
validation of defences on constrained hardware, no regulator-aligned adversarial robustness testing standard, and almost no
adversarial benchmarks for physiological time series. No systematic screening protocol was run, so no screening count exists. The gaps
generate requirements forming a specification stratified along five axes: device tier, signal modality, patient stratum, threat model and
clinical harm severity, with perturbation budgets in clinical units, resource cost alongside every robustness figure, and per-patient
rather than cohort-mean results. Existing standards on neural network robustness, adversarial machine learning terminology and
medical device safety and security risk management are engaged; none supplies the missing test method. The paper reports no
adversarial robustness measurements, because none were performed. Its only empirical figures are anomaly-detection results from the
author's separately published on-device detector, included strictly to illustrate honest on-device evaluation, not as evidence of
adversarial robustness. The benchmark is specified, not instantiated: a minimum viable starting configuration is proposed so it can be
built, and carries no results. Building it requires researchers, manufacturers and regulators to agree on the axes before arguing about
the numbers.

Keyword: adversarial machine learning; medical device security; artificial pancreas; benchmark specification; robustness evaluation;
\resource-constrained inference; continuous glucose monitoring; regulatory science
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l. Introduction

An insulin pump driven by a machine learning controller is a safety-critical system whose input arrives over a
wireless link that its manufacturer does not own. That single sentence contains the whole problem. The
controller inherits every weakness of the model class it belongs to, and it inherits them in a setting where the
consequence of a wrong output is a dose of a drug with a narrow therapeutic margin, delivered to a person who
is asleep.

The security community has established that the connectivity layer of these devices is exploitable in practice,
not in principle. A vulnerability in the wireless radio-frequency protocol used by a family of Medtronic MiniMed
insulin pumps was documented publicly, with the advisory stating that the protocol does not properly
implement authentication or authorisation and that an attacker with adjacent access can inject, replay, modify
or intercept data, and could change pump settings and control insulin delivery [19]. Three severity scores are
on record for that vulnerability across the advisory and the national vulnerability record, under different
scoring-system versions, so none is quoted here. Two years earlier; a regulator-approved firmware update was
issued as a corrective action across approximately 465,000 implanted cardiac pacemakers in the United States,
after confirmation that the vulnerabilities involved could allow an unauthorised user to access a device with
commercially available equipment and modify programming commands, with potential patient harm from
rapid battery depletion or inappropriate pacing [20]. Neither of those was an attack on a model. Both
established that the channels a model depends on are reachable.

The author's own prior work has mapped what happens when adversarial machine learning is layered onto that
reachable substrate. A systematic review of the artificial pancreas security and reliability literature established
the field's shape and its blind spots [2]. A subsequent paper established a structured taxonomy of adversarial
attacks against medical device Al controllers spanning training-phase, inference-phase, privacy and model-
integrity categories, evaluated a catalogue of candidate defence mechanisms, mapped both to the MITRE ATLAS
technique vocabulary, aligned the result with regulatory cybersecurity and Al lifecycle guidance, and derived
tiered defence recommendations from device resource profiles [1]. A companion paper translated threat
coverage into an actionable control framework for Al-enabled continuous glucose monitoring, mapping threats
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to specific regulatory requirements and to established control catalogues [4]. Separately, an unsupervised on-
device anomaly detector for artificial pancreas telemetry was built and evaluated [3].

None of that taxonomy, defence catalogue, framework mapping or tiering is restated as a contribution here. It
is established prior work, it is cited as such, and this paper stands on it rather than repeating it. What this paper
adds is the thing that catalogue work cannot supply on its own.

The problem is this. A taxonomy tells a manufacturer which attacks exist and which defences have been
proposed against them. It cannot tell that manufacturer whether a given defence, compiled and quantised down
onto the microcontroller inside a specific implantable, still resists a specific attack, at what cost in memory and
latency, for which patients, and with what consequence when it fails. Answering that requires measurement
under a fixed protocol, and no such protocol exists for this device class. The literature contains robustness
numbers, but they were produced on image classifiers running in float32 on graphics processors, self-evaluated
by the authors proposing the defences in a practice that independent re-evaluation has repeatedly found to
overstate robustness [8], [10], reported as population averages, and denominated in units with no clinical
meaning. Transferring them to an implantable is not conservative extrapolation. It is a category error.

This paper therefore takes a position rather than reporting an experiment. The position is that the field's central
unmet need in this area is not another attack taxonomy or another defence proposal, but a device-realistic,
hardware-constrained adversarial robustness benchmark, specified jointly by researchers, device
manufacturers and regulators, so that the word robust stops meaning something different to each of those three
groups. The paper's contribution is a requirements specification for that benchmark: the axes it must stratify
along, the tuple it must publish for every cell, the protocol by which cells are filled, the reasons each requirement
is non-optional, and a first proposed configuration concrete enough to build. Section 3 states how the gap claims
were arrived at and what that permits them to say. Sections 4 through 8 set out five structural gaps that motivate
the specification, Section 9 states the specification itself and closes with a minimum viable starting
configuration, and Section 10 gives a worked illustration of what honest evaluation of an on-device model looks
like when adversarial claims are withheld.

Five structural gaps between adversarial ML research and
deployable medical device security
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Emnirical against a real device or a declared surrogate.
-tc:'tin The field, this author's taxonomy included,
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All five reduce 1o one missing artefact: a device-realistic,
hardware-constrained adversarial benchmark, specified jointly
by rescarchers, mamyacturers and regulators. Specifyving it is
this paper's contribution

Figure 1. The five structural gaps this paper is organised around, and the single artefact all five reduce
to. The gaps are stated in the author's own terms, including the acknowledgement that his published
taxonomy is itself literature synthesis rather than a red-team result. Three of the five were raised in

the discussion of the author's published taxonomy [1]; Table 1 states which, and states what this paper

adds.
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The layout was developed by the author for unpublished internal work and is used here for the first time in

print.

2. Background and Prior Contribution
This section fixes the boundary between what is already published and what this paper claims, because the

distinction carries the paper's argument as well as its integrity.

2.1 What the prior work established
Four prior publications form the base. Table 1 states what each established and, explicitly, what this paper does

not restate from it.

One element of that boundary belongs in prose as well as in the table, because it concerns this paper's
organising structure rather than its content. Three of the five gaps set out in Sections 4 through 8 were raised
in the discussion section of the published taxonomy [1], and a fourth appears there as a stated limitation. The
enumeration is therefore not this paper's discovery and is not claimed as one. What [1] did with those gaps was
name them and call for adversarially annotated datasets. This paper's contribution begins where that call stops,
at the question of what an artefact capable of closing them would have to contain, which is the question a call

for datasets leaves open.

Table 1. The prior-work boundary. The left column is established; the right column states this paper's
relationship to it. Nothing in the middle column is presented as a contribution of this paper.

Prior work What it established What this paper does with it
Systematic review of | The field's coverage and its blind | Cited as the source of the empirical-testing gap.
artificial pancreas security | spots, in  particular  that | The review is not re-summarised.

and reliability, covering the
closed-loop literature [2]

cyberattacks on these systems
were treated as simulated or
theoretical rather than
empirically exercised

Taxonomy of adversarial
attacks against medical
device Al controllers, with a
catalogue of defence
mechanisms, MITRE ATLAS
mapping, regulatory
alignment and tiered defence
recommendations by device
resource profile [1]

Which attacks apply to which
closed-loop component; which
defences have been proposed;
how both map to established
technique and  terminology
vocabularies; which defences are
feasible at which hardware tier. Its
discussion also raised three
research gaps: no standardised
adversarial robustness
benchmark for medical time-
series data, no empirical
validation of server-grade
defences on the embedded
platforms these devices use, and
adversarial attacks on
reinforcement-learning
controllers being understudied.
Its limitations section recorded
that its clinical impact severity
ratings derive from simulation
studies.

Cited as the premise. The attack taxonomy, the
defence catalogue, the ATLAS mapping and the
tiering are not reproduced, re-derived or
extended here. The tiering is reused only as a
benchmark stratification axis, with attribution.
On the gap enumeration: Gaps 5, 3 and 1 here
correspond to the three gaps raised in [1]'s
discussion, and Gap 2 develops a point [1]
recorded as a limitation. The enumeration is
not claimed as this paper's contribution. [1]
called for adversarially annotated datasets;
this paper specifies what such a benchmark
would have to satisfy, namely the axes, the
report tuple, the protocol ordering, the
harm-classification structure, the
governance condition and a starting
configuration. Gap 4 is not among [1]'s gaps:
[1] presents regulatory alignment as one of
its own contributions, and Section 7 argues
that alignment is not sufficient, which is
disagreement with the prior work rather
than restatement of it.

Security framework for Al-
enabled continuous glucose

monitoring, translating
regulatory guidance into
actionable controls and
mapping threats to
requirement and control

catalogues [4]

That threat coverage for this
device class can be expressed as a
traceable set of controls against
named regulatory requirements

Cited to draw a boundary. This paper makes no
control-mapping claim. Its regulatory argument
is about the absence of a testing standard, which
is a different object from a control map. Section
7 states that distinction directly.
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AP-GUARD, an unsupervised | That a lightweight detector can | Cited once, in Section 10, as a worked illustration
on-device anomaly detector | run on-device as a parallel | of disciplined on-device evaluation. Its metrics

artificial pancreas | monitor and be evaluated | are anomaly-detection metrics and are labelled
telemetry [3] honestly under patient-based | as such at every mention.

cross-validation

2.2 The setting a benchmark has to cover

The specification in Section 9 is grounded in the closed-loop artificial pancreas because that system is concrete
enough to argue about. [t has five components: the continuous glucose monitoring sensor, the insulin pump, the
onboard Al controller, the companion mobile application, and the cloud backend. Three trust boundaries in that
chain sit outside the manufacturer's control: the sensor-to-controller link, the controller-to-pump link, and the
device-to-cloud link. Each is a point at which data can be intercepted or manipulated by a party the
manufacturer neither authenticates nor patches. This decomposition is taken from the prior taxonomy [1] and
appears here as the setting a benchmark must cover, not as a fresh attack-surface analysis.

The prior taxonomy also organises devices into four hardware constraint classes: severely constrained
implantables, on ARM Cortex-M class parts with under 256KB of RAM; moderately constrained wearables;
lighter controllers and gateways; and cloud infrastructure. Those four tiers reappear in Section 9 as a
stratification axis. The reason is that they are the axis along which the transferability of published robustness
evidence actually breaks.

One placement matters for reading the rest of the paper. A commercial insulin pump and a continuous glucose
monitor transmitter are Tier 2 wearables, not Tier 1 implantables, so the closed-loop system this paper is
grounded in sits at Tier 2. Tier 1, the severely constrained implantable under 256KB of RAM, is the case the
argument extrapolates to rather than the case it analyses. Where the sub-256KB envelope appears below it
marks the tightest point on the axis, not the grounding device, and nothing here depends on the grounding
device sitting at that point: the on-device model in Section 10 is a 95KB artefact that fits inside even the Tier 1
envelope, which is precisely why the missing quantity is a robustness figure at a declared tier rather than a
tighter resource claim.

2.3 What "robust” currently means, and why that is the problem

In the adversarial machine learning literature, a robustness claim is a number: accuracy retained under a
perturbation of bounded size in some norm. Three properties of that convention matter here. It is defined on a
static input, usually an image. It is denominated in a unit with no external meaning, a pixel-space norm. And it
is commonly produced by the same group proposing the defence being evaluated, a practice whose
consequences are documented rather than presumed [5], [8], [10]. Each property is defensible inside the
research community that produced it, where the goal is comparative progress on a shared task, and none
survives contact with a regulated device. A clinician cannot act on a pixel norm. A glucose trace is not a static
input; it is a stream with temporal structure, physiological limits on rate of change, and a control loop reacting
to it in real time. And the route by which a manufacturer's test evidence becomes reviewable by a regulator
runs, in other areas of device engineering, through a standard the regulator has recognised: a manufacturer
may elect to declare conformity with a consensus standard from a list the regulator maintains and periodically
modifies [21]. Nothing on that list makes an adversarial robustness claim reviewable on those terms, which is
Section 7's argument in a sentence.

3. How the Gap Claims Were Arrived At, and Why Current Robustness Evidence Does Not Transfer

3.1 Search and screening: what was done, what was not, and what that permits

Each of the five gaps in Sections 4 through 8 is a claim that something is absent from a published literature, and
a claim of that form is worth exactly as much as the search behind it. This paper states its search before its gaps,
including where there was no search.

No systematic search was conducted for this paper. No review protocol was registered, no database query
strings were executed to count studies against a gap criterion, and no screening was performed against
inclusion and exclusion criteria. There is therefore no records-screened count, and none is reported: inventing
a number in a paper arguing that unmeasured claims should not be trusted would be self-refuting. What the
gap claims rest on is set out instead.

Gaps 1, 2, 3 and 5 rest on two prior literature exercises by the author, neither designed for this purpose. The
systematic review of artificial pancreas security and reliability surveyed that domain's published work and
reported that cyberattacks on these systems were treated as simulated or theoretical rather than empirically
exercised [2], but it was scoped to security and reliability rather than to adversarial robustness benchmarking,
so its coverage of adversarial evaluation practice is incidental to its design. The published taxonomy [1] was
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assembled from published sources and inherits their coverage, a limitation it records about itself and which
Section 4 restates as a self-implication rather than a defence. Neither set out to enumerate empirical adversarial
evaluations on device hardware, per-patient adversarial reporting, or time-series adversarial benchmarks, so
neither can be cited as a count of them.

Gap 4 is the one claim for which a targeted search was run and can be described. The artefact sought was any
recognised consensus standard, or any regulatory guidance document, specifying a test method or a pass
threshold for the adversarial robustness of a machine learning component in a medical device. What was
checked, on 10 and 11 August 2026: the current final premarket cybersecurity guidance for medical devices
[16] and the guidance addressing artificial-intelligence-enabled device software functions [17]; the regulator's
list of recognised consensus standards as most recently modified [21]; the catalogue records for the ISO/IEC
24029 series on assessment of the robustness of neural networks [22], [23]; the national adversarial machine
learning taxonomy and terminology reference [24]; and the consensus standards for medical device risk
management and for device security risk management [25], [26]. Section 7 reports what each contains and why
none supplies the missing method. This is a targeted check of the documents a reader would reach for first, not
a systematic review, and it is reported at that strength.

Every gap claim below is therefore worded as a claim about what was not found, not about what does not exist.
That is the weaker claim and the defensible one, and a single published counter-example refutes it, which is the
correct standing for an argument of this kind. Such a counter-example would close the specific gap without
touching the specification in Section 9, whose value rests on the artefact not yet existing in a form anyone can
run.

3.2 Four mismatches between published robustness evidence and a device

Four mismatches separate published robustness evidence from anything a device manufacturer could rely on.
They are stated compactly here because Sections 4 through 8 develop their consequences and Section 9 answers
them one at a time; the point of naming them first is that the five gaps are not five unrelated shortfalls but four
category errors with five visible symptoms.

Threat-model mismatch. The most widely used threat model bounds an adversary by a norm ball around a fixed
input and lets it move freely inside that ball [6]. On a continuous glucose stream that admits perturbations no
physiological process could produce and no plausible adversary could inject: instantaneous jumps, oscillations
faster than the sensor samples, trajectories inconsistent with glucose-insulin dynamics. A threat model that
admits impossible attacks optimises defences against the wrong adversary. Sequence classifiers have been
shown to need their own attack formulation rather than a reused image-domain one [13], with the clinical case
demonstrated on electrocardiogram models [12].

Evaluation-integrity mismatch. Robustness claims in this field have a poor track record when re-evaluated by
third parties. Defensive distillation, which appears in the prior taxonomy's defence catalogue [1], was
substantially undermined by a stronger attack construction shortly after publication, in work that also defeated
a set of detection-based defences evaluated in the same paper [5]. The pattern recurred at scale: a standardised
parameter-free attack ensemble applied to more than fifty previously published models found reported robust
accuracy overstated for the large majority of them, in many cases by more than ten percentage points [8], and
subsequent work turned to raising confidence in evaluations rather than proposing defences, on the grounds
that the evaluation step is where the failures concentrate [10]. The image domain's response was a shared,
versioned, third-party-run benchmark, so that self-evaluation stopped being the unit of evidence [9]. Medical
devices have no equivalent, so a manufacturer can make an adversarial robustness claim about a controller that
nobody can check.

Platform mismatch. The published robustness numbers this paper has examined were measured on full-
precision models running on graphics processors. Deployed device models are quantised, sometimes pruned,
compiled for a microcontroller, and held inside a memory envelope smaller than the activation footprint of
many research checkpoints. Reduced numerical precision changes adversarial robustness rather than leaving
itintact [15], so the deployed model is a different object from the evaluated one in exactly the property under
evaluation.

Outcome mismatch. The unit of account in the literature is a change in model accuracy; the unit of account for
a device is patient harm, and the mapping between them is neither monotonic nor uniform. A misclassification
an existing interlock absorbs is not a clinical event. A small, sustained, undetected bias toward over-delivery is
one, even though it registers as a smaller accuracy change. The stakes were raised early and prominently for
medical machine learning generally [11], but raising stakes is not quantifying them.

4. Gap 1: No Found Instance of Empirical Testing on Real Devices
The work behind this paper found no published instance of an adversarial robustness evaluation executed
against a marketed medical device, or against a declared hardware surrogate of one. The work it did find,
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including the author's own published taxonomy, is built from literature synthesis rather than from red-team
results on production systems [1], [2].

That sentence is deliberately self-implicating, and the self-implication is the point. A taxonomy assembled from
published sources inherits the coverage of those sources. If the underlying literature contains no adversarial
test executed against a real insulin pump, then no amount of careful classification will produce one, and a reader
who mistakes a well-organised catalogue for an evidence base has been misled by the organisation rather than
by any individual claim. The honest description of the current state is that the field knows, in structured detail,
what could be done to these devices, and that nothing measured on the devices themselves was found
describing what happens when it is.

The reasons are structural rather than a matter of insufficient interest. Production devices are regulated, so
testing one in clinical use is not a research decision. Manufacturer firmware is closed, so an external group
cannot instrument the controller under test. Devices safe to attack, being bench units or engineering samples,
are not distributed to researchers. And the datasets that do exist are patient telemetry, governed by access
controls that do not contemplate adversarial experimentation. Every obstacle is legitimate, and together they
make the most needed class of experiment the least available.

Abenchmark does not remove those obstacles, but it changes what they block. If a specification defines a device
profile, a resource envelope, a signal modality and an attack budget precisely enough, then a researcher without
device access can still test a faithful surrogate at the correct tier; and a manufacturer with device access can run
the identical protocol internally and publish comparable numbers. The obstacle stops being a wall and becomes
a division of labour. That only works if both parties are running the same protocol, which is the requirement
Section 9 states.

Requirement it generates. The benchmark must be runnable on a declared surrogate at a declared tier, with the
device profile and resource envelope specified precisely enough that a manufacturer's internal run and an
external run are comparable results rather than two unrelated studies.

5. Gap 2: Robustness Is Not Connected to Clinical Harm

Itis well established that a perturbation can fool a model, including in the clinical setting, where the stakes were
raised for medical machine learning generally [11] and small perturbations were shown to change the
diagnostic output of an electrocardiogram model [12]. The work behind this paper found no published study
that quantifies, for a specific closed-loop device, what a successful perturbation means for patient harm. The
nearest thing found was severity rating by expert judgement or by simulation, including in the author's own
taxonomy, whose limitations section records that its clinical impact severity ratings derive from simulation
studies [1].

The gap is not a failure of concern. It is a missing translation layer. Reported robustness is a property of a
classifier; harm is a property of a patient and a delivery mechanism over time. Getting from one to the other
requires knowing which model failures the surrounding system absorbs, which it propagates, how quickly a
propagated failure reaches a clinical consequence, and whether that consequence is reversible. None of that
information is in an accuracy delta.

The artificial pancreas is an unusually tractable place to build that translation, which is part of why the
specification is grounded there. Glycaemic control already has accepted outcome measures, including time in
range and time below range, and the clinical consequences of dosing error are directional and asymmetric in a
way clinicians describe consistently: over-delivery and under-delivery are not symmetric risks, and their time
courses differ. A benchmark for this device class can therefore classify an induced failure by its clinical
consequence rather than only by its statistical form. Table 2 proposes a structure for doing so.

That structure has to be positioned carefully, because medical device engineering already has a consensus
framework for harm and it is not this one. Risk management for medical devices is governed by a published
consensus standard under which harm is characterised by severity and by probability of occurrence across the
device lifecycle [25], and security risk management for devices is specified as a process performed inside that
safety process rather than beside it [26]. Table 2 is not a competing severity scale and must not be read as one.
Its four classes capture what the severity dimension does not: whether an induced model failure was contained,
by what, and whether anything in the declared configuration would have surfaced it. Those are containment
and observability properties of the system around the model, and recording them is what makes a severity
estimate under [25] possible at all. Severity classes without a containment record hand the risk file a number
it cannot trace; a containment record that never maps to severity produces results no risk file can use. Section
9 requires both, in that order.
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Table 2. A proposed structure for recording how an induced failure was contained and whether it was
observable, so that the result can be carried into a severity and probability estimate under the applicable risk

management standard [25] rather than substituting for one.

Severity class

Definition

What the benchmark must record

S0, absorbed

The induced model failure is contained by
an existing safety interlock or constraint
outside the model, and no change in
delivered therapy results.

That the interlock, not the model,
provided the containment, and
which interlock it was. A robustness
figure that silently credits the model
for an interlock's work is
misattributed.

S1, transient

Delivered therapy deviates, but the
deviation is self-correcting within the loop's
own response and does not leave the
accepted control range.

Magnitude and duration of deviation,
and whether correction depended on
patient action.

S2, sustained and
detectable

Delivered therapy deviates persistently in a
direction that leaves the accepted range,
and the deviation is observable to the
patient or to a monitoring path.

Direction, magnitude, time to leave
range, and which monitoring path
surfaced it.

S3, sustained and silent

Delivered therapy deviates persistently and
the deviation is not surfaced by any
monitoring path in the declared
configuration.

Direction, magnitude, time to
consequence, and the reason no path
surfaced it. This class is where a
robustness figure and a harm figure

diverge most sharply.

The classes are structural; instantiating them for a given device requires clinical input that is outside this paper's scope,
and no failure is assigned to any class here because no adversarial test was run.

Two features of that structure matter. First, class S3 is not the class with the largest accuracy change. A silent, sustained,
small bias can be more dangerous than a large, obvious, immediately detected failure, and any evaluation that ranks defences
by accuracy retained will systematically under-weight it. Second, class SO exposes a misattribution that current reporting
invites. When a system-level interlock absorbs a model failure, the model looks robust and is not. Recording which
mechanism did the containing is cheap and prevents an entire category of false confidence.

Requirement it generates. Every induced failure must be recorded with its containment mechanism and its observability
in the declared configuration, and mapped from there onto a clinical harm severity expressed in the terms the applicable risk
management standard already uses [25], so that defences are comparable on harm as well as on retained accuracy.

6. Gap 3: No Found Validation of Defences on Constrained Hardware

The work behind this paper found no published instance of a proposed adversarial defence whose robustness was measured
on the constrained hardware these devices actually run. An implantable with under 256KB of RAM cannot simply inherit
defences benchmarked on GPU clusters.

The prior taxonomy already contains the cost half of this analysis. Heavier defences, including full adversarial training and
model ensembles, carry compute overhead that makes them realistically deployable only at the cloud tier. Lighter options,
including feature squeezing and detection-based approaches, suit severely constrained implantables because they add
minimal latency and memory footprint [1], [7]. That assessment is established and is not re-derived here.

What is missing is the other half of the same table: for each defence at each tier there should be a robustness column measured
on that tier, and there is not one. The resulting reporting asymmetry has a predictable direction of error. Cost is assessed
from documented resource requirements, which port across platforms reasonably well. Robustness is assessed from
published experiments, which do not port at all, because reduced numerical precision alters adversarial robustness [15] and
the deployed model is quantised. The constrained tiers therefore carry a well-characterised cost beside a robustness figure
imported from a platform they do not resemble, and a manufacturer reading that table would conclude, reasonably and
wrongly, that a cheap defence's published robustness number applies to the part they are shipping.

This is why the specification in Section 9 treats hardware tier as a stratification axis rather than a caveat. A caveat is a
sentence appended to a number. An axis means the number does not exist except at a specified tier. Figure 2 shows the tier
envelopes and the tuple that must accompany every robustness figure inside them.
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Requirement: every robustness number is reported inside a
declared resource envelope

lier envelopes are the axis a benchmark must stratify along

[ B
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- \ J
r W e =
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Wearable duty-cycled radio, daily recharge
- J . o
( N
Tier 3 companion phone or bridge: general-purpose CPU,
Gateway intermittent connectivity
. . »
8 h 8
Tier 4 effectively unbounded compute; the only tier
Cloud where heavy defences are deployable
\ J J
for every (defence, attack, tier) cell, publish this tuple
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robust performance,
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fixed suite
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silicon

Figure 2. Hardware tier envelopes as a benchmark stratification axis, with the report tuple required
for every cell. The report slots are empty deliberately: they are fields to be measured, and none was
measured here.

The tier definitions and the cost asymmetry they encode are from the author's prior taxonomy [1]; the
requirement that a robustness figure be reported inside a declared envelope is this paper's.

There is a second-order consequence worth naming. Because the deployed artefact differs from the research
checkpoint in precision, size and sometimes architecture, robustness must be measured after the compression
step, not before it and inherited. That single sequencing requirement invalidates most of the way robustness
evidence is currently produced and reported for embedded targets, and it is not expensive to satisfy. It requires
only that the benchmark test the artefact that ships.

Requirement it generates. Robustness must be measured on the artefact as compressed and loaded at a declared
tier, after the deployment transformation rather than before it, and published in the same cell as the resource
cost of the defence at that tier, so that a defence's cost and its robustness are established on the same silicon
rather than one being documented and the other imported.
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7. Gap 4: No Testing Standard Aligned to Regulatory Expectation

The targeted search described in Section 3.1 found no regulator-aligned testing standard for adversarial
robustness of the kind that exists for functional safety testing, so manufacturers have no consistent bar to test
against.

This claim needs care, because a related claim is already published and this paper must not re-make it. The
author's prior work on continuous glucose monitoring security mapped threats to specific regulatory
requirements and to established control and technique catalogues [4], and the prior taxonomy aligned its
defence recommendations with regulatory cybersecurity and Al lifecycle guidance [1]. That is control mapping.
Control mapping answers the question of what a manufacturer should have in place. It does not answer how
the manufacturer demonstrates that what they have in place works, or what bar the demonstration must clear.
Those are the questions a testing standard answers, and they are separate questions. A device can be fully
mapped to every applicable control and still ship a controller whose adversarial robustness has never been
measured, because no control in any current catalogue specifies an adversarial robustness test method or a
threshold.

The regulatory record supports the distinction, and it has recently moved. The current final premarket
cybersecurity guidance for medical devices was reissued on 3 February 2026, superseding the version of 27
June 2025 [16]. The reissue is a quality-system realignment rather than a change of technical expectation:
references to subsections of the device quality system regulation were replaced by clauses of the quality
management system standard that the regulation now incorporates by reference, and the language in the
security controls section that pointed at the superseded design-control subsections was removed. The security
testing expectations carried across unchanged, and they are the established security-engineering ones: a secure
product development framework, threat modelling, a software bill of materials, vulnerability scanning, fuzz
testing and penetration testing across the total product lifecycle. Those methods target implementation flaws
in software and protocols. They are not adversarial robustness evaluation, and they do not become adversarial
robustness evaluation when the device contains a model, because the failure mode is different in kind: the
model is behaving exactly as implemented and has been steered by a valid-looking input.

Gap 4's premise therefore survives the reissue, and the reissue is what makes the premise worth restating
rather than what undermines it. A premarket cybersecurity guidance was revised in 2026, cybersecurity
became a quality system element in the same month, and no adversarial robustness test method or threshold
entered the document in the process. Separately, the guidance addressing artificial-intelligence-enabled device
software functions across the lifecycle remains a draft as of the date of writing [17], and its focus is lifecycle
management and performance monitoring rather than a prescribed adversarial robustness test method. That
status should be re-checked by any reader relying on this section, because a draft can finalise and this argument
is time-stamped.

Four further documents have to be addressed, because they are what a reader reaches for before accepting a
negative claim about standards. Each is real, each is relevant, and none of them closes this gap, for reasons that
are specific rather than dismissive.

Robustness assessment for neural networks. A two-part consensus deliverable on assessment of the robustness
of neural networks exists. Part 1 is a technical report whose stated purpose is to provide background about
existing methods for assessing the robustness of neural networks [22]. Part 2 is a standard whose stated
purpose is to provide methodology for the use of formal methods to assess robustness properties, focused on
how to select, apply and manage formal methods to prove such properties [23]. This is the closest existing
artefact to what Gap 4 asks for, and the claim has to be narrowed against it rather than routed around it. Three
things separate them. Both deliverables are domain-general: not written for, scoped to, or recognised for a
medical device or a clinical signal, so they supply no clinically denominated perturbation budget and no patient
stratification. Part 2's instrument is formal proof over a network's input space, a different instrument from
empirical evaluation under a fixed adaptive attack suite and the one least likely to stay tractable on a quantised
artefact at the constrained tiers. And neither states a pass condition for a device, which is the object a
submission needs. What they do establish, and this paper concedes it plainly, is that robustness assessment is
already a subject of consensus standardisation. What is missing is not the idea of a robustness standard but a
device-realistic instantiation of one.

Adversarial machine learning terminology. A government adversarial machine learning taxonomy and
terminology reference for attacks and mitigations exists in final form [24], and it is already used in the author's
published taxonomy for what it is built for, a common vocabulary [1]. Its own framing is that it is intended to
inform other standards and future practice guides; it defines no conformance test and sets no pass threshold.
The same holds for MITRE ATLAS, which supplies a shared vocabulary of adversarial tactics and techniques
against Al systems and is genuinely useful for that [18]. A vocabulary is not a test standard: it lets two parties
name the same attack, not agree on whether a defence passed. That is not a criticism of either document but a
statement of which class of artefact they belong to.
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Risk management, and security risk management. Medical device risk management is governed by a consensus
standard under which harm is characterised and controlled across the device lifecycle [25], and security risk
management for devices is specified as a process performed inside that safety process rather than parallel to it
[26]. Section 5 states how Table 2 sits relative to [25], and the position is deliberate: this paper adds nothing to
the risk management framework and asks for nothing in it to change. What neither standard supplies, because
neither is a test-method standard, is the measurement a risk file is waiting for. A security risk management
process can require that adversarial manipulation of a model be treated as a hazard, and that a control be
identified against it, and still leave entirely open by what method and against what bar that control is shown to
work. That open question is Gap 4, stated in the vocabulary of the standards surrounding it.

The contrast with functional safety is instructive, and the mechanism can now be named rather than gestured
at. The regulator maintains a list of recognised consensus standards and modifies it periodically, most recently
in February 2026, expressly to assist manufacturers who elect to declare conformity with a consensus standard
to meet certain requirements for medical devices [21]. That mechanism gives a functional safety claim a named
standard, a defined method and a defined pass condition, and makes a declaration of conformity a reviewable
object rather than an assertion. The device security risk management standard above has been recognised
through it [26]. No adversarial robustness test method has. So the position, stated to this author's knowledge
as of the date of writing and on the basis of the check described in Section 3.1, is narrower and firmer than an
unqualified negative: robustness assessment standards for neural networks exist and are not device standards;
a device security risk management standard exists and is recognised, and is not a test method; and nothing
found on the recognised list specifies an adversarial robustness test method or threshold for a machine learning
component in a medical device.

The absence has an under-appreciated cost. Without a bar, the rational strategy for a manufacturer is to say as
little as possible about adversarial robustness, because a specific claim invites scrutiny it cannot resolve while
silence does not. A standard converts adversarial robustness from a reputational liability into a compliance
item, and that is the change which makes manufacturers willing to measure and publish. It is also how a
benchmark, a technical artefact, becomes a regulatory one.

Requirement it generates. The benchmark must be specified as a referenceable test plan with a versioned
protocol and defined reporting, so that a premarket submission can cite a protocol version and a regulator can
read the result against a fixed method rather than a self-designed one.

8. Gap 5: Almost No Time-Series Benchmarks, and None for the Closed Loop

The work behind this paper found one adversarial robustness benchmark for a physiological time-series
modality [14], and none for continuous glucose readings or electrocardiogram traces in a closed-loop control
setting. Set against the image domain, where a shared versioned benchmark has been maintained for years [9],
that is the imbalance in a sentence, and it matters because a field's tooling and intuition follow its benchmarks.
The imbalance is not neutral, because tooling encodes assumptions and the assumptions in image-domain
adversarial tooling are wrong for physiological streams in four respects. Inputs are treated as independent
rather than as windows over a continuing signal, so an attack persisting across windows is not naturally
expressible. Budgets are pixel norms, with no clinical interpretation and no physiological constraint. There is
no rate-of-change limit, so nothing prevents a nominally in-budget perturbation from being physically
impossible. And evaluation is per-sample, which obscures whether a defence fails on particular patients rather
than uniformly. Foundational work established that time-series classifiers need their own attack treatment [13],
and the clinical case was demonstrated on electrocardiogram models where the perturbations needed to
change a diagnostic output were small [12]. What follows is not only that the attacks exist but that the
evaluation apparatus needs rebuilding for the modality.

The one benchmark found is also the strongest argument that this paper's ask is achievable rather than
aspirational, and it belongs in the foreground. An adversarial robustness benchmark has been constructed for
electroencephalogram-based brain-computer interfaces, covering a physiological time-series modality with
cross-subject evaluation [14]. That work settles the feasibility question: a physiological signal domain can
support a standardised robustness benchmark with subject-level evaluation, and someone has already built
one. The remaining question is not whether it can be done but why it has not been done for the modality where
the model actuates rather than only classifies, and what such a benchmark would have to add.

The closed-loop case adds a requirement the classification benchmarks do not have. In a classification setting,
a successful attack changes a label. In a closed-loop setting, it changes a therapy delivered over time, and the
loop responds to its own output. An adversarial evaluation that stops at the model boundary will therefore miss
the loop dynamics that determine whether a perturbation becomes a clinical event. The benchmark must
evaluate the model in the loop, which is why Figure 3 specifies the closed-loop chain as the setting under test
rather than the controller alone.
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Requirement it generates. Perturbation budgets must be expressed in clinical signal units with physiological
plausibility and rate-of-change constraints, and the evaluation must span the closed loop rather than terminate
at the model's output.

9. Requirements for a Device-Realistic Benchmark

This section is the paper's contribution. It states what a device-realistic, hardware-constrained adversarial
robustness benchmark for Al-enabled medical devices would have to contain, and why each element is not
optional. It is a specification. It is not instantiated, no cell of it is populated, and no robustness value appears
anywhere in it or in this paper.

9.1 Structure: five stratification axes, seven requirements

Two structures are in play and the relationship between them should be stated before either is used. Five axes
define what a benchmark cell is: a cell is one point in the product of device tier, signal modality, patient stratum,
threat model and clinical harm severity. Seven requirements define what the benchmark must do, and they do
not stand in one-to-one correspondence with the axes. R1 to R4 and R6 specify how the five axes are populated
and reported. R5 specifies what accompanies every cell regardless of where it sits. R7 specifies who has to write
the thing for it to be used. Figure 3 shows the axes and the setting they apply to; the requirements follow it.

Specification structure: what a device-realistic
adversarial robustness benchmark must stratify along
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Figure 3. The proposed specification structure. The upper band is the setting under test, the closed-
loop chain with the three trust boundaries outside the manufacturer's control, taken from the prior
taxonomy [1]. The five axes below are this paper’s specification. A benchmark cell is one point in their
product, scored with the full cost tuple of Figure 2. No cell is populated here.

R1. Device tier, and the artefact under test. Every result is reported at a declared tier: severely constrained
implantable, moderately constrained wearable, controller or gateway, or cloud. The model evaluated must be
the deployed artefact, quantised and loaded for that tier, not a full-precision research checkpoint. This is R1
rather than a footnote because reduced precision changes the property being measured [15], so a pre-
deployment number is not a conservative estimate of the deployed one. It is a number about a different model.
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Because most researchers will never hold a production device, R1 stands or falls on what counts as an
acceptable substitute, and Section 4's division-of-labour argument rests on that term being defined rather than
invoked. A surrogate is faithful here when four conditions are declared and met: same model architecture and
parameter count as the target; same numerical representation from the same quantisation procedure, verified
by bit-exact agreement of the quantised weights; peak RAM, flash footprint and added latency within a declared
tolerance of the target's, measured on the surrogate and stated in the cell; and clean performance on the pinned
split within a declared tolerance of the target's. The tolerances are part of the declaration rather than fixed here,
because they are what a manufacturer and an external group would have to negotiate first. A surrogate failing
any of the four is reported as a distinct tier entry rather than a stand-in, which keeps the failure visible instead
of averaging it into the target's row.

R2. Signal modality, with clinically denominated budgets. Perturbation budgets are expressed in the signal's
own clinical units, with physiological plausibility constraints and rate-of-change limits, rather than as pixel-
space norms carried over from image work [13]. The threat model additionally declares an adversary entry
point ata named trust boundary, sensor-to-controller, controller-to-pump, or device-to-cloud, together with the
access class assumed at that point, white, grey or black box, and a query budget. Without a declared entry point
and query budget, a robustness figure describes an adversary nobody has specified.

R3. Patient stratification. Results are reported per patient and at the worst-case patient, defined as the
minimum over the per-patient results with the cohort size stated alongside it, never only as a cohort mean,
using patient-disjoint splits fixed and published before evaluation. Independent precedent for stratifying by
subject rather than pooling exists in the adversarial literature itself: the one adversarial robustness benchmark
found for a physiological time-series modality evaluates across subjects [14], so subject-level reporting is
already established practice where such a benchmark has been built. The closest supporting precedent
available to the author is by analogy rather than by direct evidence, and Section 10 gives it: in developing an on-
device anomaly detector, a single global detection threshold performed inconsistently across patients because
glucose-insulin dynamics vary meaningfully by individual, which forced a move to patient-based cross-
validation and per-patient hyperparameter tuning [3]. That was an anomaly-detection and generalisation
finding rather than an adversarial one, and it is presented as such. Its implication for benchmark design is
nonetheless direct and does not depend on it being adversarial: if a population-level average can hide per-
individual failure for a benign generalisation problem on this signal, it can hide per-individual failure for an
adversarial one, and the reporting convention that permits the hiding is the same convention. A cohort mean is
the wrong summary statistic for a device that is worn by one person at a time.

R4. Threat model, versioned and externally fixed. The attack suite is standardised, adaptive, parameter-free
where possible, and fixed by the benchmark rather than chosen by the party reporting the result. The rationale
is the evaluation-integrity record in Section 3: self-designed evaluations have repeatedly overstated robustness,
at scale and by wide margins [5], [8], [10], and the image domain's remedy was a shared versioned benchmark
rather than better individual practice [9]. Adopting a fixed suite is the single highest-leverage requirement in
this list, because it is the one that makes every other number comparable.

R5. Cost reported alongside robustness. Every cell publishes the full tuple of Figure 2: clean performance,
robust performance under the fixed suite, peak RAM, flash footprint, added inference latency, energy per
inference, and an explicit determination of whether the defence fits the declared envelope. A robustness figure
without a cost figure is not actionable at the constrained tiers, because the deployment question there is not
which defence is strongest but which defences fit at all. Reporting the pair converts the tiering from a
recommendation into a measurement.

R6. Clinical harm severity mapping. Each induced failure is recorded with its containment mechanism and its
observability using a structure such as Table 2, so that a defence credited with robustness is not in fact being
credited for an interlock's work, and is then mapped onto a severity expressed in the terms the applicable device
risk management standard already uses [25] rather than onto a scale invented for the benchmark. Defences are
compared on harm as well as on retained accuracy, because the two orderings differ and the harm ordering is
the decision-relevant one.

R7. Joint governance and regulatory referenceability. The specification is developed jointly by researchers,
manufacturers and the regulator, published as a versioned test plan, and structured so that a premarket
submission can cite a protocol version. This requirement is organisational rather than technical, and it is the
one most likely to be treated as optional. It is not. A benchmark written by researchers alone will assume device
access that manufacturers will not grant. One written by manufacturers alone will not be trusted. One written
without regulatory involvement will not be cited in a submission, and a benchmark nobody cites in a submission
does not change what gets built. Section 7's argument applies here directly: the specification must be
distinguishable from, and complementary to, existing control mapping and the existing robustness assessment
and risk management standards [4], [16], [18], [22], [23], [26].
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9.2 Protocol: a reference harness skeleton
The seven requirements imply an ordering, because several of them constrain steps that must happen before
others. Figure 4 states that ordering as a protocol.
Proposed evaluation protocol: a reference harness
skeleton, with no results attached
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Figure 4. The proposed evaluation protocol. Steps 3, 5 and 6, deploying before attacking, measuring
on-device cost per patient, and mapping failures to clinical harm, are the steps absent from current
practice and the ones that make the protocol device-realistic. Nothing in this paper executes it.

Three ordering constraints in that flow are load-bearing. Deployment precedes attack, because the artefact
under test must be the one that ships (R1). The patient-disjoint split is pinned and published before evaluation,
because a split chosen after seeing results is not a held-out split (R3). And the protocol version is frozen and re-
run against later defences, because a benchmark whose method drifts produces numbers that cannot be
compared across years, which defeats its purpose (R4, R7).

9.3 Which requirement closes which gap

Table 3 maps the requirements back to the gaps, so that the specification can be audited against its
motivation rather than taken on trust.

Requirement Gap it closes How it is evaluated
R1. Declared tier and declared Gap 1, no found empirical testing | Device profile, resource envelope
faithful surrogate; test the on real devices, which the and surrogate fidelity tolerances
deployed, quantised artefact surrogate declaration is what declared in advance; model
makes tractable; Gap 3, defences | loaded at target tier before any
unvalidated on constrained attack is run; envelope
hardware conformance reported per cell
R2. Clinically denominated, Gap 5, rarity of time-series Budget stated in signal units with
physiologically constrained benchmarks; contributes to Gap rate-of-change limits; adversary
budgets; declared entry point 2 entry point named at a trust
and query budget
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boundary; access class and query
budget fixed per cell

R3. Per-patient and worst-case
reporting on pinned patient-
disjoint splits

Gap 2, robustness disconnected
from harm at the individual level;
contributes to Gap 1

Split published before evaluation;
per-patient results and worst-
case patient reported; cohort
mean permitted only as a
secondary figure

R4. Fixed, adaptive, externally
specified attack suite

Gap 4, absence of a bar to test
against; contributes to Gap 1 by
making independent runs
comparable

Suite and its version supplied by
the benchmark, not the reporting
party; protocol version recorded
with every result

R5. Full cost tuple published with
every robustness figure

Gap 3, unvalidated cost-
robustness pairing on
constrained tiers

Peak RAM, flash, added latency,
energy per inference measured
on the target tier; explicit fit
determination against the
envelope

R6. Containment and
observability recorded, then
mapped to clinical harm severity
[25]

Gap 2, robustness not connected
to clinical harm

Each induced failure recorded
with its containing mechanism
and whether any monitoring
path surfaced it, then mapped to

a severity in risk-management
terms; defences ranked on harm
as well as accuracy

R7.Joint governance; versioned,
citable test plan

Gap 4, no regulator-aligned
testing standard

Specification co-developed and
published with version
identifiers; premarket
submissions cite a protocol
version rather than a bespoke
method

Table 3. Benchmark requirement against the gap it closes and the means of evaluation. The primary attribution
in each row is the gap whose section generates that requirement, so the table can be read against Sections 4
through 8 without reconciliation. Secondary contributions are stated where they exist, because the mapping is
many-to-many: no single requirement closes a gap alone, which is the reason the specification has to be adopted
as a set rather than piecemeal.

9.4 What the specification deliberately does not do

Three exclusions are worth stating, because a specification is defined as much by its limits as by its contents.

It does not propose new defences. The candidate defence space for this device class is already catalogued [1],
and the argument of this paper is that the catalogue's problem is unmeasured entries rather than missing ones.
It does not propose new attacks. The attack taxonomy is likewise established [1], and the requirement in R4 is
that a suite be fixed and externally specified, not that it be novel. Standardisation, not novelty, is the contribution
being asked for.

It does not map controls to regulatory requirements. That work exists [4], and repeating it would confuse a
control map with a testing standard, which is precisely the confusion Section 7 argues against.

9.5 A minimum viable vO

A requirements list nobody can start from is advocacy. This subsection therefore proposes one concrete
configuration, enough to fill a single cell, so the specification can be argued with at the level of its parameters
rather than only its principles. No result is attached to any of it. Nothing in this configuration was run, no attack
was executed, and no number here is a measurement. The values are first cuts chosen to be criticised and
replaced; the point of stating them is that a first cut can be improved and an unspecified requirement cannot.
Dataset and cohort. The OhioT1DM dataset, which contains eight weeks of continuous glucose monitoring,
insulin, physiological sensor and self-reported life-event data for each of twelve people with type 1 diabetes,
with a glucose value recorded every five minutes [27]. It is proposed as the v0 corpus for three reasons: it is
publicly available for research, it is real patient telemetry rather than simulator output, and six of its twelve
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contributors are the cohort behind the author's own prior on-device work [3], so a v0 built on it inherits a
documented baseline of ordinary, non-adversarial behaviour. Patient-disjoint folds over all twelve contributors,
pinned and published before any attack is run.

Tier and artefact. Tier 2, the moderately constrained wearable, on an ARM Cortex-M class part, declared with
its RAM, flash and clock figures in the cell. The artefact under test is the model after post-training integer
quantisation of weights and activations, loaded on the target part or on a surrogate meeting the four fidelity
conditions in R1. Tier 2 rather than Tier 1 is proposed for v0 because the grounding device class is a wearable
pump and monitor, and because a vO whose first cell is the hardest cell will not be filled.

Perturbation budget, in clinical units. The budget is expressed on the glucose signal in mg/dL, not as a pixel-
space norm, and it is constrained twice. The rate constraint comes first: perturbations may not imply a rate of
change above 3 mg/dL per minute, the boundary at which the trend-arrow conventions in clinical continuous
glucose monitoring practice report change as rapid [28]. The per-sample constraint follows, because a five-
minute sampling interval [27] and a 3 mg/dL per minute ceiling together bound a single sample's admissible
displacement at 15 mg/dL. The v0 budget is therefore an infinity-norm bound of 15 mg/dL per sample with the
rate ceiling enforced across the whole attack window, which excludes by construction the instantaneous jumps
and impossible trajectories a pixel-norm budget admits. Both numbers are proposals: the rate ceiling is the one
with external grounding, the per-sample figure is derived from it, and a benchmark committee may well
conclude that a tighter sustained bias is the more dangerous adversary and set a smaller number over a longer
window.

Entry point and access class. The sensor-to-controller link as the declared entry point, black-box access, and a
query budget declared per cell. That combination is proposed for v0 because it is the weakest set of adversary
assumptions under which the documented radio-layer reachability of these devices [19] still permits an attack,
which makes it the assumption a manufacturer is least able to dismiss.

Attack set. Assembled from techniques already established in the literature this paper cites, not newly invented,
because R4 asks for standardisation rather than novelty. Three white-box attacks re-parameterised to the
clinical budget above: projected gradient descent within the constrained norm ball [6], the Carlini and Wagner
construction [5], and the time-series adaptations shown to be necessary for sequence classifiers rather than
reusable from the image domain [13]. One query-limited black-box attack, matching the declared access class,
of the kind carried in the parameter-free ensemble that exposed overstated robustness at scale [8]. The suite is
versioned and supplied by the benchmark, and the reported figure is the worst case across the suite rather than
the mean, following the practice that made the image-domain benchmark informative [8], [9].

Report. Exactly the tuple of Figure 2, at the declared tier, per patient and at the worst-case patient, with each
induced failure recorded against Table 2 and carried into a severity estimate in risk management terms [25].
That is one cell. Filling it would produce the first adversarial robustness figure for a closed-loop medical device
controller that is reported at a declared tier; in clinical units, per patient, against an externally fixed suite, with
its resource cost attached. This paper has not filled it, and does not estimate what filling it would show.

10. A Worked Illustration of Honest On-Device Evaluation

The requirements in Section 9 are easier to accept if there is an example of what disciplined on-device
evaluation looks like in this domain, including what it declines to claim. The author's separately published
anomaly detector serves that purpose [3]. It must be read with one boundary held firmly in place, and the
boundary is stated before the numbers rather than after them.

This section reports anomaly-detection performance. It does not report adversarial robustness, it is not
evidence of adversarial robustness, and it must not be read as such. The detector was validated against device
malfunction and anomaly patterns, not against adversarially crafted inputs. No attack was run against it. The
distinction is not a formality: an anomaly detector's ability to flag naturally occurring irregularities says nothing
about its behaviour under inputs designed specifically to evade it, and conflating the two is one of the more
common ways adversarial claims get manufactured out of non-adversarial evidence.

With that established, three properties of the work illustrate requirements from Section 9.

On-device footprint, illustrating R1 and R5. The detector is a 95KB on-device autoencoder, evaluated on
anomaly detection rather than under attack, that runs with negligible added latency. Those figures are reported
for the artefact as deployed, not for a training-time checkpoint, and they are reported in the units R5 asks for:
memory footprint and added latency, alongside detection performance rather than instead of it. What they
constitute is a partially populated cost column, and the shortfall is worth naming precisely, because this is the
one place where the author's own prior reporting can be held against the standard proposed two sections
earlier. R5 asks for seven fields. This supplies model size, which is not the same quantity as peak RAM, and a
latency claim of negligible, which is a characterisation rather than a value in milliseconds. Flash footprint,
energy per inference and an explicit envelope-fit determination are absent, and robust performance is absent
because no attack was run. Two of seven fields, one of them approximate. That is more than most of the
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literature reports for a model it calls deployable, and it is still not what R5 requires: the standard proposed here
is one the author's own published work does not yet meet.

Architectural placement, illustrating R6. The detector runs as a parallel safety monitor, in the anomaly-detection
role for which it was built and evaluated. It observes the clinical path and raises an alert; it never writes back to
the dosing decision. Figure 5 shows the placement. This matters for harm-severity reasoning in both directions.
It bounds the harm the monitor itself can cause, since a false positive produces an alert rather than a dose
change. It also means the monitor cannot be credited with containing a failure it merely observed, which is the
misattribution R6 and severity class SO in Table 2 are designed to catch. Nothing about the placement bears on
how the detector would behave under adversarial input, because that was never tested.

A worked illustration of honest on-device evaluation: a
monitor that never touches the dosing path

CLINICAL DECISION PATH

CGM Control Dose Insulin
reading algorithm decision delivery
\ -

\ . 3
\ /s x never wrires back
\ - to the ..'"1,'\.')/,1_’ decision

\ .

PARALLEL SAFETY MONITOR .
ki .

Autoencoder anomaly detector Alert,

95 KB on-device model not override
Reported performance, from separately published work: I°1 0.76
across four patient-based validation configurations (0. 73588 (o

0.7671, mean 0.7620. SID 0.0037), over 300.000 \(”H’I'/'.;'\ from six
Ivpe 1 diabetes patients. These are ANOMALY-DETECTION results
They are NOT adversarial robustness results, they are not
evidence of adversarial robustness, and they must not be read

as such

Figure 5. The detector's placement outside the dosing path. The layout was developed by the author

for unpublished internal work and is used here for the first time in print. The performance figures

shown are anomaly-detection results from separately published work [3]. They are not adversarial
robustness results and are not evidence of adversarial robustness.

Patient-based validation, illustrating R3. This is the property with the most direct bearing on the specification.
During development, a single global detection threshold performed inconsistently across patients, because
glucose-insulin dynamics vary meaningfully by individual. The response was to move to patient-based cross-
validation and per-patient hyperparameter tuning rather than a single global configuration. The resulting
figures, which are anomaly-detection scores and not robustness scores, were per-patient F1 between 0.7588
and 0.7671 across four patient-based validation configurations, with a mean of 0.7620 and a standard deviation
of 0.0037, over more than 300,000 samples from six Type 1 diabetes patients in the public OhioT1DM
continuous glucose monitoring dataset [27]. The overall anomaly-detection figure is an F1 of 0.76 [3]. No
adversarial input was involved in producing any of those numbers.

Three observations follow. First, to repeat, this is a generalisation finding, not an adversarial one: the
inconsistency arose from ordinary inter-patient variation, not from an attack. Second, the tight final spread is a
consequence of the per-patient tuning, not a reason to skip it. A standard deviation of 0.0037 across
configurations describes performance after the design was changed to accommodate patient heterogeneity; it
is not evidence that heterogeneity did not matter, and reading it that way inverts the finding.

Third, and this is the argument the specification rests on: the reporting convention that would have concealed
the original problem is the convention the adversarial literature uses by default. Had this work reported only a
cohort aggregate under a single global threshold, the per-patient inconsistency would have been averaged into
a respectable number and the design change would not have happened. The problem was found because the
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evaluation was stratified by patient. An adversarial evaluation reporting only cohort means is exposed to exactly
that failure, on the same signal, with a worse consequence, because the per-patient variation an attacker would
exploit is the variation the average removes. R3 follows directly, and it is the requirement in Section 9 with the
closest supporting precedent, by analogy. That precedent is not adversarial evidence and does not become
adversarial evidence by being persuasive: what transfers is an argument about a reporting convention, not a
measurement.

11. Limitations

The limitations of this paper are substantial and specific, and stating them plainly is a condition of the argument
rather than a concession at the end of it.

This is a position and research-agenda paper, not an empirical study. Its contribution is a specification and the
argument for it. It contains no experiment, no measurement of any defence, and no comparative result.

No adversarial testing was performed. The author holds no attack success rates, no hardened-versus-
unhardened comparisons, and no robustness test outputs, because the prior work this paper builds on was
literature-based systematic analysis rather than empirical adversarial evaluation [1]. Nothing in this paper
simulates, estimates or illustrates such a measurement, and the figures are constructed so that the places where
a measurement would sit are visibly empty.

The gap claims are search-limited, and the search was not systematic. Section 3.1 states this in full rather than
in summary: no review protocol was registered, no screening was performed, and no records-screened count
exists for the four gaps that rest on prior literature work. Every gap is therefore worded as a claim about what
was not found. Any one of them can be refuted by a single published counter-example, and a reader who holds
one should treat the corresponding gap as closed and the specification as unaffected, since the specification's
value rests on the artefact not existing yet rather than on any gap being total.

The benchmark is specified but not instantiated or validated, including the v0. No cell of it has been populated,
no reference harness has been executed, and the specification's own usefulness is therefore argued rather than
demonstrated. The minimum viable configuration in Section 9.5 is a proposal with no results attached: nothing
in it was run, the perturbation budget and rate ceiling are first cuts rather than validated parameters, and the
derived 15 mg/dL per-sample figure is an arithmetic consequence of a cited rate ceiling and a sampling interval,
not a measured threshold of anything. It is entirely possible that instantiating the specification would reveal
requirements that are impractical as stated, or that the seven requirements are not the right seven. A
specification's first contact with implementation usually changes it.

The analysis is grounded in the artificial pancreas domain, and generalisation is argued rather than
demonstrated. The closed-loop insulin delivery setting was chosen because the author's prior work is grounded
there [1], [2], [3], [4] and because the domain is concrete enough to specify against. Whether the five axes
transfer cleanly to implantable cardiac devices, to imaging systems, or to diagnostic software as a medical device
is a claim this paper does not test. The tiering and trust-boundary structure appear likely to transfer; the clinical
harm severity classes in Table 2 are shaped by the specific pharmacodynamics of insulin delivery and would
need rebuilding for another therapy.

The only empirical figures in this paper are anomaly-detection results from prior published work, not
adversarial robustness results. The 95KB footprint, the per-patient F1 range of 0.7588 to 0.7671, the mean of
0.7620, the standard deviation of 0.0037, the sample count above 300,000, and the six-patient cohort are all
from separately published anomaly-detection work [3]. They characterise detection of naturally occurring
anomalies. They say nothing about behaviour under adversarial input, and this paper makes no adversarial
claim on their basis.

Two further boundaries. No security review board, clinical committee or regulator reviewed the prior work this
paper builds on, and no regulatory submission has been made using any of it. The regulatory argument in
Section 7 is an argument about the current state of published guidance and recognised standards, made from
the outside. Separately, that argument is time-stamped and perishable. It rests on the premarket cybersecurity
guidance as reissued in February 2026 [16], on the draft status of the guidance addressing artificial-
intelligence-enabled device software functions [17], and on the recognised standards list as most recently
modified at the time of writing [21]. Any of the three can move. A reader with access to a more current guidance
record or recognition list should check the claim rather than acceptit, and the specification in Section 9 survives
the claim being narrowed, because a benchmark is still worth having in a world where a testing standard is on
its way.

12. Conclusion
The adversarial machine learning literature has told the medical device field what can go wrong. The author's
own prior work contributed to that effort, cataloguing the attacks and candidate defences for Al controllers in
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this device class, mapping them to established technique and terminology vocabularies, and tiering the
defences by device resource profile [1], [2], [4]. That work is done and this paper does not repeat it.

What remains undone is the harder half. A manufacturer building an insulin pump controller today cannot find
out whether a given defence survives on the microcontroller they are shipping, against an adversary anyone
has specified, for the patients at the tails of their population, with a consequence anyone has classified clinically.
Not because the answer is discouraging, but because the question has no standard form in which to be asked.
Five structural gaps sustain that condition, each stated as what the work behind this paper failed to find rather
than as what does not exist: no empirical adversarial testing on real devices or declared surrogates, no link from
robustness to clinical harm for a specific device, no robustness validation inside the memory envelopes that
actually apply, no regulator-aligned testing standard, and one time-series adversarial benchmark for a
physiological modality with none for the closed loop.

The five reduce to one missing artefact. This paper has specified it: a benchmark stratified along device tier,
signal modality, patient stratum, threat model and clinical harm severity; publishing memory, latency and
energy cost alongside every robustness figure; reporting per patient and at the worst case rather than as a
cohort mean; running a fixed external attack suite against the deployed quantised artefact rather than a
research checkpoint; recording containment and observability so that harm can be estimated in the terms the
risk management standard already uses [25]; and versioned so that a premarket submission can cite it. Section
9.5 proposes a first configuration, down to a named public dataset, a device tier; a perturbation budget in mg/dL
and a rate ceiling, so that the next step is a build rather than another argument about principles.

The requirement that will decide whether this happens is the least technical one. Researchers, manufacturers
and regulators currently operate with different working definitions of what robust means for a device like this,
and each definition is coherent inside its own institution. A benchmark is simply the artefact that forces those
three definitions into one. It has to be built jointly or it will not be used, and until it is built, adversarial
robustness for Al-enabled medical devices will remain a property that is discussed, catalogued, and never
measured where it matters.
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