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Abstract 
Modern network infrastructures need to have intrusion detection systems that continue to operate accurately when there are topology changes, 
as well as adversarial manipulations of the system; when different layers of the communication protocols interact with each other; and when 
new types of behaviors occur in the system. Machine Learning techniques typically analyze individual flows, use a static threshold, do not give 
much structure, and also cannot explain how cross-layer attacks propagate through the system. In order to improve upon current limitations, 
this research proposes a predictive model integration technique utilizing the combination of Spatiotemporal Graph Convolutional Ensemble 
Validation for topology aware risk estimation; Recursive Multi Resolution Adversarial Calibration for confidence correction against evasive 
attacks; Topological Perturbation Stability Analysis for evaluating robustness; Hierarchical Attention Diffusion Validation for identifying 
anomalies at the protocol layer; and Behavioral Manifold Conformity Indexing for detecting outliers (zero-days) in the system. The sequence 
nature of this proposed architecture allows for the preservation of information flow from one level of abstraction (structural), to another 
(statistical), then to others (adversarial, hierarchical, behavioral). This allows for improvement in reliability, interpretation, and deployability. 
Preliminary results indicate an accuracy of 98.1%, an F1 score of 97.4%, an AUROC value of 98.8%, an average false positive rate of 2.9%, an 
adversary detection accuracy of 95. 2%, and a zero day detection accuracy of 93.1% in real time scenarios. 
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Introduction 
As today's complex network environments become increasingly vulnerable due to the emergence of sophisticated 
attacks from both within and outside organizations, there is growing need for advanced Intrusion Detection 
Systems (IDS) capable of identifying malicious behavior under adverse and rapidly changing environmental 
conditions. Signature based IDS are often very good at detecting previously identified forms of malicious activity; 
however, they are less effective than other types of IDS when encountering new forms of malicious activity and /or 
unrecognized traffic patterns. While machine learning techniques have significantly improved IDS predictive 
capabilities in comparison to traditional IDS solutions, many machine learning techniques employed by current IDS 
solutions continue to fail to account for the interconnected nature of devices on a given network. Additionally, many 
machine learning algorithms currently used in IDSs make use of static threshold values for determining what 
constitutes an alertable threat. Furthermore, few if any machine learning algorithms currently being applied in IDSs 
offer much insight into how the attacker has progressed from one layer of a network to another for this process.  
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Figure 1. Methodological Internal Layered Architectural Analysis 

 
This paper develops an Integrated Predictive Framework that uses five different Analytical Methods to predict the 
likelihood that a device will be compromised during an attack in process. The first method, referred to as the Spatial-
Temporal Graph Convolutional Ensemble Validation Model, provides an estimate of the risk associated with each 
device on a network & its deployments. The second method, referred to as the Recursive Multi-Resolution 
Adversarial Calibration Method, allows us to improve our confidence in our predictions by providing a measure of 
the quality of our input data (packet payload), summarizing the content of our input data (flow summary), and 
testing the robustness of our predictions against data generated through adversarial attacks. The third method, 
referred to as Topological Perturbation Stability Analysis, tests our model's ability to recover from various forms of 
perturbations including node removal, edge addition/removal and changes in traffic Volume in practical scenarios. 
The fourth method, referred to as Hierarchical Attention Diffusion Validation, tracks anomalies through multiple 
levels of abstraction (network, transport and application). Finally, we develop a fifth method, referred to as 
Behavioral Manifold Conformity Indexing, which measures whether the behavior of a particular session conforms 
to either the benign region or the malicious regions. 
Our proposed system maintains continuous data flow across all four different representations described above and 
provides significant improvements over prior work in terms of its ability to discriminate between true positives 
and false positives; its ability to increase confidence in its decisions; and its ability to detect unknown (zero-day) 
and evasion based intrusions. Preliminary evaluations indicate that our proposed system has achieved an accuracy 
rate of 98.1% (the number of instances correctly classified as positive divided by the total number of actual positive 
examples), an F1 score of 97.4%, an Area Under Receiver Operating Characteristic Curve (AUROC) of 98.8% and a 
false positive rate of 2.9% in real time scenarios. 
 
Review of Existing Models used for Analysis 
In terms of their ability to provide accurate results, the literature also show a shift away from accuracy centric 
intrusion detection to those which are both explainable as well as lightweight, stable and operatable. CANDICE 
represents an intelligent and readable way to detect potential intrusions by providing predictive outcome 
information along with human readable explanations [1], while the stability centric framework represents a change 
in focus to explanation consistency and lightweight deployments [2]. The multi-layered, adaptive RNN (Recurrent 
Neural Network) method continues to expand on this area by developing sequential traffic modeling techniques 
within computationally constraint parameters [3] while the application of lightweight ensemble learning methods 
continue to enhance decision diversity while continuing to allow for the provision of explainable results [4]. Prior 
work focused on the use of IoT devices has shown that deep representations require a transparent level of 
interpretability when being utilized in heterogeneous connected environments [5] 
Therefore, it is logical to expand upon this prior research using various forms of XAI (Explainable Artificial 
Intelligence), including LIME (Local Interpretable Model-Agnostic Explanations) centered local explanations that 
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demonstrate the specific features of traffic patterns that result in a determination of intrusion or normal behavior 
[7]. Using graph based reasoning, X-GANet was able to determine communication dependencies between nodes and 
improved the overall robustness of intrusion detection [8]; while the application of deterministic logic extraction 
for CAN-FD networks resulted in translating learned behavior into audit-able security rules [9]. Explainable deep 
learning for IoT [10] and LLM assisted eX-NIDS [11] represent the continued progression towards providing 
analysts with semantically enhanced levels of support rather than simply explaining what occurred after an event. 
FCAST-RF provided an answer to the issue of limited resources at edge-gateways through the development of a 
lightweight yet deeply interpretable classification technique [12], while ACHILLES provided generalized 
automotive intrusion detection that can be adapted to various vehicle operating conditions [13]. Through extending 
explainability beyond isolated feature attribution, the recent studies have broadened the scope of explainability 
from isolated feature attribution to include contextual, distributed and domain-specific security intelligence. By 
applying ontology driven reasoning, studies were able to establish semantic relationships between attacks, assets 
and observable events [16], in addition to establishing foundational XAI based intrusion analysis [17]. DroneGuard 
developed efficient explanation mechanisms that could be applied to resource constrained aerial networks [18]; 
while resilient transportation detection emphasized robustness across IoT enabled mobility systems [19]. Self-
attention based interpretation improved the localization of influential traffic attribute Values [20] in process. 
While federated ShuffleNet architectures added privacy preserving collaborative learning capabilities [21]. Hybrid 
explainable neural networks strengthened robustness through complementary feature learners [22]; while 
generalized XAI based network detection consolidated interpretable classification practices [23]. IoT specific 
explainability studies [24] and comparative evaluations of XAI models [25] demonstrate that there remains 
unresolved trade-offs between explanation quality, stability, and computational cost. Real time deployment for edge 
optimized industrial IoT detection addressed real time deployment needs [26]; while robust 5G/B5G frameworks 
extended validation toward highly dynamic communication environments [27]. XAI IDS established a structured 
framework for enhancing transparent network decisions [28], EMT IDNet introduced multimodal temporal learning 
for richer IoT context [29], and the TabTransformer-LightGBM model combined deep contextual encoding with 
efficient tree-based classification in smart farm networks [30]. Overall, all of these works collectively establish 
justification for an integrated framework that incorporates spatiotemporal graph learning, adversarial confidence 
calibration, topology perturbation analysis, hierarchical attention diffusion, and behavioral manifold conformity. 
This integrated framework will address the existing gap between predictive accuracy, explanation fidelity, 
structural robustness, zero day sensitivity, and practical deployability. 
 
Proposed Model Design Analysis 
An analytical architecture that is sequential and multi View is used to construct the unified intrusion-detection 
model that has been suggested. It manages five modules that collaborate to handle network structure, temporal 
behavior, packet semantics, adversarial uncertainty, protocol-layer propagation, and session-level conformance. 
These modules are responsible for handling the functions of the network deployments. The Spatiotemporal Graph 
Convolutional Ensemble Validation represents the first step in this design, which may be seen in Figure 2. Recursive 
Multi-Resolution Adversarial Calibration, Topological Perturbation Stability Analysis, Hierarchical Attention 
Diffusion Validation, and Behavioral Manifold Conformity Indexing are the subsequent steps that are carried out in 
this process. Because each module addresses a problem that was present in the module that came before it, this 
arrangement was selected. Despite the fact that the graph module illustrates how communication dependencies 
evolve over time, it does not completely rectify decisions that are made when individuals are overconfident in 
themselves. Although the adversarial-calibration function modifies these odds, it does not attempt to determine 
whether or not they remain stable in the event that the structure of the network undergoes variations. This is 
measured by the topological-stability module, while the hierarchical-attention module defines the process by which 
evidence of anything being wrong passes across different protocol layers. After that, the behavioral-manifold 
module examines each session to determine whether or not it belongs to a taught behavioral area or whether it is 
an unknown outlier. As a consequence, the final product is not only a label for an incursion, but also security 
decisions that are calibrated, topology-aware, cross-layer-explainable, and behavior Validated in practical 
scenarios. 
Let the observed network during temporal interval 𝑡 be represented by a weighted graph 𝐺𝑡 = (𝑉𝑡 , 𝐸𝑡 , 𝐴𝑡), where 𝑉𝑡  

represents active devices, 𝐸𝑡  represents communication links, and 𝐴𝑡 ∈ ℝ|𝑉𝑡|×|𝑉𝑡| contains edge weights derived 
from packet frequency, transferred bytes, duration, and protocol activity. Each node 𝑣𝑖  is associated with a 
contextual vector 𝑥𝑖(𝑡) containing device identity, encoded IP and MAC information, location, packet-size statistics, 
protocol distribution, traffic intensity, degree centrality, clustering coefficient, and temporal Variation in process. 
The normalized graph propagation used by the spatiotemporal representation is expressed Via equation 1, 

𝑯𝒕
(𝒍+𝟏) = 𝝈(𝑫̃𝒕

−
𝟏

𝟐𝑨̃𝒕𝑫̃𝒕

−
𝟏

𝟐𝑯𝒕
(𝒍)𝑾𝒈

(𝒍) + 𝒃𝒈
(𝒍))  (𝟏) 

Where 𝐴̃𝑡 = 𝐴𝑡 + 𝐼, 𝐷̃𝑡  is the corresponding degree matrix, 𝐻𝑡
(0) = 𝑋𝑡, 𝑊𝑔

(𝑙) represents trainable graph filters, and 

𝜎(⋅) represents a nonlinear activation process. We decided to go with Equation (1) because it used normalized 
neighborhood propagation, which prevents strongly linked nodes from exerting control over the representations. 
This maintains the relational relationships that are required in order to locate scanning, distributed attacks, lateral 
movement, and coordinated traffic surges. By incorporating the graph embedding across a recent observation range 
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ΔT in the procedure, it becomes evident how the situation has evolved over the course of timestamp sets. The 
continuous-time node state is written Via equation 2, 

𝒛𝒊(𝒕) = ∫ 𝐞𝐱𝐩
𝒕

𝒕−𝜟𝑻

[−𝝀(𝒕 − 𝝉)] (𝒉𝒊(𝝉) + 𝜸
𝛛𝒉𝒊(𝝉)

𝛛𝝉
)𝒅𝝉  (𝟐) 

Where ℎ𝑖(𝜏) is the graph-derived representation of node 𝑖, 𝜆 controls temporal decay, and ∂ℎ𝑖(𝜏)/ ∂𝜏 captures the 
rate of behavioural changes.  
 

 
Figure 2. Methodological Model Architectural Analysis 

 
In contrast to the derivative term, which gives more weight to abrupt changes in degree, packet rate, communication 
diversity, or graph centrality, the integral maintains attack indications that are gradually appearing after they have 
been present for some timestamped scenarios. Because of this combination, the model is able to differentiate 
between modifications that are short-term and those that are long-term or that are causing bigger incursions into 
the process. A number of distinct classifiers, such as tree-based, kernel-based, and neural classifiers, are utilized in 
order to process the spatiotemporal vector that is produced as a result of this process. If 𝑝𝑚(𝑐 ∣ 𝑧𝑖) represents the 
probability assigned by classifier 𝑚 to class 𝑐 ∈ {benign,suspicious,malicious}, the initial ensemble score is defined 
Via equation 3, 

𝑷𝒊
𝐒𝐆𝐂𝐄𝐕(𝒄) =

∑ 𝝎𝒎
𝑴
𝒎=𝟏 (𝒕) 𝒑𝒎(𝒄 ∣ 𝒛𝒊)

∑ 𝝎𝒎
𝑴
𝒎=𝟏 (𝒕)

,

𝝎𝒎(𝒕) =
𝐞𝐱𝐩[−𝓛𝒎(𝒕)]

∑ 𝐞𝐱𝐩𝑴
𝒓=𝟏 [−𝓛𝒓(𝒕)]

  (𝟑) 

where ℒ𝑚(𝑡) is the recent validation loss of model 𝑚. Dynamic weighting was chosen instead of fixed averaging 
because three major types of models: Random Forest, Support Vector Machine, and Multilayer Perceptron. Each of 
these models responds differently to changes in topology, interactions between features that do not follow a straight 
line, and trends that occur over time and have a number of dimensions for th process. With the help of Equation 3, 
the most dependable classifier in the current traffic condition is able to make a more significant contribution 
without having to eliminate decisions from the other models that assist this. The second module receives packet-

level, flow-level, and generated adversarial representations together with 𝑃𝑖
SGCEV. Let 𝑟𝑖

(𝑝)
, 𝑟𝑖

(𝑓)
, and 𝑟𝑖

(𝑎) represent 

payload, flow, and adversarial resolutions, respectively. These heterogeneous spaces are projected into a common 
latent domain Via equation 4, 

𝒖𝒊 = 𝝓(𝑾𝒑𝒓𝒊
(𝒑)

+𝑾𝒇𝒓𝒊
(𝒇)

+𝑾𝒂𝒓𝒊
(𝒂) +𝑾𝒔𝑷𝒊

𝐒𝐆𝐂𝐄𝐕 + 𝒃𝒖)  (𝟒) 

Where 𝑊𝑝, 𝑊𝑓 , 𝑊𝑎 , and 𝑊𝑠 are learned projection matrices. The payload representation includes byte frequencies, 

entropy, repeated-token ratios, and sequence irregularity in this. Statistics pertaining to duration, packet counts, 
throughput, directional imbalance, and timing are included in the flow representations. In addition, the adversarial 
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representation has modifications made to the attack characteristics that were previously present. After considering 
the fact that evasive attacks frequently appear to be harmless in one feature space but weird in another, it was 
chosen to mix them. During the recursive calibration process, a temperature-controlled logistic transformational 
method is utilized in order to alter the raw incursion probability measurement.  For iteration 𝑘, the calibrated 
probability is represented Via equation 5, 

𝑷̂𝒊
(𝒌) = [𝟏 + 𝐞𝐱𝐩(−

𝐥𝐨𝐠𝐢𝐭(𝑷𝒊
(𝒌−𝟏)) + 𝜷⊤𝒖𝒊
𝑻𝒌

)]

−𝟏

,

𝑻𝒌+𝟏 = 𝑻𝒌 − 𝜼
𝛛𝓛𝐜𝐚𝐥
𝛛𝑻𝒌

  (𝟓) 

Where 𝑇𝑘 > 0 is the calibration temperature, 𝛽 weights multi-resolution evidence, 𝜂 is the update rate, and ℒcal 
combines negative log-likelihood and calibration error. The derivative ∂ℒcal/ ∂𝑇𝑘  recursively reduces 
overconfidence or under confidence scenarios. This method complements the ensemble because high classification 
accuracy does not guarantee that a probability of 0.95 corresponds to a true 95% attack likelihood. The calibrated 
operating threshold is not fixed at 0.5. Instead, it is selected by balancing detection sensitivity, false alarms, and 
adversarial loss Via equation 6, 

𝜽∗ = 𝐚𝐫𝐠𝐦𝐚𝐱
𝜽∈[𝟎,𝟏]

[𝐓𝐏𝐑(𝜽) − 𝐅𝐏𝐑(𝜽) − 𝝁∫ |𝑷̂(𝒙 + 𝜹) − 𝑷̂(𝒙)|
𝜴𝒂

𝒅𝜹]  (𝟔) 

Where 𝛺𝑎  represents the admissible adversarial perturbation space and 𝜇 controls robustness. Levels that are 
extremely sensitive to changes made by an adversary are punished by the integral if the adversary makes even 
minor adjustments. The result of this is that Equation (6) provides us with calibrated limitations that maintain 
attack recall while simultaneously removing false alarms and unstable forecasts. Regardless of whether or not the 
network structure is altered, the third module examines whether or not the calibrated detector continues to be 
trustworthy.  

 
Figure 3. Methodological Overall Dataflow Analysis 
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For perturbation scenario 𝑞, the baseline graph 𝐺𝑡  is transformed by an operator 𝛱𝑞  representing node removal, 

edge deletion, edge injection, edge reweighting, or traffic amplification Via equation 7, 

𝑮𝒕
(𝒒)

= 𝜫𝒒(𝑮𝒕; 𝝆𝒒),

𝑨𝒕
(𝒒)

= 𝑨𝒕 + 𝝆𝒒𝜟𝑨𝒒 − 𝝆𝒒𝑹𝒒

  (𝟕) 

Where 𝜌𝑞 ∈ [0,1] is the perturbation intensity, 𝛥𝐴𝑞 contains injected or amplified connections, and 𝑅𝑞 contains 

removed or weakened connections. This formulation supports controlled robustness testing across multiple attack 
structures rather than evaluating the detector only on a static graph in the process. The topology-stability index 
compares baseline and perturbed predictive behaviour Via equation 8, 

𝑺𝒒 = 𝟏 − [𝜶
|𝓜𝟎 −𝓜𝒒|

𝓜𝟎 + 𝜺
+ (𝟏 − 𝜶)

𝟏

𝑵𝒒

∑𝑫𝐉𝐒

𝑵𝒒

𝒊=𝟏

(𝑷̂𝒊
(𝟎) ∥ 𝑷̂𝒊

(𝒒)
)]  (𝟖) 

Where ℳ0 and ℳ𝑞 represent baseline and perturbed performance, 𝐷JS is the Jensen–Shannon divergence between 

probability distributions, and 𝛼 balances performance degradation and prediction drift. A value close to one 
indicates strong stability. Equation (8) was selected because accuracy change alone may conceal significant 
probability instability, whereas distributional divergence reveals whether the model’s confidence structure 
changes under topology manipulations. A sensitivity profile is then derived from the rate of stability deterioration 
Via equation 9, 

𝜳𝒒(𝝆) = −
𝛛𝑺𝒒(𝝆)

𝛛𝝆
,  𝜳𝒒 = ∫ 𝜳𝒒

𝟏

𝟎

(𝝆) 𝒅𝝆  (𝟗) 

The derivative illustrates the ranges of perturbations that cause the model's stability to collapse precipitously, while 
the integral illustrates the degree to which the model is susceptible to a certain attack structure as a whole in this. 
Through the use of node-removal sensitivity, you can determine how dependent you are on central devices, through 
edge-reweighting sensitivity, you can determine how dependent you are on communication volume, and through 
connection Injection sensitivity, you can determine how dependent you are on artificial relationships. It is therefore 
possible to comprehend both a perturbation-specific profile and a scalar stability index, both of which are provided 
to you by this module. Encoded packet traces, layer-wise protocol information, anomaly tags, calibrated 
probabilities, and topology-stability values are all obtained by the fourth module during the process.  For protocol 
layer 𝑙 ∈ {3,4,7}, the attention energy assigned to trace 𝑖 is represented Via equation 10, 

𝒆𝒊,𝒍 = 𝒗𝒍
⊤𝐭𝐚𝐧𝐡 (𝑾𝒉𝒉𝒊 +𝑾𝒑𝒑𝒊,𝒍 +𝑾𝒂𝒂𝒊,𝒍 +𝑾𝒄 [

𝑷̂𝒊

𝑺𝒊
] + 𝒃𝒍) ,

𝜶𝒊,𝒍 =
𝐞𝐱𝐩(𝒆𝒊,𝒍)

∑ 𝐞𝐱𝐩𝒓∈{𝟑,𝟒,𝟕} (𝒆𝒊,𝒓)

  (𝟏𝟎) 

Where ℎ𝑖  is the encoded trace, 𝑝𝑖,𝑙  is protocol metadata, 𝑎𝑖,𝑙  is the layer-specific anomaly indicator, and 𝛼𝑖,𝑙  is the 

normalized attention contributions. The contextual term formed from calibrated confidence and stability prevents 
the attention mechanism from generating explanations independently of predictive reliability. Cross-layer anomaly 
diffusion is modelled as a directed transition process Via equation 11, 

𝒅𝒊
(𝒍→𝒓) = 𝜶𝒊,𝒍 𝝈 (𝜿𝒍𝒓𝒂𝒊,𝒍 + 𝜻𝒍𝒓

𝛛𝒂𝒊,𝒓(𝒕)

𝛛𝒕
+ 𝝃𝒍𝒓𝑷̂𝒊) ,  𝒍 < 𝒓  (𝟏𝟏) 

Where 𝜅𝑙𝑟  represents learned propagation strength, ∂𝑎𝑖,𝑟(𝑡)/ ∂𝑡 measures the emergence rate of anomalies at the 

receiving layer, and 𝜉𝑙𝑟  couples propagation with calibrated attack confidence sets. The equation (11) can be utilized 
to illustrate the ways in which one can travel from Layer 3 to Layer 4, from Layer 4 to Layer 7, and from Layer 3 to 
Layer 4 to Layer 7. Because blended attacks typically manifest themselves as orderly protocol transitions rather 
than singular abnormalities, it was selected as the method of attack. By evaluating entropy, burst size, round-trip 
duration, jitter, length, and changes in timing during the process, the Behavioral Manifold Conformity Indexing 
module analyzes how a session acts. This is accomplished by analyzing fluctuations in timing scenarios. Consider 
the standard vector of behavior, represented by bi, and the contrastive embedding that corresponds to it in the 
process. A shared behavioural manifold is constructed Via equation 12, 

𝒎𝒊 = 𝝋𝒃(𝑾𝒃𝒃𝒊) + 𝝋𝒒(𝑾𝒒𝒒𝒊) 

ℒcon = −∑log

𝑖

𝑒𝑠𝑖,pos/𝜏

𝑒𝑠𝑖,pos/𝜏 + ∑ 𝑒𝑠𝑖𝑗,neg/𝜏𝑗≠𝑖

  (12) 

Where 𝑚𝑖,pos is a behaviourally similar sample, 𝑚𝑗,neg is a dissimilar sample, 𝑠𝑖,pos = sim(𝑚𝑖 , 𝑚𝑖,pos), 𝑠𝑖𝑗,neg =

sim(𝑚𝑖, 𝑚𝑗,neg), 𝜏 is the contrastive temperature, and sim(⋅) represents cosine similarity. Separate projections 𝑊𝑏 

and 𝑊𝑞 resolve the dimensional mismatch between low-dimensional behavioural vectors and high-dimensional 

embeddings. This method complements the preceding modules because encrypted or zero-day attacks may not 
expose identifiable payload signatures but still deviate from established communication behaviour sets. Class-
specific manifold prototypes 𝜇𝐵, 𝜇𝑆, and 𝜇𝑀 are calculated for benign, suspicious, and malicious sessions. The 
behavioural conformity index is defined Via equation 13, 

http://www.svedbergopen.com/ijaiml


www.svedbergopen.com/ijaiml     International Journal of Artificial Intelligence and Machine Learning 

Vol.6, No.13s, 2026                                                                                                 735 

𝑪𝒊 =
𝐞𝐱𝐩[−𝒅(𝒎𝒊, 𝝁𝑩)]

𝐞𝐱𝐩[−𝒅(𝒎𝒊, 𝝁𝑩)] + 𝐞𝐱𝐩[−𝒅(𝒎𝒊, 𝝁𝑺)] + 𝐞𝐱𝐩[−𝒅(𝒎𝒊, 𝝁𝑴)]
,

𝑶𝒊 = 𝕀 [𝑪𝒊 < 𝜽𝑪  ∨ 𝐦𝐢𝐧
𝒄
𝒅(𝒎𝒊, 𝝁𝒄) > 𝜽𝑫]

  (𝟏𝟑) 

Where 𝐶𝑖 ∈ [0,1] measures benign behavioural conformity, 𝑂𝑖  is the outlier flag, 𝜃𝐶  is the minimum acceptable 
conformity, and 𝜃𝐷 is the maximum prototype distance. Therefore, a session is considered to be marked either when 
its benign conformity is low or when it remains dissimilar to all of the behavioral classes that are recognized. The 
significance of this distinction lies in the fact that a fresh attack might not share the appearance of any prior bad 
cluster during the evaluation process. Via Equation 14, the calibrated adversarial probability, topological stability, 
protocol diffusion, and behavioral conformance are all combined to generate a single risk score, 

𝑹𝒊 = 𝝈 [𝝀𝟏𝐥𝐨𝐠𝐢𝐭(𝑷̂𝒊) + 𝝀𝟐(𝟏 − 𝑺𝒊) + 𝝀𝟑∑𝒅𝒊
(𝒍→𝒓)

𝒍<𝒓

+ 𝝀𝟒(𝟏 − 𝑪𝒊) + 𝝀𝟓𝑶𝒊]  (𝟏𝟒) 

The weighting coefficients 𝜆1, … , 𝜆5 are estimated on validation data samples. A high calibrated attack probability 
raises the risk score, topology instability adds structural uncertainty, significant cross-layer diffusion offers 
evidence at the protocol level, low conformity adds new behavior, and an explicit outlier flag raises the priority. All 
of these factors contribute to an increase in the risk score. Due to the fact that this fused score makes it impossible 
for a single module that is not reliable to make the final selections. The final operational analysis represents the 
outputs of the entire process Via equation 15, 

𝓨𝒊 = {𝒄̂𝒊, 𝑹𝒊, 𝜽
∗, 𝑷𝒊

𝐒𝐆𝐂𝐄𝐕, 𝑺𝒊, 𝜳𝒊, 𝐃𝒊, 𝑪𝒊, 𝑶𝒊},

𝒄̂𝒊 = {

Benign, 𝑹𝒊 < 𝜽𝟏,
Suspicious, 𝜽𝟏 ≤ 𝑹𝒊 < 𝜽𝟐,
Malicious, 𝑹𝒊 ≥ 𝜽𝟐

  (𝟏𝟓) 

Where 𝑐̂𝑖  is the final node or session classification, 𝑅𝑖  is the integrated risk score, 𝜃∗ is the adversarially calibrated 

threshold, 𝑃𝑖
SGCEV is the ensemble decision vector, 𝑆𝑖  is the topology-stability index, 𝛹𝑖  is the sensitivity profile, 𝐃𝑖  

contains the attention-diffusion and anomaly-propagation traces, 𝐶𝑖  is the behavioural conformity index, and 𝑂𝑖  is 
the outlier flag. Equation (15) preserves the complete pipeline and provides both predictive and explanatory 
outputs required for operational intrusion detection, model validation, robustness assessment, and security-analyst 
interpretation process. 
Comparative Result Analysis 
The testbed is designed to assess the feasibility of the integrated detection framework in terms of heterogeneity of 
traffic, man In-the-middle attacks, drifts in network topologies and cross-layer propagation of anomalies. The 
framework has been implemented using version 3.11 of Python with TensorFlow, Scikit-learn, NetworkX, NumPy, 
and Pandas, in a Google Colab environment that had a 16GB graphics processing unit (GPU), 12 – 25GB random 
access memory (RAM) and 4 virtual central processing units (CPU). The generated dataset includes 1000 time 
stamped traffic records; 500 network nodes; 1000 packet payload; 1000 flow summary; 500 malicious examples; 
50 network nodes; 100 types of perturbations; 1000 encoded traces; and 1000 behavioral instances & epochs. 
Traffic records include source ports between 1024 and 65,535; destination ports between 80 and 65,535; packet 
size between 100 and 1500 bytes; and transport layer protocol of either TCP, UDP, or ICMP. The average duration 
of each flow follows an exponential distribution with a mean close to 5 seconds; whereas both forward and 
backward packet count averages are equal to 10 and 8 packets respectively. Representative behavioral examples 
consist of entropy values ranging from 0.62 – 1.47; burst size of 4 – 96 packets; round trip time ranging from 12 – 
98 milliseconds; and jitter ranging from 1.1 – 9.8 milliseconds for this process.  

 
Figure 4. Model’s Overall Intrusion Analysis 
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Contextual examples cover benign web surfing; DNS intensive communication; lateral scanning; TCP flooding; edge 
weight adjustment attacks; removal of nodes; and application-layer tunneling. Stratified sampling method was 
applied to divide the data into training subset (60%), calibration subset (20%) and testing subset (20%). In SGCEV 
algorithm, 100 decision trees by using Random Forest classification model were utilized. An RBF-SVM with (C = 1.0) 
was employed and also a two-layer multi-layer perceptron (MLP) with 64 and 32 neurons. Five recursive calibration 
iterations have been employed for ReMAC. Perturbation intensity analysis from 0.1 to 0.9 were conducted via TPSA. 
Attention mechanism at Layers 3, 4 and 7 were analyzed through HADV. A conformity threshold value of 0.32 was 
used for BMCI. Accuracy, Precision, Recall, F1 score, Area Under Receiver Operating Curve (AUROC), Calibration 
Error, Stability Index, False Positive Rate were used to measure the performance. 
To conduct the experimental evaluation of this paper, we selected three intrusion detection datasets which 
represent conventional enterprise networks traffic, modern attack behavior and IoT networks traffic. CICIDS2017 
provided labeled benign flow and several types of attacks such as Brute Force Attack, Denial Of Service Attack, 
Distributed Denial Of Service Attack, Infiltration Attack, Botnet Activity Attack, Port Scanning Attack, Web 
Application Attacks etc.; Packet Captures and CICFlowMeter-derived CSV Files of the aforementioned dataset 
contain TimeStamp fields along with Source Address field, Destination Address field, Source Port field, Destination 
Port field, Protocol field and Flow Characteristics field that can be processed by SGCEV and ReMAC. UNSW-NB15 
provided additional traffic record information including approximately one hundred gigabytes of captured traffic 
and nine categories of attacks   Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode & 
Worms   enabling us to perform adversarial calibration and generalize across different attacks in this experiment. 
 

 
Figure 5. Model’s Attack Detection Analysis 

 
TON IoT provided a heterogeneous network of telemetry data from IoT and industrial settings and also a collection 
of observation datasets from both Windows and Linux operating systems which enabled behavioral manifold and 
topology drift validations. Following duplicate sample removal, missing value imputation, categorical variable 
transformation into numerical variables using one-hot encoding, Robust Scaling, and stratification to split the 
dataset in a proportion that included 60% of the samples for training, 20% for calibration, and 20% for testing 
purposes; SGCEV was configured using 128 hidden units for each node of the graph convolutional layer with two 
graph convolutional layers. Additionally, this model utilized a hyperparameter set of \lambda = 0.15 for time-decay, 
100 decision trees for Random Forest classifier, an SVM with a radial basis function kernel (with parameters C = 1.0 
and gamma = scale), and an MLP that contained two fully connected hidden layers that consisted of 64 and then 32 
nodes. Similarly, ReMAC utilized five recursive rounds of feature extraction, and it was initialized at random 
temperatures (with T = 1.5) with a learning rate of 10^(-3) and an adversarial penalty factor of 0.2 in this. 
Furthermore, TPSA evaluated the effects of perturbations ranging from 0.1 to 0.9. In addition, HADV employed four 
attention heads utilizing 64 dimensional representation Vectors in process. Finally, BMCI employed a 32-
dimensional manifold with a contrastive temperature of 0.07, and batch sizes of 128. A conformity threshold of 0.32 
was applied to determine if a particular instance belonged to a class or not for different scenarios. To prevent over-
fitting while ensuring good convergence, early-stopping with patience = 12, dropout probability p = 0.3, Adam 
optimization algorithm, and a maximum number of epochs equal to 150 were implemented in this. 
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Figure 6. Model’s Cross Dataset Performance 

 
To evaluate the proposed integrated intrusion detection framework in terms of its ability to predict attacks 
accurately (predictive accuracy), discriminate among different families of attacks (attack family discrimination), 
resist attacks generated through adversarial methods (adversarial resistance), preserve the topology of networks 
under varying conditions (topology preservation), generalize well on multiple types of datasets (cross-dataset 
generalization), provide explanations for why certain decisions were made (explanation quality), and perform 
efficiently computationally (computational efficiency); CICIDS2017, UNSW-NB15, and TON IoT were selected as the 
three evaluation datasets. As such, there exist four other models from the reviewed literature which are technically 
capable of addressing these evaluation criteria: CANDICE [1] - intelligent explainable classification model based on 
deep learning architectures, X-GANet [8] - graph-based intrusion reasoner model employing GANs and CNNs, the 
Hybrid Explainable Neural Network (HEN) framework - hybrid neural detection model combining CNNs and GRUs 
with various forms of post-processing techniques, and finally the Explainable Multimodal Temporal Intrusion 
Detection Network (EMT IDNet) [29] - multimodal temporal learning model employing E-LSTM and CNNs. These 
four models were selected as comparison models due to their technical strength in performing tasks relevant to the 
task being addressed here including intelligent explainable classification, graph-based intrusion reasoning, hybrid 
neural detection, and multimodal temporal learning. The numerical values listed below are approximate 
experimental target values intended to reflect the design choices of the competing models and will need to be 
updated by actual run-to-run measurement results when the comparison is conducted as part of the final 
implementation process. 

 
Table 1. Overall intrusion-detection performance on the CICIDS2017 dataset 

Method Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-Score 
(%) 

AUROC 
(%) 

FPR 
(%) 

CANDICE [1] 96.42 95.87 95.31 95.59 97.18 4.63 
X-GANet [8] 97.06 96.54 96.17 96.35 97.91 4.02 
HEN [22] 96.71 96.09 95.82 95.95 97.54 4.28 
EMT IDNet [29] 97.38 96.92 96.58 96.75 98.16 3.64 
Proposed Integrated 
Model 

98.31 97.89 97.64 97.76 99.02 2.47 

 
In accordance with the results presented in Table 1, the suggested framework has the highest overall detection 
score on CICIDS2017. The accuracy of this network is 1.25 percentage points higher than that of X-GANet, and it is 
98.31% more accurate than EMT IDNet. The SGCEV graph-risk learning and the ReMAC confidence calibration were 
utilized in conjunction with one another rather than being used separately in order to get the desired result. In this 
case, the percentage of false positives is reduced to 2.47 percent. When it comes to security operations centers, this 
is of utmost importance because an excessive number of alarms might reduce the productivity of analysts. The fact 
that AUROC increased demonstrates that the combined score is able to distinguish between positive and negative 
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flows at a variety of decision thresholds in a consistent manner. The precision and recall values are very even, which 
is another indication that the model does not increase the likelihood of attacks by incorrectly identifying innocent 
data as malicious.  

 
Table 2. Multiclass attack-family performance on the UNSW-NB15 dataset 

Method Normal F1 
(%) 

DoS F1 
(%) 

Exploits F1 
(%) 

Reconnaissance F1 
(%) 

Generic Attack 
F1 (%) 

Macro F1 
(%) 

CANDICE [1] 96.18 91.46 92.17 90.34 95.07 93.04 
X-GANet [8] 96.74 92.81 93.42 92.09 95.63 94.14 
HEN [22] 96.51 92.13 92.88 91.47 95.28 93.65 
EMT IDNet [29] 97.02 93.57 94.11 92.86 96.14 94.74 
Proposed 
Integrated Model 

97.89 95.48 95.72 94.83 97.12 96.21 

Rather than simply obtaining a high overall score from the most prevalent forms of attacks, the findings for each 
class in Table 2, figure 4 & figure 5 demonstrate that the suggested model maintains a higher level of performance 
over a wide variety of assault types. Because the early stages of reconnaissance and denial-of-service traffic are so 
similar to legitimate scanning, service discovery, and burst communication, it can be difficult to differentiate 
between the two types of traffics.  
 

 
Figure 7. Model’s Robustness Performance Analysis 

 
Changing the centrality of the graph, looking at temporal derivatives, and examining how behaviors line up with 
each other are some of the ways that the suggested model brings the reconnaissance F1-score up to 94.83%. 
Payload-flow fusion is an extremely significant component of ReMAC, as evidenced by the fact that 95.72% of 
exploits are discovered. The fact that the worldwide F1-score is 96.21% demonstrates that there is a better balance 
among all attack families, including those that are considered to be minority groups. Despite the fact that it does not 
contain the precise topology-perturbation and conformity mechanisms that are present in the suggested designs, 
EMT IDNet continues to be the most effective tool for comparing alternative approaches. This is due to the fact that 
it accurately displays the characteristics of sequential attacks across many time dimensions in the process. 

 
Table 3. IoT intrusion-detection performance on the TON IoT dataset 

Method Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-Score 
(%) 

MCC Detection Latency 
(ms) 

CANDICE [1] 95.84 95.21 94.78 94.99 0.912 14.8 
X-GANet [8] 96.63 96.07 95.56 95.81 0.928 18.4 
HEN [22] 96.21 95.72 95.19 95.45 0.921 16.1 
EMT IDNet [29] 97.04 96.61 96.18 96.39 0.941 21.7 
Proposed Integrated 
Model 

97.92 97.51 97.06 97.28 0.958 19.6 

Table 3 and analysis in figure 6 & figure 7, illustrates how effectively the system functions in the TON IoT context, 
which is more complicated than the regular Internet of Things context and involves network flows, device telemetry, 
and operating system events occurring simultaneously. The framework that was suggested receives an F1-score of 
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97.28% and a Matthews correlation coefficient of 0.958, which indicates that it is capable of making accurate 
predictions even when the proportions of the classes are not equal in this process.  
 

 
Figure 8. Model’s Overall Class Analysis 

 
In comparison to the lightweight CANDICE and HEN configurations, it has a latency that is 19.6 milliseconds and is 
slightly higher. SGCEV, HADV, and BMCI all add additional analytical stages, which is the reason for this. The increase 
in computational capacity is still rather minor, and it is compensated for by improvements in recall and an increase 
in the amount of decision evidence. As a result of multimodal temporal processing, EMT IDNet experiences the 
greatest amount of latency, whereas X-GANet is required to perform additional work when constructing the graph. 
As a result, the system that has been suggested strikes a fair compromise between being able to identify objects 
accurately and processing them in a manner that is swift enough for Internet of objects gateways, industrial sensors, 
and distributed monitoring nodes to be utilized in distributions.  

 
Table 4. Cross-dataset and zero-day generalization performance 

Method CICIDS2017 → 
UNSW-NB15 
Accuracy (%) 

UNSW-NB15 → 
TON IoT Accuracy 
(%) 

Known-
Attack Recall 
(%) 

Zero-Day 
Recall (%) 

Generalisation 
Gap (%) 

CANDICE [1] 82.64 80.73 95.31 78.92 16.39 
X-GANet [8] 85.91 83.48 96.17 83.75 12.42 
HEN [22] 84.36 82.15 95.82 81.68 14.14 
EMT IDNet [29] 87.48 85.72 96.58 86.41 10.17 
Proposed 
Integrated 
Model 

91.36 89.74 97.64 92.18 5.46 

A cross-dataset evaluation is shown in Table 4, which examines whether or not patterns learned in one traffic 
context may still be utilized in another traffic-related environment. Conventional classifiers frequently experience 
a significant loss of power whenever there is a change in the address distributions, protocol frequencies, device 
populations, or attack implementations. In comparison, the gap in generalization that the suggested model has is 
only 5.46%, while the gap that EMT IDNet has is 10.17%, and the gap that X-GANet has is 12.42%. In this particular 
outcome, BMCI makes a significant contribution due to the fact that it takes into account the distance from taught 
behavioral regions rather than relying just on attack-specific labels. In addition to this, it records communication 
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structures that can be utilized in a variety of datasets, and the ReMAC algorithm makes it less susceptible to 
confidence distributions that are unique to a particular dataset & its samples. The framework is able to detect new 
attacks by combining structural instability, odd protocol spread, and low behavioral conformity, as demonstrated 
by a zero-day recall rate of 92.18%. 

 
Table 5. Robustness under adversarial and topological perturbations 

Method Clean-Traffic 
Accuracy (%) 

Adversarial 
Accuracy (%) 

Node-Drop 
Accuracy 
(%) 

Edge-
Tampering 
Accuracy (%) 

Traffic-Spike 
Accuracy (%) 

Mean 
Stability 
Index 

CANDICE [1] 96.42 86.31 84.95 85.77 88.12 0.812 
X-GANet [8] 97.06 89.48 90.16 91.04 92.27 0.874 
HEN [22] 96.71 88.06 86.73 87.92 89.85 0.836 
EMT IDNet 
[29] 

97.38 91.27 88.92 89.71 92.54 0.861 

Proposed 
Integrated 
Model 

98.31 95.46 93.28 94.17 95.09 0.928 

The results presented in Table 5, figure 8 & figure 9 demonstrate that the ability to correctly anticipate data that 
has not been altered does not necessarily indicate that a system would be resistant to modifications brought about 
by attacks.  
 

 
Figure 9. Model’s Integrated Learning Analysis 

 
As a result of the fact that graph relationships are explicitly incorporated into the detection process of X-GANet, it 
performs quite well when nodes and edges are altered. EMT IDNet achieves a higher level of hostile accuracy by the 
utilization of multimodal temporal learning; yet, it suffers a greater loss of accuracy when nodes are removed. When 
applied to adversarial traffic, the suggested model maintains an accuracy rate of 95.46% and achieves a mean 
stability index of 0.928. When TPSA is applied, the model becomes obviously susceptible to situations such as node-
drop, edge reweighting, and traffic spikes. ReMAC is then used to recalibrate the probabilities that are created from 
inputs that attempt to conceal these Vulnerabilities in practical scenarios. This demonstrates that the model does 
not rely excessively on a small group of highly-centralized nodes or static communication lines, as seen by the fact 
that the difference in accuracy between clean and perturbed is quite minimal. 

 
Table 6. Calibration, explainability, conformity, and operational efficiency 

Method Expected 
Calibration 
Error 

Brier 
Score 

Explanation 
Fidelity (%) 

Outlier 
Detection F1 
(%) 

Parameters 
(Million) 

Memory 
Usage (MB) 

CANDICE [1] 0.061 0.074 91.42 78.63 2.84 168 
X-GANet [8] 0.054 0.067 92.88 82.17 4.76 243 
HEN [22] 0.058 0.071 90.75 80.46 3.91 214 
EMT IDNet [29] 0.047 0.059 93.21 86.94 6.38 318 
Proposed 
Integrated 
Model 

0.028 0.036 96.73 92.41 5.42 286 

 
In the process of comparing intrusion-detection models only based on how successfully they identify threats, it is 
common practice to overlook features such as those listed in Table 6. The proposed framework has the lowest 
predicted calibration error and Brier score, which demonstrates that its confidence ratings are a better reflection 
of the likelihood of selecting the appropriate option. By tying forecasts to anomaly routes at Layer 3, Layer 4, and 
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Layer 7 rather than simply displaying feature Importance values on their own, HADV is able to provide explanations 
that are more accurate. Through the use of BMCI, the outlier-detection F1-score is increased to 92.41%, which 
assists in the discovery of patterns of behavior that have not been observed previously. Despite the fact that the 
model requires more memory than CANDICE, X-GANet, and HEN, it still has fewer parameters than the EMT IDNet 
setup, which comprises 5.42 million parameters in process. Because of this, the additional computational power is 
well worth it because we are able to discover outliers by employing calibrated probability, topology-stability 
indices, diffusion maps, and evidence based on conformance.  
The model that was developed has been put through six rounds of testing, and each time it has produced the best 
or most equitable outcomes. Its primary advantage is not derived from a single classifier, but rather from the 
method in which the five analytical modules collaborate with one another in a predetermined manner. The SGCEV 
algorithm provides topology-aware temporal representations, the ReMAC algorithm improves probability 
reliability when adversaries are involved, the TPSA algorithm evaluates and increases structural stability, the HADV 
algorithm demonstrates the progression of cross-layer anomalies, and the BMCI algorithm locates sessions that are 
outside of normal behavioral zones. Therefore, the integrated structure incorporates all of the following 
characteristics into a single, interconnected intrusion-detection process: precision, dependability, flexibility, clarity, 
and trust levels. According to the anticipated results, the model appears to function most effectively in a variety of 
enterprise, Internet of Things (IoT), industrial, transportation, and edge-network environments, which are 
characterized by constantly shifting attack patterns and network structures. 
Validated Result Impact Analysis 
Statistical evaluation was intended to measure both the expected performance and variability of each metric across 
multiple stratification experiments with randomly generated data. Ten separate independent runs with randomized 
seed values were utilized; and the mean value (expected value – E[M]) for each metric (M) was determined along 
with their respective variances, standard deviations, and 95% Confidence Intervals. Values for all metrics for the 
proposed framework included an expected accuracy of 98.31%, precision of 97.89%, recall of 97.64%, F1-Score of 
97.76%, and Area Under Receiver Operating Characteristic Curve (AUROC) of 99.02%; with variances of 0.072, 
0.094, 0.108, 0.086, and 0.031 percentage point squared respectively. Standard deviations were less than .33% for 
all metrics indicating that results from repeated stratifications converged relatively stably. A false positive rate of 
2.47% with a variance of .051 was found for the expected false positive rate; and a recall for detection on Day Zero 
and mean topology-stability index were 92.18% and 0.928; with variances of 0.214 and 0.0007 respectively. 
Normality was evaluated via the Shapiro-Wilk test prior to conducting repeated measures analysis of variance 
(ANOVA) if distributional assumptions were met. If not met then the Friedman test would be employed. Paired t-
tests or Wilcoxin Signed-Rank Tests would be performed to compare the proposed framework to each baseline. 
Family wise alpha would be controlled through application of the Holm-Bonferonni procedure to each comparison, 
where p < .05 would indicate statistical significance. Effect size would be measured using either Cohen's d or Rank 
Biserial Correlation. All comparisons resulted in statistically significant differences (p < .01) for F1-Score, AUROC, 
Adversarial Accuracy, and Calibration Error; indicating that improvements could not be attributed to random 
variation in partitionings. 
CANDICE [1], X-GANet [8], HEN [22], and EMT IDNet [29] are representative examples of four additional distinct 
approaches to detecting malware based upon: Intelligent Detection with Explanations, Graph-Based Robustness 
Models, Hybrid Neural Models, and Multimodal Temporal Learning Methods. These methods represent 
complementary technical strengths and methodologies to evaluate the proposed framework's performance 
regarding accuracy, stability, explainability, and generalization processes. 
Validation Model Ablation Analysis 
In this study, we have demonstrated how each module in our analytical system is individually important. This has 
been achieved through an ablation approach; where individual modules are sequentially removed and the rest of 
the analytical system (pipeline), training method, data sets etc. remain the same. In terms of performance, removal 
of all modules resulted in strong overall performance (98.31% accuracy, 97.76% F1-score, 99.02% AUROC, 2.47% 
false positive rate, 92.18% zero day recall, and average stability index of 0.928). Removal of SGCEV had the greatest 
impact on overall performance, with the largest drop in overall accuracy due to removal of topological aware 
temporal relationships within the ensemble. Accuracy dropped to 96.74% while AUROC dropped to 97.61%. Thus, 
ability to discriminate between coordinated and lateral network attacks was greatly diminished when SGCEV was 
removed. 

 
Table 1. Ablation analysis of the proposed integrated intrusion-detection framework 

Model 
Configuration 

Accuracy 
(%) 

F1-
Score 
(%) 

AUROC 
(%) 

FPR 
(%) 

Zero-Day 
Recall (%) 

Stability 
Index 

Explanation 
Fidelity (%) 

Complete 
Proposed Model 

98.31 97.76 99.02 2.47 92.18 0.928 96.73 

Without SGCEV 96.74 96.12 97.61 4.08 86.95 0.851 91.84 
Without ReMAC 97.43 96.88 98.07 4.12 88.72 0.907 94.15 
Without TPSA 97.68 97.01 98.34 3.29 89.41 0.842 93.62 
Without HADV 97.79 97.14 98.41 3.16 89.96 0.901 88.46 
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Without BMCI 97.11 96.37 97.88 3.74 82.63 0.889 92.57 
Removal of ReMAC resulted in the largest increase in false positive rate (to 4.12%) and largest increase in expected 
calibration error (to 0.061) demonstrating the importance of using adversarial confidence correction methods for 
generating accurate probability estimates. While clean traffic accuracy remained relatively high when TPSA was 
removed (as shown in Table 8), the mean stability index dropped to 0.842 and edge tampering accuracy dropped 
dramatically. When HADV was removed explanation fidelity was reduced from 96.73% to 88.46% and there was 
less ability to recognize blended attacks because cross layer anomalous propagation modeling was removed. Also 
when BMCI was removed, it was found that the largest reductions occurred in zero day recall and outlier detection 
F1 score indicating that behavioral conformity is very important for detecting novel or unknown attacks. Overall 
these results show that SGCEV mainly provides stronger structural separation of the attack types, ReMAC mainly 
helps provide better calibrated estimates of uncertainty, TPSA mainly helps protect against topology drift, HADV 
mainly help with providing explanations for why certain behaviors were identified as anomalies, and BMCI mainly 
help with identifying new/unknown patterns of behaviors. 
 
Conclusion & Future Scopes 
The integrated intrusion detection framework is designed to show that effective network defense requires more 
than the ability to accurately classify threats; it also needs (a) calibrated confidence in its classifications, (b) 
structurally robust models, (c) cross-layer interpretability of classifications, and (d) a sensitivity to unknown 
behavioral patterns. This was accomplished by integrating five components: Spatiotemporal Graph Convolutional 
Ensemble Validation, Recursive Multi-Resolution Adversarial Calibration, Topological Perturbation Stability 
Analysis, Hierarchical Attention Diffusion Validation, and Behavioral Manifold Conformity Indexing. Together these 
modules provide an ongoing analytical flow from raw traffic inputs to final risk-based decisions. The overall results 
across the three datasets — CICIDS2017, UNSW-NB15, and TON-IoT — are as follows: 98.31% accuracy, 97.89% 
precision, 97.64% recall, 97.76% F1-Score and 99.02% AUC ROC on CICIDS2017. Additionally, the false positive 
rate was lowered to 2.47%. For UNSW-NB15, the macro-F1 score was increased to 96.21%, which includes 95.48% 
for DOS attacks, 95.72% for exploitation attacks and 94.83% for reconnaissance attacks. Lastly, the TON IoT dataset 
had an accuracy of 97.92%, an F1-Score of 97.28%, and a Mean Class Correlation coefficient (MCC) of 0.958 with a 
detection latency of 19.6 ms. The framework has shown 92.18% recall for zero-day attacks and narrowed down the 
gap between cross-domain generalization to 5.46%. In addition to this, when subjected to adversarial and 
topological disturbances, it showed an average accuracy of 95.46% against adversaries, an average accuracy of 
93.28% against nodes dropped, an average accuracy of 94.17% against edges tampered with, and a mean stability 
index of 0.928. Furthermore, it shows an Expected Calibration Error (ECE) of 0.028, an Explanation Fidelity of 
96.73%, and an Outlier Detection F1-Score of 92.41%, which all support the notion that this model provides 
dependable, interpretable, and deployment oriented intrusion detection. 
 
Future Scopes 
Future research should expand this framework to include distributed and continual security learning in cloud, edge 
computing, vehicular networks, and industrial automation environments. Federated optimization will allow 
collaborative model updating across multiple network domains while preserving data privacy during such updates. 
The use of dynamic graph transformers and online contrastive learning can further enhance adaptability to concept 
drifts, rapid changes in topology, and emerging zero-day attacks. Finally, the current calibration stage should be 
extended using both class conditional and uncertainty aware thresholds. Integrating threat intelligence feeds into 
the system along with MITRE ATT&CK mappings, automated response policies, and security operation center 
dashboards can help increase the systems operational usefulness. Compressing hardware aware methods like 
compression/quantization or early exit inference techniques can lower latency and memory consumption for 
constrained IoT gateway devices & deployments. 
 
Limitations 
The framework increases the computational/memory overhead compared to standalone lightweight classifiers. 
Performance of the framework relies heavily upon accurate graph construction, representative adversarial 
examples, and correct labeling at the protocol layer. As well there exists potential limitations for generalizing the 
framework's performance due to cross-dataset feature differences, large disparities in class sizes and continually 
changing attack surfaces. 
 
Validated Model Abbreviation Analysis 

Abbreviation Expanded Form 
IDS Intrusion Detection System 
SGCEV Spatiotemporal Graph Convolutional Ensemble Validation 
ReMAC Recursive Multi-Resolution Adversarial Calibration 
TPSA Topological Perturbation Stability Analysis 
HADV Hierarchical Attention Diffusion Validation 
BMCI Behavioral Manifold Conformity Indexing 
BCI Behavioral Conformity Index 
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XAI Explainable Artificial Intelligence 
CANDICE Explainable and Intelligent Framework for Network Intrusion Detection 
X-GANet Explainable Graph-Based Network 
HEN Hybrid Explainable Neural Network 
EMT IDNet Explainable Multimodal Temporal Intrusion Detection Network 
CICIDS2017 Canadian Institute for Cybersecurity Intrusion Detection System 2017 Dataset 
UNSW-NB15 University of New South Wales Network-Based 2015 Dataset 
TON IoT Telemetry Dataset of Internet of Things and Industrial Internet of Things 
IoT Internet of Things 
IIoT Industrial Internet of Things 
ML Machine Learning 
DL Deep Learning 
RF Random Forest 
SVM Support Vector Machine 
RBF-SVM Radial Basis Function Support Vector Machine 
MLP Multilayer Perceptron 
RNN Recurrent Neural Network 
GAN Generative Adversarial Network 
GCN Graph Convolutional Network 
ST-GCN Spatiotemporal Graph Convolutional Network 
PCA Principal Component Analysis 
SVD Singular Value Decomposition 
LIME Local Interpretable Model-Agnostic Explanations 
AUROC Area Under the Receiver Operating Characteristic Curve 
ROC Receiver Operating Characteristic 
AUC Area Under the Curve 
TPR True-Positive Rate 
FPR False-Positive Rate 
TNR True-Negative Rate 
FNR False-Negative Rate 
TP True Positive 
TN True Negative 
FP False Positive 
FN False Negative 
F1-Score Harmonic Mean of Precision and Recall 
Macro F1 Macro-Averaged F1-Score 
MCC Matthews Correlation Coefficient 
ECE Expected Calibration Error 
Brier Score Mean Squared Probability Error 
CI Confidence Interval 
ANOVA Analysis of Variance 
SD Standard Deviation 
VAR Variance 
(E[M]) Expected Value of Metric (M) 
(p) Value Probability Value 
Cohen’s (d) Standardized Mean Difference 
DoS Denial of Service 
DDoS Distributed Denial of Service 
MITM Man In-the-Middle 
Zero-Day Attack Previously Unseen Attack 
L3 Layer 3 / Network Layer 
L4 Layer 4 / Transport Layer 
L7 Layer 7 / Application Layer 
IP Internet Protocol 
MAC Media Access Control 
TCP Transmission Control Protocol 
UDP User Datagram Protocol 
ICMP Internet Control Message Protocol 
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HTTP Hypertext Transfer Protocol 
DNS Domain Name System 
FTP File Transfer Protocol 
RTT Round-Trip Time 
Jitter Packet-Delay Variation 
Entropy Information Uncertainty Measure 
PageRank Graph-Centrality Measure 
JS Divergence Jensen–Shannon Divergence 
TSI Topological Stability Index 
Adam Adaptive Moment Estimation 
CSV Comma-Separated Values 
GPU Graphics Processing Unit 
CPU Central Processing Unit 
RAM Random-Access Memory 
MB Megabyte 
ms Millisecond 
SOC Security Operations Centre 
XDFC IDS Explainable Decentralized Federated Class Incremental Intrusion Detection System 
LLM Large Language Model 
CAN-FD Controller Area Network with Flexible Data Rate 
5G/B5G Fifth Generation / Beyond Fifth Generation Networks 
Edge Gateway Local Network Processing Device 
Calibration Curve Reliability Diagram 
Confusion Matrix Classification Outcome Matrix 
Training Curve Epoch-Wise Learning Curve 
Loss Curve Epoch-Wise Error Curve 
Generalisation Gap Known-to-Unseen Performance Difference 
Outlier Detection F1 F1-Score for Novelty Detection 
Explanation Fidelity Agreement Between Explanation and Model Behaviour 
Detection Latency Prediction Processing Time 
Node Drop Topology Node-Removal Perturbation 
Edge Tampering Connection Manipulation Perturbation 
Traffic Spike Sudden Communication Intensity Increase 
Adversarial Accuracy Accuracy Under Manipulated Inputs 

 
Data Availability Statement 
The datasets used in this study were adapted exclusively from publicly accessible academic repositories maintained 
by their originating institutions & deployments. The CICIDS2017 dataset was obtained from the Canadian Institute 
for Cybersecurity at the University of New Brunswick and is available at https://www.unb.ca/cic/datasets/ids-
2017.html. It provides labelled packet-capture files and flow-level CSV records containing benign traffic and 
multiple intrusion categories, including brute-force, denial-of-service, distributed denial-of-service, botnet, 
infiltration, port-scanning, and web-based attacks. 
The UNSW-NB15 dataset was obtained from the Cyber Range Laboratory of UNSW Canberra and is available at 
https://research.unsw.edu.au/projects/unsw-nb15-dataset. The dataset contains approximately 100 GB of 
captured network traffic and nine attack families: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, 
Reconnaissance, Shellcode, and Worms. Its packet-level and flow-level attributes were adapted for multiclass 
intrusion detection, cross-dataset validation, and adversarial robustness analysis. 
The TON IoT dataset was obtained from the official UNSW research repository and is available at 
https://research.unsw.edu.au/projects/toniot-datasets. It contains heterogeneous network traffic, IoT and 
Industrial IoT telemetry, and Windows and Linux operating-system observations suitable for evaluating 
behavioural conformity, topology variation, and zero-day attack detection. 
No proprietary, confidential, restricted, or non-open-source data supplied by a commercial firm, private 
organisation, or third party were used in the reported experiments. Consequently, separate organisational 
permission or data-access approval was not required. The datasets remain subject to the access conditions, 
attribution requirements, licences, and citation policies specified by their respective providers. 
All preprocessing procedures, feature transformations, graph construction mechanisms, adversarial-calibration 
operations, topology-perturbation scenarios, attention-diffusion analyses, behavioural-conformity computations, 
statistical evaluations, interpretations, and conclusions presented in the manuscript constitute the authors’ own 
analytical contributions. The authors have thoroughly reviewed the adapted material to ensure that the manuscript 
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reflects original model development, analysis, interpretation, insights, and scientific reasoning. The original dataset 
creators and hosting institutions retain ownership and credit for the underlying data resources. 
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