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Abstract

Financial fraud is an urgent problem in modern banks and fintech companies that leads not only to significant
financial losses but also undermines customer trust in these companies. Rule-based methods and supervised
learning (SL) models have some limitations in recognizing new cases and infrequent incidents. Hence, the
research aimed to develop a hybrid architecture based on Isolation Forest (IF) and DBSCAN algorithms to
improve the efficiency of fraud detection while providing the interpretability of results. The model was tested
using the Kaggle Credit Card Fraud dataset that included 284,807 entries with highly unbalanced classes
(fraudulent cases = 492). The preprocessing step included normalization of the Time and Amount variables.
Initially, IF identified outliers. The next step was to apply DBSCAN clustering using those anomalies. Different
measures were used for performance analysis of the proposed approach. The values of 99.88% for accuracy,
precision 0.93, recall 0.87, F1 score 0.90, and ROC-AUC score 0.96 were achieved using the hybrid model.
From the cluster evaluation results, the former clusters are clearly separated with Silhouette score being 0.61
and the DBI value of 0.45. It is evident that the hybrid approach has produced understandable results which
can be used for fraud detection and grouping. Through comparative study, it is clear that the hybrid approach
outperforms the IF. It shows that combination of IF and DBSCAN will be effective for fraud detection due to
interpretability.

Keywords: Credit Card Fraud, Isolation Forest, DBSCAN, Anomaly Detection, Clustering, Hybrid Framework,
\Financial Risk Management.

S

1. Introduction

Fraud is an ongoing issue that causes massive financial damage globally. While it threatens the financial stability of
the entities concerned, it also shakes the trust of its customers in its banking and fintech facilities [6]. With the
increasing use of digital payments and mobile banking, among other internet-based financial products, the
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sophistication of the fraud attempts also increases [7]. It has become ever more important, therefore, that effective
solutions must be developed to counter such a growing problem.

Identification of cases of financial fraud is important as far as ensuring minimal financial loss and risks as well as
ensuring integrity of financial processes is concerned [8] [10]. This process makes it possible for institutions to act
on time without the risk of the situation becoming worse and helps to comply with relevant regulations. The early
identification process also minimizes the risk of reputation and operational costs due to investigations.
Techniques associated with unsupervised machine learning (ML) provide an efficient method of dealing with fraud
when data available is limited, inconsistent, or ever-changing. Algorithms such as IF and DBSCAN clustering can
identify fraud and find patterns within a set of data [9] [16]; thus, offering solutions which are much more dynamic
and flexible than those provided by traditional rule-based systems [1] [4]. Unsupervised ML techniques also allow
for continuous learning and adaptation to emerging trends and patterns within data sets, making them well-suited
for environments where fraud is continually evolving.

The main aim of this study is to create a hybrid model using IF for anomalies and DBSCAN for clustering in order to
detect fraudulent transactions. In addition to improving detection efficiency and revealing hidden patterns in the
data, the creation of this model should make it possible to use its outcomes for decision-making regarding
transaction validation. Another important advantage of the suggested hybrid model is its interpretability as related
to some other techniques.

The paper organization is as follows: Section II offers a literature review regarding anomaly detection, clustering
algorithms, the IF algorithm, the DBSCAN algorithm, and the hybrid approach. Section III describes the data set,
data pre-processing, proposed hybrid method, and performance evaluation criteria. Section IV provides
experimental methodology and results analysis. Section V highlights the conclusions, practical implications, and
limitations of the study. Section VI completes the paper with contributions and directions of future research.

2. Literature Survey

Many researchers have investigated financial fraud detection using different ML techniques that can be categorized
into three main categories: supervised, unsupervised, and hybrid methods [11] [12]. SL involves the use of labeled
datasets to classify legitimate from fraudulent transactions [14] [15]. Although supervised methods can deliver high
accuracy rates, these methods depend on the availability of labeled data, which are rare in practice. Unsupervised
learning detects anomalies without any previous knowledge, thus useful in detecting dynamic fraud patterns [5]
[13]. However, unsupervised models tend to produce more false alarms than supervised models. Hybrid approaches
integrate the advantages of both supervised and unsupervised learning by exploiting labeled data when possible
while dealing with unseen anomalies [17].

IFs have gained popularity among many researchers as a means of detecting anomalies in financial data without
any supervision. Through recursive partitioning, it can isolate the suspicious transactions. Clustering methods have
also been useful for grouping similar transactions together while isolating suspicious transactions as anomalies
[18]. Research on fraud detection using IF and Clustering has proved successful through their use in different
financial institutions, including banks, credit card services, and e-payment systems [2][3].

Several challenges have been faced with these approaches to fraud detection [19] [20]. Rare fraud patterns are
difficult to detect, especially as they keep changing [21] [22]. Most of these methods lack the scalability necessary
to work efficiently in an environment with large transaction volumes. Black-box models used in many of these
approaches limit their usefulness due to low interpretability.

The problems mentioned above are the driving forces behind the requirement of integrated solutions, which will
integrate anomaly detection along with clustering techniques to make the algorithms more precise and
interpretable. The grouping of the IF and DBSCAN algorithms can solve these issues since the IF algorithm will
detect the suspicious transactions, and the DBSCAN algorithm will cluster them.

3. Methodology

3.1 Description of Dataset

The dataset chosen for this experiment is the freely available https://wwwkaggle.com/datasets/mlg-
ulb/creditcardfraud from Kaggle, consisting of 284,807 credit transactions carried out in two days by customers
from Europe. Each credit transaction consists of 30 numeric attributes, where 28 attributes correspond to the
anonymized principal component attributes (V1-V28) obtained through the process of Principal Component
Analysis. Apart from those attributes, each transaction includes Time and Amount (value of transaction). The target
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variable named Class categorizes each transaction either as fraudulent (1) or genuine (0), with only 492 cases
marked as fraudulent (0.172%). Standardization and normalization of the Time and Amount attributes were
performed during data preprocessing, while no transformation was necessary for the remaining attributes.

3.2 Anomaly Detection using IF
IF algorithm was implemented to achieve primary anomaly detection in an unsupervised learning approach. This
algorithm helps to detect possible outliers through recursive partitioning of the dataset based on the shortest path
lengths required to isolate transactions. Those transactions which require fewer splits in the tree to isolate from
other observations in the dataset are considered outliers. The number of estimators and contamination were
optimized via cross-validation to achieve sensitivity. The IF method is ideal for analyzing financial data because it
is efficient at identifying outliers in large datasets without labels.
IF detects anomalies by isolating observations using recursive random partitioning. The anomaly score for a
transaction x;is computed as equation (1):

_E(r(xp)

s(xpn)=2 <™ (1)

Where:
e E(h(x;))represents the average path length of x;across all trees,
e nrepresents the number of samples in the dataset,

e ¢c(n)=2Hn-1) - @ represents average path length of unsuccessful searches in a Binary Search Tree,

L
e H()= Z %represents the harmonic number.
k=1

An anomaly is identified if s(x;, n) = 1; normal transactions have s(x;,n) < 0.5.

3.3 DBSCAN Clustering Method
The DBSCAN algorithm is used to group together similar transactions and identify clusters of potentially fraudulent
behaviors. The DBSCAN algorithm requires two main inputs: the parameter ¢ which is the radius of the
neighborhood, and the parameter minPts, which represents the minimum number of points necessary to constitute
a cluster. Any transaction that not belong to any dense region will be identified as noise. The parameters were
chosen using k-distance graphs in order to maximize cluster separation while still being able to understand the
clustering structure.
DBSCAN groups transactions based on density. A point x;is a core point of:

| Ne(x;) |I= minPts  (2)
Where in equation (2), N.(x;) = {x]- | d(xi,x]-) < e}represents the set of points within a radius eof x;, and d(-)is
typically Euclidean distance.
Points that are not core points but are within eof a core point are border points, and points that are neither are
considered noise (potential anomalies).

3.4 Proposed Hybrid Workflow

This hybrid framework involves the implementation of IF together with DBSCAN to enhance the performance of the
fraud detection algorithm. Here, IF initially detects the anomalies from the entire dataset. The detected anomalies
are then clustered using DBSCAN to unveil any hidden patterns and groupings of fraud transactions. This two-step
technique ensures more accurate fraud detection and can be used to detect new fraud patterns and provide valuable
information to financial risk analysts.

Figure 1: Hybrid IF-DBSCAN Workflow for Credit Card Fraud Detection
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Figure 1 illustrates the flowchart of the proposed hybrid fraud detection framework. This process begins with data
collection that involves anonymized credit card transactions. Preprocessing involves standardizing and normalizing
the transaction data, together with addressing class imbalance issues. Feature extraction helps in obtaining
important features of the transaction dataset. Building the models involves applying IF for the purpose of anomaly
detection and applying DBSCAN to perform the clustering of suspicious transactions. In the training phase, patterns
are obtained from the normal transactions and fraud.

Algorithm 1: Hybrid IF-DBSCAN Fraud Detection

Input:

e Transaction dataset D = {x, x5, ..., X, }with features [V1,V2, ..., V28, Time, Amount]
o |F parameters: number of estimators 7.5, contamination ratio t
e DBSCAN parameters: epsilon €, minimum points minPts

Output:

e Detected anomalous transactions A

e C(lustered suspicious transaction groups C = {C;, C,, ...

Steps:

1. Data Preprocessing:

’ Ck}

¢ Standardize and normalize features Time and Amount
o Verify no missing values exist
e Prepare dataset for unsupervised learning

N

Anomaly Detection with IF:

o FitIF on preprocessed data Dwith nyeesand T
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e Compute anomaly score s(x;, n)for each transaction x;
Select anomalous transactions:

A={x; € D|s(x;n) >t}
Clustering with DBSCAN:
Apply DBSCAN on Awith parameters eand minPts
Identify clusters C = {C;, C5, ..., Cy}
Label transactions not in any cluster as noise (potential fraud)

e o o W

>

Pattern Analysis:
e Inspect clusters Cto uncover hidden patterns of fraudulent transactions
o Identify similarities in transaction amount, time, and PCA features within clusters

5. Performance Evaluation:

e Compute classification metrics

e Compute clustering metrics

e (Compare hybrid model performance with IF alone

6. Output Results:

Return detected anomalies A4, clusters C, and performance metrics

Algorithm 1 utilizes IF and DBSCAN to analyze patterns in financial transactions to detect fraud. In the first stage of
fraud detection, the transactions are preprocessed through standardization and normalization of the Time and
Amount features. Anomalies are then detected from this set of transactions through IF, which allocates an anomaly
score for each transaction. Transactions that score higher on this anomaly score are flagged as fraudulent
transactions. In the second stage, the anomalies are clustered through DBSCAN to discover dense groups of similar
fraud behaviors. This step employs parameters such as epsilon (€) and minimum points (minPts) to group the
transactions into clusters and classify the anomalies as noise. Fraud patterns are discovered from these clusters,
and the performance of this algorithm is evaluated based on classification measures and clustering.

3.5 Performance Metrics

To evaluate the hybrid fraud detection framework, both classification and clustering metrics are used:

Accuracy evaluates the proportion of properly identified transactions, as shown in equation (3):
TP+ TN 3)

TP+TN+ FP+FN
Precision indicates the fraction of predicted fake transactions which are truly fake is shown in equation (4):

Precisi e 4
recision = - T FP (4)

Recall (Sensitivity) evaluates the fraction of actual fraudulent transactions correctly identified, as shown in
equation (5):

Accuracy =

Recall = —F 5
A= TP N )

F1-score is the harmonic mean of precision and recall, which balances false positives and false negatives, and is
shown in equation (6):

Precision - Recall
F1=2

. 6
Precision + Recall (®)
Silhouette Score evaluates clustering quality by comparing intra-cluster cohesion and inter-cluster separation, as

shown in equation (7):
b(i) — a(i)

S =—F——"""== 7
max(a(i), b(i)) ™
where a(i) represents the mean distance of a point in the same cluster to other points in the same cluster, and
b(i)represents the least mean distance to points in the closest cluster.

3.6 Implementation Details
Experiments were implemented in Python utilizing libraries such as scikit-learn, NumPy, and Pandas. Experiments
were done on a computer that had an Intel Core i7 processor, 16 GB RAM, and an NVIDIA RTX graphics card. This
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helped process transactional big data effectively. All hyperparameter optimization, model evaluation, and results
reproducibility were done on this computing infrastructure.

4. Experimental Setup and Results

4.1 Split and Preprocessing of the Data

The Kaggle Credit Card Fraud dataset was employed, and divided into training and test datasets in a 80% to 20%
ratio, ensuring adequate data for learning by the model, while reserving unseen data for evaluation purposes. Data
preprocessing included normalization of the Time and Amount attributes, while the 28 PCA attributes (V1-V28)
were normalized beforehand. There were no missing data entries in this dataset. The use of this preprocessing
method ensured that the dataset was ready for use in an unsupervised environment and eliminated the impact of
extremely high transaction amounts.

4.2 Comparative Evaluation

IF Model and the novel IF DBSCAN hybrid approach have been tested. In the IF model, anomalies are detected using
the path length metric. Whereas the novel approach has used the IF for detecting anomalies and then has formed
clusters from these anomalies. This helps in detecting any pattern related to suspicious activities. Performance
evaluation is carried out on the basis of classification metrics.

Table 1: Performance Comparison of Fraud Detection Methods on Credit Card Transactions

References Method(s) Accuracy Precision Recall F1-
Score
[21] IF, LOF 99.72% NA NA NA
99.774% (IF) vs | 27% (IF) vs

[22] IF, LOF NA 99.65% (LOF) | 2% (LOF) | VA
IF, LOE SVM, | 99.6% (IF);

[23] LR 99.7% (LOF) NA NA NA
IE, Logistic 99.82% (train)

[24] Regression / 74% (test) 0.49 0.49 0.49
IF, XGBoost, o o 0

[11] LOE PCA 92% 92% 96% NA

Proposed | 1z, pBSCAN | 99.88% 0.93 0.87 0.90

Study

Table 1 provides a comparison of different fraud detection methods used in past literature, along with the newly
suggested technique of hybrid IF and DBSCAN. Measures such as Recall, Accuracy, F1-Score, and Precision have been
taken into consideration to analyze the performance of detection techniques. The hybrid IF and DBSCAN model
shows better precision and F1-Score results, which means that this new model can successfully detect and isolate
fraudulent transactions without compromising on accuracy.

Figure 2: Distribution of Anomaly Scores for Credit Card Transactions using IF
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Figure 2 represents the distribution of anomaly scores based on the IF algorithm for the credit card transactions.
The more the anomaly score, the greater the chances that the transaction is fraudulent. From the graph presented
in Figure 2, it is clear how well the IF algorithm works to identify anomalies in an imbalanced dataset.

Table 2: Model Evaluation on Credit Card Fraud Dataset

Metric Hybrid IF + DBSCAN
Accuracy 99.88%

Precision 0.93

Recall 0.87

F1-Score 0.90

ROC-AUC 0.96

Silhouette Score 0.61

Davies-Bouldin Index | 0.45

The Evaluation of the proposed model on the Kaggle Fraud dataset is provided in Table 2. As seen from the results
obtained, the hybrid approach shows great efficiency in terms of fraud detection (accuracy = 99.88%), as well as
provides a precision (0.93) and recall (0.87) values. Furthermore, the results show that the quality of clustering
achieved is rather impressive, with the silhouette coefficient measuring up at 0.61 and a 0.45 Davies-Bouldin Index.

4.3 Statistical Validation and Performance Analysis

The superior performance of the Hybrid approach is proved through statistical analysis by employing p-value tests
for F1 score, where p < 0.05 shows that there are significant differences in performance compared to IFs. In addition,
ROC graphs prove better discrimination power with an increase in ROC-AUC from 0.92 to 0.96. Finally, high
Silhouette scores (Silhouette score = 0.61) and low Davies-Bouldin Index (DBI = 0.45) values show that clusters
formed using DBSCAN are well-defined and compact.

4.4 Ablation study

Table 3: Ablation Study of Each Component

Configuration Accuracy | Precision | Recall | F1-Score
IF only 99.72% 0.85 0.77 0.81
DBSCAN on full dataset | 99.65% 0.80 0.70 0.75
IF - DBSCAN (Hybrid) | 99.88% | 0.93 0.87 0.90

As depicted in Table 3, here is the contribution of each part in the hybrid method. As evident from the results
obtained, it can be concluded that the integration of the IF method with the DBSCAN algorithm gives better
performance in comparison to only using the DBSCAN algorithm or only the IF method.

5. Discussion

The findings of the experiments show that the presented model of the combination of the IF and DBSCAN algorithms
allows identifying anomalous payments while forming meaningful clusters that help detect the hidden financial
fraud schemes. As compared to the IF algorithm, the hybrid model shows better performance in terms of accuracy,
precision, and F1-score values, emphasizing the effectiveness of reducing false alarms and more successful
identification of rare fraud cases. Thanks to the formed clusters of anomalies, it is possible to identify specific
financial transactions' similarities, like transaction amounts or merchant types, during a particular period.

One of the significant advantages of the model proposed is the fact that the approach allows scalability and
adaptation to multidimensional, unbalanced data sets common in practical finance applications. Anomaly detection,
along with density clustering, enables the detection of fraudulent cases regardless of whether such anomalies occur
independently or form specific clusters. At the same time, some of the shortcomings of the proposed approach
include the sensitivity to DBSCAN parameters € and minPts, along with the impossibility of labeling borderline
instances without additional research.

Insights generated through clustering can be effectively utilized by banks and other financial institutions. As
suspicious activities tend to occur in clusters, managers can use these insights to target their efforts towards
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investigating such clusters. In addition to that, since the framework enables making decisions about what should
be monitored in real time, any anomalies in the data stream can instantly be picked up, and clustered patterns can
be used to determine possible fraud attempts on the part of criminals.

6. Conclusion

The current study proposes an innovative solution that adopts the use of an amalgamation of IF and DBSCAN
clustering to detect credit card fraud within extremely imbalanced transactional data sets. In the proposed
algorithm, anomaly detection is initially achieved by the application of IF, followed by the clustering of the resulting
anomalies through the application of DBSCAN. Through empirical analysis, the proposed method proved its
superiority in detecting fraudulent activities within the Kaggle Fraud dataset. More specifically, it achieved at
99.88% accuracy, 0.93 precision, 0.87 recall, 0.90 F1-score, and 0.96 ROC-AUC. The effectiveness of the detected
clusters of anomalies was evaluated using the Silhouette Score, which came up to 0.61, and the Davies-Bouldin
Index, amounting to 0.45. While the proposed method enhances the accuracy of detecting rare instances of fraud, it
also produces interpretable clusters, which would help banks in directing their efforts in investigating cases and
managing risks. However, the research has certain drawbacks. First, the DBSCAN algorithm relies on the choice of
parameters, which may necessitate regular training in case of dynamic patterns of fraud. Furthermore, the model
has been tested on one dataset and might need adjustments in order to accommodate different banking systems
globally. Some directions for further research include real-time analysis of transactions, implementation of a DL
model, and evaluation of the proposed methodology on a multi-bank dataset. In conclusion, the research reveals
that an ensemble of IF and DBSCAN algorithms can be an effective tool for detecting fraud using artificial
intelligence technologies.
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