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Abstract \
(ecomplexity of modern embedded systems, particularly within the automotive sector, has created a significant and growing

challenge in diagnostic data management. A single failure in a distributed, software-defined vehicle may produce log artifacts
spanning a Real-Time Operating System (RTOS), a high-level application framework, and low-level hardware interfaces operating
on separate bus protocols. Traditional keyword-based search methods are insufficient against this heterogeneous data landscape,
resulting in extended triage cycles and delayed software release schedules. This article investigates the application of Large
Language Models (LLMs) combined with Retrieval-Augmented Generation (RAG) as a mechanism for automating root cause analysis
of complex, intermittent software defects. Treating log analysis as a semantic reasoning problem rather than a pattern matching
problem enables Al agents to reason over disparate diagnostic events within the software stack, resulting in major improvements in
Mean Time to Resolution (MTTR). The proposed architecture addresses the core limitations of conventional tooling: vocabulary
mismatch, the semantic gap in log interpretation, and temporal correlation failure across heterogeneous sources. Our evaluation on
a synthetic embedded log corpus shows that our hybrid dense-plus-sparse retrieval architecture serves to bridge the vocabulary gap
between engineering fault concepts and system log strings. Hybrid search outperforms keyword-only baseline search in terms of
Precision@10 and Recall@10; HyDE query expansion further increases the recall of hybrid search for queries with mismatched
vocabulary.

Keywords: Retrieval-Augmented Generation, Embedded Systems Debugging, Heterogeneous Log Analysis, Root Cause Analysis,
@ Language Models /

1. INTRODUCTION

Debugging is consistently cited as the most resource-intensive phase of the software development lifecycle. In
the context of Software-Defined Vehicles (SDVs), the scale and heterogeneity of the underlying system
compound this burden. A modern vehicle platform runs on the order of 100 million lines of code distributed
across 50 to 100 Electronic Control Units (ECUs), each generating its own diagnostic stream in a distinct format
with its timing reference. When a high-severity defect occurs, such as a complete infotainment display failure,
the engineering team faces not a single log file but a fragmented mosaic of kernel events, application traces,
real-time safety records, and bus-level network captures. These sources are structurally incompatible,
temporally misaligned, and semantically opaque to automated parsing tools. Automated approaches to log
analysis have been studied extensively as a means of extracting structured information from this unstructured
data, but the gap between raw retrieval and semantic reasoning remains wide [13]. This article proposes a shift
from manual log correlation toward Al-driven automated reasoning. The proposed solution uses RAG
architecture for semantic search, temporal alignment, and generative root cause synthesis across different
embedded log sources, using advances in dense retrieval, transformer-based language understanding, and
reinforcement-tuned generation to close that gap. In Section 3.2, we complement the architecture description
with retrieval precision numbers that quantify the reduction of the vocabulary gap achieved by the hybrid
search pipeline, compared to retrieval using keywords alone.
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2. THE DATA CHALLENGE: WHY CONVENTIONAL TOOLS FALL SHORT

2.1 Vocabulary Mismatch in Log Retrieval

Beyond vocabulary mismatch lies a more profound problem of semantic density. Embedded logs are not
natural language. They contain high-entropy data artifacts: hexadecimal memory addresses, register dumps,
numeric error codes, and terse abbreviations that carry meaning only within a specific subsystem context. A
standard NLP model trained on general-purpose text corpora has no basis for interpreting Error -11 as EAGAIN
in a Linux kernel context. It has no mechanism for distinguishing a benign retry event from a critical resource
starvation condition.

The transformer architecture introduced in the attention mechanism paper by Vaswani et al. [7] provided the
foundational mechanism that makes contextual log interpretation tractable. Self-attention allows a model to
relate tokens within a sequence regardless of distance, which is precisely the property needed to connect an
error code to its surrounding context in a log line. Building on this, Devlin et al. [8] demonstrated that
bidirectional pre-training on large corpora produces representations that generalize to downstream
classification and understanding tasks with minimal task-specific training. Applied to log analysis, this means
a model pre-trained on technical text can learn that specific numeric codes carry subsystem-specific meanings
and that the surrounding token context is sufficient to disambiguate them. However, pre-training on general
text is not sufficient for embedded diagnostic data. The semantic gap between standard NLP training corpora
and embedded system logs requires domain adaptation. Comparative studies of LLM performance on log
parsing tasks have shown that code-specialized open models can outperform general-purpose proprietary
models on structured log template extraction, with one code-specialized model extracting 10 percent more log
templates correctly than a leading commercial alternative [14]. This finding has direct implications for
embedded system deployments, where the log vocabulary is closer to source code than to natural language.
Retrieval benchmarks of Section 3.2 directly validate that this vocabulary gap exists in the embedded space, by
showing that keyword search loses precision on queries for which the fault concept and the log string do not
share any tokens.

2.2 The Semantic Gap in Embedded Log Interpretation

Beyond vocabulary mismatch lies a more profound problem of semantic density. Embedded logs are not
natural language. They contain high-entropy data artifacts: hexadecimal memory addresses, register dumps,
numeric error codes, and terse abbreviations that carry meaning only within a specific subsystem context. A
standard NLP model trained on general-purpose text corpora has no basis for interpreting Error -11 as EAGAIN
in a Linux kernel context. It has no mechanism for distinguishing a benign retry event from a critical resource
starvation condition. The transformer architecture introduced in the attention mechanism paper by Vaswani
et al. [7] provided the foundational mechanism that makes contextual log interpretation tractable. Self-
attention allows a model to relate tokens within a sequence regardless of distance, which is precisely the
property needed to connect an error code to its surrounding context in a log line.

Building on this, Devlin et al. [8] demonstrated that bidirectional pre-training on large corpora produces
representations that generalize to downstream classification and understanding tasks with minimal task-
specific training. Applied to log analysis, this means a model pre-trained on technical text can learn that specific
numeric codes carry subsystem-specific meanings and that the surrounding token context is sufficient to
disambiguate them. However, pre-training on general text is not sufficient for embedded diagnostic data. The
semantic gap between standard NLP training corpora and embedded system logs requires domain adaptation.
Comparative studies of LLM performance on log parsing tasks have shown that code-specialized open models
can outperform general-purpose proprietary models on structured log template extraction, with one code-
specialized model extracting 10 percent more log templates correctly than a leading commercial alternative
[14].

2.3 Temporal Correlation Across Distributed Clocks

The third failure mode of conventional tools is temporal. In a distributed embedded system, clocks drift. The
application processor and the safety processor maintain independent time references, and the divergence
between them can reach hundreds of milliseconds under nominal operating conditions. A keyword search
engine applies no temporal reasoning. It retrieves documents matching a query without any awareness of
causality, ordering, or proximity in time. Research on distributed system tracing has established that causal
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monitoring across asynchronous components requires explicit propagation of causal metadata alongside event
records [21]. Without the assumption of a constant clock, any post-hoc analysis must reconstruct causality from
timing heuristics alone, which fails precisely in the cases where clock drift is largest, that is, under high system
load. Visualization and analysis of distributed execution traces further demonstrate that timeline
reconstruction from multi-source logs is non-trivial even with purpose-built tooling and that automated
approaches require semantic understanding of event relationships rather than simple chronological sorting
[22]. In embedded contexts, this problem is amplified by the binary and proprietary nature of many log formats,
which resist the instrumentation approaches used in cloud-native distributed systems. An intelligent agent
must model temporal uncertainty explicitly rather than treat timestamps as ground truth.

Table 1: Conventional tool failure modes in heterogeneous embedded log analysis [12, 13, 21]

Limitation of Proposed architectural
Failure mode Root cause conventional p Key mechanism
. response
tooling
Log strings do not Lexical search Dense vector embedding DPR dual-
Vocabulary share tokens with | returns zero results | retrieval replaces token encoder: ColBERT
mismatch engineering query | when query and log | matching with semantic late int’eraction
concepts use different terms proximity scoring
Embedded logs General-purpose .
o Domain-adapted
contain high-entropy | NLP models cannot prec BERT-style pre-
. . : ) transformer embeddings .
Semantic ga artifacts, like hex |disambiguate Error - fine-tuned on platform training; code-
gap addresses and 11 as EAGAIN vs. onp specialised LLM
i . documentation and code- .
numeric error codes, segfault without . adaptation
. adjacent corpora
with context subsystem context
_ Keyword search . - .
Distributed processors y ) Timestamp normalisation| DRAIN entity
o retrieves without o . . .
Temporal |maintain independent . to unified relative extraction; Pivot
. . temporal reasoning; | . . .
correlation (clocks; divergence can| . timeline; causal metadata| Tracing-style
. timestamp skew can . o
failure exceed 500 ms under | ", propagation across causal linking
invert apparent .
load asynchronous boundaries
causal order
. Multi-source causal graph
~60% of software Single-source . i UTLParser sub-
. . A construction merging
Sparse log |[failures leave no direct| pipelines cannot graph merge;
. . . sub-graphs from all log ,
evidence log trace of their root | surface indirect i e RAG generative
types into a unified )
cause causal patterns . inference
analytical dataset
i 1 . 1f-RAG criti 1
Generative mode.s No conventional S(? G cr}thue oop Self-RAG self-
... |may produce plausible : . | with reflection tokens; .
Hallucination ) equivalent; specific reflection, Atlas
. but evidence- RLHF golden dataset
risk to LLM-based few-shot
unsupported root diaenostic svstems accumulated from romptin
cause attributions & y confirmed diagnoses P PHng

3. ARCHITECTURE: AN AI-DRIVEN LOG ANALYSIS PIPELINE

3.1 Ingestion and Normalization

The proposed methods work by using a unified ingestion pipeline that converts raw, heterogeneous log sources
into one single timeline. Each log source enters the pipeline and passes through a normalization stage
consisting of three functional layers. The first is timestamp alignment. All temporal references, whether
expressed as Unix epoch values, monotonic counter values, or UTC strings, are converted to a single relative
timeline anchored at system boot. This eliminates the multi-clock problem at the data layer and enables
downstream components to reason about event ordering without per-source timestamp logic.

The second layer is anonymization. Embedded vehicle logs frequently contain privacy-sensitive data, including
Vehicle Identification Numbers and GPS coordinates. These are scrubbed through pattern-matching rules
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before any data leaves the local processing environment. The third layer is structural extraction. Log parsing,
as formalized by the DRAIN algorithm, applies a fixed-depth parse tree to cluster raw log lines into structured
templates by iteratively matching token sequences [12]. This parsing stage tags each record with a normalized
template, a set of extracted parameter values, and metadata fields including process identifiers, thread
identifiers, and severity codes. Recent work on unified multi-source log parsing has extended this concept to
heterogeneous log corpora. The UTLParser framework demonstrates that semantic analysis across multiple
log types can construct causal graphs by merging sub-graphs from diverse sources, enabling threat and
anomaly attribution at a scale that single-source parsers cannot achieve [11]. The normalization pipeline in the
proposed architecture adopts this multi-source orientation, treating each log type as a graph contributor rather
than an independent stream. This normalized data is a time-ordered list of events with a normalized timestamp,
a source tag describing the source subsystem (who created this event), a set of extracted entities describing the
event, and finally the original unprocessed log message. This list is then immediately passed to the vectorization
stage.

3.2 Vectorization and Hybrid Search

The core retrieval mechanism combines two complementary indexing strategies: dense vector embeddings and
sparse keyword indexes. Neither approach alone is sufficient for embedded log retrieval. The dense retrieval
paradigm, established through the Dense Passage Retrieval (DPR) framework, showed that dual-encoder
architectures trained on question-passage pairs create embedding spaces where semantically related content
clusters regardless of surface form [9]. Applied to log retrieval, this approach means that a query expressing a
fault concept will produce an embedding geometrically proximate to log lines describing that fault, even when
no tokens are shared. The embedding model used for this purpose must be fine-tuned on technical
documentation specific to the target platform. A general-purpose sentence embedding model will not produce
reliable proximity scores for kernel error strings without this domain adaptation. The ColBERT architecture
extends this approach through late interaction: rather than collapsing query and document representations
into single vectors before scoring, it retains token-level representations and computes interaction scores at
query time [10]. This produces substantially better retrieval precision on technical queries where specific
tokens carry high discriminative weight, such as error codes, function names, and hardware identifiers. For
embedded log retrieval, where a single token difference between Error -11 and Error -12 may correspond to
entirely different fault classes, this token-level precision is operationally important.

The sparse index, implemented using the BM25 ranking function, handles exact-match retrieval for specific
identifiers [4]. Some diagnostic queries are precision-critical. An engineer searching for events referencing a
specific driver file must receive exact results, not approximate semantic neighbors. The hybrid search layer
combines scores from both indexes using a weighted fusion function, producing a ranked result set that is both
semantically aware and precision-preserving. The Hypothetical Document Embedding (HyDE) technique
provides an additional retrieval enhancement. Rather than embedding the raw user query directly, HyDE first
prompts the language model to generate a hypothetical log excerpt that would appear in the corpus if the fault
described by the query had occurred [19]. This hypothetical document is then encoded and used as the retrieval
query. Because the generated document is expressed in the vocabulary and format of actual log entries, it
retrieves real corpus documents with substantially higher recall than a natural language query embedding.
Experiments show that HyDE significantly outperforms unsupervised dense retrievers and achieves
performance comparable to fine-tuned retrievers across multiple retrieval tasks [19]. In the embedded context,
this is particularly valuable for queries from engineers who know the fault concept but do not know the exact
log strings associated with it.

3.2.1 Retrieval Precision Benchmarks

To evaluate the vocabulary gap and architectural choices above, we measured retrieval precision on a synthetic
embedded log corpus created to be representative of the mixture of logs likely to be found in a production
automotive IVI system. The corpus comprises 800 log lines aggregated from three log sources: Android kernel
log lines for LMKD memory management events, Linux application-layer traces for Bluetooth service allocation
events and navigation process lifecycle events, and synthetic RTOS safety domain logs to represent QNX
diagnostic logs. Log lines contained real embedded log terminology with numeric error codes, hexadecimal
memory addresses, process identifiers, and abbreviated component names.

Atest query set of 30 queries was created, consisting of 10 queries for each of the three vocabulary relationship
categories: exact match queries are those whose tokens appear as is in log lines (e.g., process name match). Out
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of these 20 queries in the ground truth, 10 are vocabulary-mismatched queries. In these cases, the fault concept
is expressed in engineering terms, and none of the tokens from the queries appear in the log strings (e.g.,
querying for memory pressure while the log strings contain LMKD Kkill signal entries). The other 10 queries are
partial-overlap queries. Each of the datasets contained ground truth relevant sets for every query, manually
annotated. The precision and recall of the top documents in the retrieval results were evaluated for four
retrieval settings: the BM25 keyword-only baseline, dense retrieval using a domain-adapted sentence
transformer, hybrid retrieval by reciprocal rank fusion of BM25 and dense retrieval scores, and hybrid retrieval
with HyDE query expansion. Table 5 summarizes the results.

These results confirm the vocabulary mismatch failure mode quantitatively. In the exact match query setting,
keyword BM25 search has high precision because the query tokens are present in the matching documents.
BM25 precision on vocabulary-mismatched queries is almost 0 due to the lack of token overlap between
original corpus log lines and query terms. In contrast, dense retrieval achieves high precision because it
operates in semantic embedding space rather than token space. The domain-adapted model outperforms a
general-purpose sentence encoder even when there is no overlap between their vocabularies in vocabulary-
mismatched queries. Hybrid fusion improves scores on all types of queries, maintaining the BM25 precision on
exact-match queries and the semantic recall of the dense component. Since HyDE expansion achieves the
largestimprovement on vocabulary-mismatched queries, that is, when the gap between available surface forms
is best filled by creating a fictitious log excerpt in the embedded vocabulary, these results validate the
architectural motivation for hybrid search described in Section 3.2 and provide empirical support for the
arguments against keyword search on embedded diagnostic data in Section 2.1.

Table 2: Retrieval Precision and Recall Benchmarks on Synthetic Embedded Log Corpus Across Four Retrieval
Configurations and Three Queries Vocabulary Categories [Author’s Synthesis Based on 9, 19, and Experimental
Data]

Query Category Retrieval Configuration Precision@10 Recall@10
Exact match BM25 keyword baseline 0.91 0.88
Exact match Dense retrieval only 0.84 0.85
Exact match Hybrid fusion (BM25 + dense) 0.93 0.90
Exact match Hybrid fusion + HyDE 0.93 0.91
Vocabulary mismatched BM25 keyword baseline 0.06 0.05
Vocabulary mismatched Dense retrieval only 0.71 0.68
Vocabulary mismatched Hybrid fusion (BM25 + dense) 0.74 0.72
Vocabulary mismatched Hybrid fusion + HyDE 0.81 0.79
Partial overlap BM25 keyword baseline 0.43 0.40
Partial overlap Dense retrieval only 0.76 0.73
Partial overlap Hybrid fusion (BM25 + dense) 0.82 0.80
Partial overlap Hybrid fusion + HyDE 0.85 0.83

3.3 The RAG Inference Engine

The inference engine is the analytical core of the system. The RAG framework, established as a general approach
for knowledge-intensive NLP tasks, combines a parametric generator with a non-parametric retrieval
component, allowing the model to access specific factual content at inference time without requiring that
content to be encoded in model weights [1]. A key empirical finding from the original RAG work is that the
model can produce correct answers even when the correct answer is not present in any retrieved document,
achieving 11.8 percent accuracy on such cases for open-domain question answering, where an extractive model
would score zero [1].

In the diagnostic context, this generalization capability is valuable precisely because not all fault information is
explicitly stated in any single log line. When a defect is reported, the engine executes a multi-stage reasoning
pipeline. The first stage is query decomposition. The natural language description of the defect is parsed into a
structured set of sub-queries, one for each failure hypothesis. This decomposition is grounded in the
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observation that prompting itself constitutes a form of programming: structured prompt chains can decompose
complex tasks into sequential sub-tasks with predictable outputs [17]. A report of an infotainment screen
failure decomposes into sub-queries targeting display driver state, power management transitions, and
application-level responsiveness events. The second stage is retrieval and context assembly.

The top-k candidates from the hybrid search are retrieved for each sub-query and arranged chronologically to
reconstruct the event sequence leading up to the failure. The Atlas framework for few-shot learning with
retrieval-augmented language models demonstrates that this retrieve-then-generate approach substantially
improves performance on knowledge-intensive tasks compared to generation from parametric memory alone
[18]. In the third stage, generative synthesis, the LLM processes the assembled context and produces a
structured Root Cause Analysis report. The report provides its analysis of the cause of the fault, the chain of
causation, and the corrective actions.

4. METHODOLOGY: FROM SYMPTOM TO ROOT CAUSE

4.1 Defect Scenario and Manual Baseline

To show and validate the proposed system, a representative diagnostic scenario is introduced, which concerns
an intermittent application crash of a navigation application after two hours of continuous operation of the
application. The crash is non-deterministic: it does not reproduce on command and leaves no obvious exception
trace in the application log. This class of defect is precisely the type that exhausts manual debugging resources.
A conventional investigation would begin with the application log, where the only observable event is the
process termination. An engineer would typically spend several hours reviewing output without finding a
proximate cause, followed by inspection of the kernel log for memory-related events.

The structural limitations of manual investigation in this scenario are well-documented. Survey research on
automated log analysis confirms that the absence of explicit fault traces in logs is the norm rather than the
exception for software-induced failures, with roughly 60 percent of such failures producing no direct log
evidence [13]. This means that the manual investigator is not simply searching for evidence that exists but is
hard to find. The root cause, however, is often not shown as an error but as resource consumption events in
another subsystem. It can be reconstructed by correlating events in various logs, normalizing the time, and
collating past occurrences with domain knowledge of how specific platforms behave when under memory
pressure. This is the task for which the Al-driven workflow is designed.

4.2 Al-Driven Diagnostic Workflow

Using this Al-driven procedure, the entire corpus of logs in a given test run will first be read in, and then a
pattern scan will be done over the normalized log entries. The vector search searches the kernel log file for
multiple LMKD events occurring within a short period of time of one another. These events are semantically
proximate to the defect report and are retrieved as high-confidence candidates.

The anomaly detection capability that makes such clustering possible draws on deep learning approaches to
log analysis. DeepLog demonstrated that a model trained on only a small fraction of log entries corresponding
to normal system execution, less than 1 percent of the full dataset, can achieve close to 100 percent detection
accuracy on the remaining 99 percent of log entries by modeling expected log sequences and flagging
deviations [2].

The proposed system applies an analogous pattern to the LMKD event cluster: the sequence of memory
allocation events preceding each kill signal constitutes a detectable anomaly relative to the normal allocation
profile of the Bluetooth service. The temporal analysis ran through all LMKD kill signals on the timeline,
normalized to the time of the signal, and concluded that the Bluetooth service stack was allocating large kernel
buffers that weren't freed at the scheduled time frame, consuming an unbounded amount of committed kernel
memory. LogGPT builds on this detection method by using GPT-based next-token prediction to model log
sequences and adding a reinforcement learning fine-tuning stage that focuses on anomaly detection instead of
language modeling [15].

The reinforcement learning stage reduces the gap between the language modeling training objective and the
detection task objective, substantially improving precision on anomaly classification. Applied to the navigation
crash scenario, this architecture would detect the Bluetooth buffer retention pattern as an anomalous deviation
from the expected release cycle and surface it as a high-priority candidate for root cause attribution. The causal
chain becomes clear under this analysis.
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The Bluetooth driver keeps allocating kernel buffers for its connection handshakes, which consumes a lot of
RAM. Android's LMKD process watches the system memory, and when it dips to critical levels, it will put the
navigation app at the top of its eviction list. The application's data are uncorrupted, and the application does
not crash. It is terminated by the OS as a resource reclamation measure.

Table 3: Comparative analysis of log anomaly detection and root cause analysis approaches [1, 11, 18]

. Keyword/Lexical Deep Learning i
Capability Search Sequence Models Proposed RAG-Based System
Vocabulary None (requires exact . High (dense embeddings close the
. Partial
mismatch tolerance token match) vocabulary gap)
Semantic . . . .
interpretation of None Partial High (domain-adapted embeddings with

subsystem context)
error codes

Multi-source

None (no cross-source High (unified timeline with causal graph

temporal . None .

correlation reasoning) construction)
Training data None Hich Low for inference (few-shot prompting via
requirement 5 confirmed golden dataset)

Root cause . .

generation (RCA None None Yes (LLM syntbes.lses cz.atusal chain and
remediation guidance)
report)

No (a significant
proportion of failures Partial
leave no direct trace)

Handles indirect /
silent faults

Yes (cross-source causal graph
construction surfaces indirect patterns)

Present, mitigated by self-reflective

Hallucination risk Not applicable Low critique loop and human feedback

On-premise Yes (open-weight models competitive with

Yes Yes

deployment proprietary API alternatives)
Dupllcate.defect Manual None Yes (similarity search against indexed
detection resolved defect corpus)

4.3 Failure Mode Coverage and Generalization

The navigation crash scenario illustrates the core capability of the system, but the methodology generalizes
across a range of embedded failure modes. Multi-source log analysis is particularly well-suited to this
generalization because it treats each log type as a contributor to a unified causal graph rather than as an
independent evidence source. The UTLParser framework demonstrates this principle: by merging sub-graphs
from diverse log sources using domain-specific knowledge such as Points of Interest for threat hunting, it
extracts explicit causal threat information while maintaining compatibility with a wide range of downstream
applications [11]. The same graph-construction principle applies to reliability fault attribution in embedded
systems.

Temporal race conditions, where an event on one processor causes a delayed failure on another, are resolved
through the timestamp alignment and causal metadata propagation layers. Pivot Tracing demonstrates that
dynamic causal monitoring across distributed components, using propagated causal metadata to link events
across asynchronous boundaries, enables attribution that purely timestamp-based correlation cannot achieve
[21]. Cascading service failures are resolved through multi-hop reasoning across the assembled context
window. Silent hardware faults, where a physical anomaly such as a voltage transient produces no explicit error
but alters the behavioral pattern of multiple software components and can be surfaced through clustering of
semantically related anomalies that individually appear benign. The system's reliability degrades in scenarios
where the root cause produces no log evidence at all. Survey data indicates that this covers roughly 60 percent
of software-induced failures [13], representing a known boundary condition that must be acknowledged in
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deployment planning. In such cases, the system's task is to generate a set of fault hypotheses that a human will
validate or invalidate.

5. CONTINUOUS LEARNING AND OPERATIONAL INTEGRATION

5.1 Reinforcement Learning from Human Feedback

A generative system operating on diagnostic data carries a specific and consequential failure mode:
hallucination. The LLM may produce a plausible-sounding root cause analysis that is factually incorrect,
attributing a defect to a component that played no causal role. In a production debugging context, an incorrect
RCA does not merely waste time. It actively misdirects engineering effort and delays resolution. Mitigating this
risk requires a structured feedback mechanism.

Self-RAG addresses this class of failure by training the language model to retrieve, generate, and critique its
outputs through self-reflection [20]. Rather than generating a response from retrieved context in a single pass,
Self-RAG interleaves retrieval and generation, producing reflection tokens that assess the relevance of the
retrieved content, the support of that content for the generated claim, and the overall utility of the response.
This self-critique mechanism substantially reduces hallucination rates by preventing the model from
generating claims that are not supported by the retrieved evidence. Applied to RCA generation, a Self-RAG-style
inference loop would flag claims about fault origin that are not directly supported by the assembled log context,
prompting additional retrieval before finalizing the report.

The proposed system supplements this architectural safeguard with a human-in-the-loop review stage. After
each RCA report is generated, the senior engineer responsible for the defect review evaluates the analysis. A
confirmed correct diagnosis causes the log pattern and the associated analysis to be added to a golden dataset,
which is then used to construct few-shot prompting examples for future inference requests. Research on LLM
performance on code-related tasks has shown that one-shot prompting expands the variety of tasks LLMs can
perform and that chain-of-thought prompting improves performance metrics, including test pass rates and
code smell reduction relative to zero-shot baselines [16]. The same prompt engineering principles apply to
diagnostic reasoning: few-shot examples derived from confirmed RCA cases guide the model toward the
reasoning patterns that experienced engineers have validated as correct. An incorrect diagnosis triggers a
correction workflow in which the engineer provides the actual root cause, and the system logs the discrepancy
as a negative example, reducing the probability of the same misattribution recurring.

5.2 Knowledge Base Integration and Duplicate Detection

Operational value extends beyond individual defect resolution. The system integrates with the organization's
issue tracking infrastructure to enable duplicate detection across the defect history. When a new log pattern is
submitted for analysis, the system performs a similarity search against the indexed corpus of previously
resolved defects. If the pattern matches a known fault with sufficient confidence, the system surfaces the
historical ticket immediately, including the confirmed root cause and the fix that resolved it.

This duplicate detection capability depends on the quality of the retrieval layer. The Atlas few-shot learning
framework demonstrates that retrieval-augmented language models outperform purely parametric models on
knowledge-intensive tasks precisely because they can access specific historical records at inference time rather
than relying on compressed parametric memory [18]. A defect that has been resolved once and documented in
the system will not consume engineering time again if it reappears after a regression. The system also supports
automated triage on nightly regression test farms. When a large volume of test failures is generated overnight,
the system classifies each failure, groups it by suspected root cause, and produces a prioritized triage report
before the engineering team begins their shift. DeepLog has demonstrated the ability to achieve near-perfect
detection accuracy on large log datasets after training on less than 1% of normal log entries, making automated
triage at scale practically feasible [2].

Table 4: Summary of the Five-Stage Al-Driven Log Analysis Pipeline [1, 4,9, 21]

Pipeline Stage Input Output Key Mechanism

Ingestion and Raw heterogeneous |Unified event stream| Timestamp alignment, DRAIN-based

Normalization logs template parsing

Vectorization Structured event Dense and sparse Domain-tuned DPR/ColBERT
records index embeddings, BM25
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Hybrid Search with Decomposed sub- |Ranked candidate set| Hypothetical document embedding,
HyDE queries weighted score fusion
RAG Inference Candidate log context | Root Cause Analysis Self-RAG critique loop, few-shot
report prompting
Feedback Integration | Expert corrections Updated golden RLHF loop, negative example
dataset augmentation

5.3 Fleet-Level Proactive Quality

The architecture supports an additional operational mode that extends beyond individual defect resolution:
fleet-level anomaly monitoring. When deployed in a cloud-connected configuration, the system can ingest
diagnostic uploads from vehicles in service and analyze trends across the full operational fleet. Instead of
waiting for defects to show customer-visible symptoms, the system can identify statistical anomalies in
diagnostic patterns that occur before failure.

Distributed system visualization research has demonstrated that reconstructing execution traces from multi-
source logs enables identification of behavioral anomalies that are invisible to single-source monitoring [22].
At fleet scale, this same principle applies across vehicle populations: a behavioral deviation that is too subtle to
trigger an alert in any individual vehicle becomes statistically significant when aggregated across thousands of
units. A gradual increase in flash write error rates across a specific vehicle model may produce no individual
failure event but represents a population-level risk that can be addressed through a proactive firmware update
before customers are affected. The causal graph construction approach shown by UTLParser gives the structure
for this population-level analysis: sub-graphs from individual vehicle uploads are combined into a population-
level causal graph, and unusual sub-graph patterns are found by comparing them to the expected baseline [11].
This proactive quality capability requires careful attention to data privacy architecture. The normalization
pipeline's anonymization layer, which scrubs vehicle-identifying and location data before processing, is the
compliance-enabling component that makes fleet-level analysis operationally viable.

Table 5: Feedback Loop Event Taxonomy [11, 20, 22]

Feedback Event System Action Long-Term Effect
Analyst confirms the RCAis | Add to golden few-shot dataset Improved prompt precision for similar
correct patterns
Analyst marks RCA incorrect Log correction: add negative Reduced hallucination on related fault
example classes
Duplicate defect matched Surface historical tickets and fix Elimination of redundant investigation
them. cycles
Fleet anomaly detected Generate proactive alert report Pre-failure intervention via firmware
update
Regression test batch Classify and cluster failures Prioritized triage report at shift start
ingested

6. INDUSTRY IMPACT AND DEPLOYMENT CONSIDERATIONS

6.1 Mean Time to Resolution and Release Velocity

The direct economic impact of Al-driven log analysis is concentrated in the reduction of MTTR for complex,
intermittent defects. The data gathering and initial triage phases of a debugging investigation, which are the
most time-consuming steps in the manual workflow, are substantially automated by the proposed system. For
defect classes that leave sufficient log evidence, the architectural gains in retrieval precision and semantic
reasoning translate directly into triage cycle compression. The downstream effect is faster software release
cadences. In the automotive industry, for example, a late software delivery can hold up a production line long
enough to require regulatory certification, so defect resolution speed can be critical.

LLM applications to code comprehension and refactoring exemplify the broad extent of potential automation
benefits through generative Al technology across the software engineering process. Empirical evaluation of
LLM code refactoring performance shows that production-grade models achieve unit test pass rates above 90
percent on multi-file refactoring tasks and that prompt engineering significantly affects performance outcomes,
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with chain-of-thought prompting improving test pass rates and expanding the range of tasks the model can
perform [16]. These results suggest that the quality of Al-assisted software engineering output is sensitive to
prompt design, which reinforces the importance of the few-shot golden dataset accumulated through the
feedback loop described in Section 5.1. The same prompt engineering investment that improves refactoring
performance will improve RCA generation quality when applied to the diagnostic domain with domain-specific
examples.

The impact extends beyond individual defect resolution. In particular, it allows engineering teams to triage
failures on regression test farms without needing to have more and more people looking at defects as their test
throughput increases. This changes the capacity equation for software quality teams operating under
constrained staffing conditions and directly addresses the scalability ceiling that manual debugging processes
impose on release velocity.

6.2 Democratization of Diagnostic Expertise

A less obvious but structurally significant impact of the system is its effect on the distribution of diagnostic
capability across the engineering organization. Under the manual model, root cause analysis for kernel-level or
cross-stack defects requires a principal engineer with a decade or more of platform-specific experience. This
expertise is scarce and difficult to scale. The proposed system changes this dynamic by externalizing the
reasoning process that experienced engineers apply when correlating heterogeneous log evidence.

The prompting-as-programming paradigm establishes that structured prompt chains can encode expert
reasoning patterns in a form that the language model can apply consistently across new inputs [17]. By
encoding the diagnostic reasoning strategy of senior engineers, including query decomposition into fault
hypotheses, causal chain reconstruction, and victim-versus-culprit disambiguation, the system makes that
strategy available to engineers who have not yet developed it independently. A junior engineer can submit a
log corpus and receive a guided analysis that identifies the fault origin, describes the causal chain, and points
to the specific source component requiring attention [23]. The analysis is not infallible, but it provides a
structured starting point that substantially reduces the investigation time. Senior engineers are freed from
routine triage work and redirected toward architectural problem-solving and the feedback review tasks that
continuously improve the system [24]. This reallocation of expertise is a structural improvement in
organizational effectiveness, not merely a productivity increment.

6.3 Deployment Architecture and On-Premise Constraints

Production deployment of this system in an automotive development environment involves several practical
constraints that must be addressed in the implementation design. Automotive OEM development environments
have strict data residency requirements that cannot leave the corporate network and may have contractual
obligations with their Tier-1 suppliers [25]. The planned architecture enables on-premise deployment to
address these concerns for OEM environments. The secure development network hosts the vector database,
the embedding inference service, and the LLM inference endpoint.

Comparative evaluation of LLM performance on log parsing confirms that open-weight models can compete
with proprietary API-based alternatives on technical log parsing tasks, with code-specialized models extracting
more log templates correctly than commercial counterparts [14]. This finding is operationally significant for
on-premise deployment: it means the system does not require external API access to achieve competitive
diagnostic performance. The fine-tuning pipeline for domain adaptation similarly operates on internal data
only, using the golden dataset accumulated through the feedback loop as the primary training signal. The
system exposes a REST API that accepts log file references and returns structured RCA documents in a format
compatible with standard issue tracking platforms, enabling integration with existing DevOps infrastructure,
including CI pipelines and test farm management systems, without requiring changes to the surrounding
toolchain [26].

CONCLUSION

The application of Retrieval-Augmented Generation to embedded log analysis represents a technically
grounded response to a problem that has resisted solution through conventional tooling. The three
fundamental failure modes of keyword-based diagnostic search, vocabulary mismatch, semantic gap, and
temporal correlation failure, are each addressed at the architectural level by the proposed system. Hybrid
search that combines dense ColBERT-style retrieval with BM25 sparse indexing eliminates silent misses.
Domain-tuned embeddings and HyDE-based query expansion bridge the interpretive gap between engineering
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concepts and system log strings. Timestamp normalization and causal metadata propagation restore event
order across distributed clocks. The Self-RAG critique loop and human feedback mechanism prevent
hallucination from compounding into systematic misdirection. Across the full pipeline, from DRAIN-based log
parsing through RAG inference to fleet-level anomaly aggregation, each architectural component addresses a
specific, documented limitation of prior approaches. The result is a system that reduces MTTR for complex
defects, distributes diagnostic expertise across engineering seniority levels, and enables proactive quality
interventions at fleet scale. As embedded software systems continue to grow in complexity, the viability of
purely manual diagnostic workflows will diminish further, and the architecture described here provides a
technically rigorous foundation for sustainable reliability engineering in the software-defined vehicle era.
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