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1. Introduction 
The enormous streaming data that has been introduced since individuals started utilizing the internet to a 
greater degree led to the emergence of time window models that comprise sliding windows, landmark 
windows, and damped windows [1]. The established techniques that can be used to identify the presence of 
anomalies in streaming data were also challenged when they tried to deal with large amounts of industrial data 
due to the unpredictable nature of data streams and the underlying distribution is difficult to model [2]. More 
robust techniques were thus needed to adequately detect anomalies, particularly in industrial scenarios where 
timely detection of anomalous behaviors could prevent failures and achieve optimal performance of the system. 
To further improve the detection of anomalies in the case of large-scale streaming data systems with the help 
of DL methods, it is necessary to guarantee the proper and efficient monitoring that would contribute to the 
improved maintenance and minimized downtime in the industrial setting [3]. Robust anomaly detection in 
large-scale streaming data systems was performed using AI-based models. The data analysis methods from AI-
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Abstract 
Streaming data generated from sensors, Internet of Things (IoT) devices, and digital platforms demands continuous monitoring, yet 
identifying anomalous patterns in high-velocity environments remains challenging due to evolving data distributions and scale. 
Existing approaches often struggle with adaptability and robustness. This research aims to design a robust deep learning (DL)model 
for anomaly detection in large-scale streaming systems. A total of 6543 data points were gathered from the open source Streaming 
Anomaly Dataset, followed by Z-score normalizationand feature extraction using Principal Component Analysis (PCA). The proposed 
Billiards Optimizer-driven Adaptive Convolutional Neural Network (BO-ACNN) model employs the Billiards Optimizer to fine-tune 
hyperparameters and enhance convergence efficiency, while the Adaptive CNN dynamically adjusts convolutional filters to capture 
evolving temporal–spatial features. This combination enables precise detection of irregular patterns in streaming environments. 
The model effectively identifies anomalies in large-scale data streams by learning complex patterns and adapting to distribution 
shifts. Experimental evaluation shows better performance in detection rate (98.60%), accuracy (98.90%), false positive rate 
(1.79%), recall (97.26%), precision (96.45%), F1-score (97.85%), ROC-AUC (98.45%), and latency (20ms) compared to conventional 
approaches, which were implemented in Python. The approach ensures scalable, adaptive, and reliable anomaly detection, making 
it suitable for intelligent monitoring applications. 
 
Keywords: Anomaly Detection, Streaming Data Analytics, Large-Scale Data, Monitoring, Adaptive Learning. 
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enabled platforms, which operate in real time, make it possible to find unusual trends through historical data 
and system behavior knowledge [4]. It proved significant because standard supervised methods failed to work 
and acquiring labeled logs proved difficult. The models showed strong performance because they successfully 
tracked both time-based and sequential developments in system log data and IoT device monitoring data. The 
researchers achieved accurate detection through their work, which optimized DL algorithms for latency 
reduction [5]. The online learning capability of DL methods enables models to adjust continuously to new data 
streams while maintaining current knowledge about system changes over time [6]. The computational 
demands of DL models stem from their need for extensive resources to execute both training and inference 
processes. The systems need extensive labeled data, which they cannot access while facing difficulties to 
identify anomalies in environments where data patterns change constantly [7]. 
 
Research aim: The researchers aim to create a deep learning framework, which uses the BO-ACNN model to 
achieve accurate real-time anomaly detection in large-scale streaming data systems. The research aims at 
improving scalability, detection accuracy, and being able to capture dynamic temporal-spatial patterns. 
 
Research organization: The research framework consists of two main parts, which include background 
information about the study in Section 1. Section 2 and 3 provide a summary of existing research about anomaly 
detection and DL methods, data processing and proposed BO-ACNN method. Section 4 and 5 provide findings 
and their subsequent analysis and conclusions. 
 
2. Related Works 
Table 1 presents a summary of current anomaly detection methods, which use ML and DL techniques to address 
various domains because it shows their research goals and methodological approaches and their achieved 
results. 
 
Table 1. Summary of Existing Anomaly Detection Methods and Limitations 

Ref Objective Method Result Limitations 
[8] Identify abnormalities in 

LSSPV power stations 
K-Means clustering 
coupled with LSTM 

Better results compared to 
ANN; lower maintenance 
cost and shorter duration 

Scalability and 
generalizability were not 

addressed 
[9] Enhance electrical load 

anomaly detection using 
edge computing 

Edge Industrial Unit 
Detector (EIUD) with 

unsupervised clustering 

Achieved high accuracy with 
approximately 1 ms 

processing time per data 
point 

Strong dependency on edge 
devices; scalability 

challenges 

[10] Improve anomaly 
detection in Log-based 

Cloud Systems (LCS) 

ML-based anomaly 
detection on telemetry 

data 

Improved anomaly detection 
performance 

Data complexity and 
scalability issues remain 

[11] Address anomaly 
detection gaps in Big 

Data quality assessment 

Quality Anomaly Score 
(QAS) using six quality 

parameters 

Provided a unified anomaly 
detection model across 

domains 

High computational 
complexity and scalability 
issues with large datasets 

[12] Develop secure anomaly 
detection in Industrial 

Internet of Things (IIoT) 

Isolation Forest (IF) 
integrated with 

Transport Layer Security 
(TLS) in edge/cloud 

environments 

Achieved effective anomaly 
detection with secure data 

transmission 

Security robustness and 
scalability concerns in 

heterogeneous deployments 

[13] Recommend federated 
learning for anomaly 
detection in large IoT 

deployments. 

Federated Learning (FL) 
coupled with TCN-ACNN 

(FedLog) 

Outperform DeepLog and 
LogAnomaly under 

centralized and federated 
architectures 

Issues with non-IID data and 
scalability 

[14] Review Graph Anomaly 
Detection (GAD) using 

GNNs 

Taxonomy of 13 Graph 
Neural Networks (GNN)-

based methods 

Delivered comprehensive 
insights and comparative 
performance evaluation 

Several open research 
challenges remain 

unresolved 
[15] Perform anomaly 

detection using deep 
VGG-based CNN 

architecture 
Achieved good detection 

accuracy 
High computational cost, 

poor scalability, and limited 
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convolutional neural 
networks 

adaptability for streaming 
data 

[16] Detect anomalies using 
conventional ML 

techniques 

Traditional ML-based 
anomaly detection 

methods 

Moderate performance with 
lower accuracy compared to 

DL approaches 

Ineffective for high-
dimensional data, poor 

scalability, and inability to 
capture temporal 

dependencies 
 

3. Methodology  
The proposed solution uses datasets collected from benchmark sources or IoT devices, where the data can have 
normal or unusual streaming. Z-score normalization is used as a preprocessing method to standardize values. 
PCA is used for feature extraction to minimize noise and dimensionality. The BO-ACNN model receives the 
processed data, where the BO adjusts hyperparameters, and an Adaptive CNN finds patterns. Figure 1 shows 
the workflow architecture of BO-ACNN for Robust Anomaly Detection in Large-Scale Streaming Data Systems. 

 
Figure 1: DL-Driven Workflow for Adaptive Anomaly Detection in High-Volume Data Streams 
 
Data collection: The dataset consists of 6,543 time-stamped multivariate observations of interconnected 
devices that record the environmental conditions, system performance, and network behavior. It has 13 feature 
columns, including temperature, pressure, humidity, CPU and memory usage, network latency, packet loss, 
throughput, error rate, voltage level, vibration signal, a device ID, and a timestamp. All records are the 
synchronized measurements at a certain time point. Both normal and abnormal system operation are captured 
in the dataset, thus it is possible to analyze the dynamic behavior of the system. The target column classifies 
each instance as either normal or anomalous, making it suitable for anomaly detection and predictive modeling 
tasks. 
 
Kaggle Source:https://www.kaggle.com/datasets/colabsss/real-time-streaming-anomaly-dataset 
Data feature exploration: Figure 2(a) illustrates the temporal variation of CPU usage, memory consumption, 
and throughput, which highlights dynamic changes and potential anomalies. Figure 2 (b) depicts feature 
connections and separability between normal and anomalous data.  

 
Figure 2: Streaming anomaly detection (a) Streaming Metrics (b) Normal and Abnormal Patterns 
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The characteristics of raw data before preprocessing, highlighting system behavior and demonstrating the need 
for the proposed method to improve anomaly detection in large-scale streaming environments. Figure 3(a) 
shows a normal distribution pattern of memory usage, which shows that system performance, remains stable 
with only minor fluctuations. Figure 3(b) shows paired value comparisons between different indices, which 
show both existing differences, and possible anomalous data points. 

 
Figure 3: Streaming data patterns and feature distributions (a) Memory Consumption (b) Comparative 
Variation  
 
3.2 Data preprocessing using Z-score normalization 
The research project intends to develop an anomaly detection system, which uses Z-score normalization to 
monitor extensive streaming data streams. The goal of the project requires researchers to establish uniform 
data processing standards by transforming all data elements to a common scale with a mean value of 0 and a 
standard deviation of 1. This normalization enhances the data quality as well as the stability and consistency of 
the models in dynamic environments. Reducing variability among features using the model improves the 
detection of irregularities and anomalies in data streams. Equation (1) illustrates how training data statistics 
are used to normalize both training and test data for streaming datasets: 
𝑌 − 𝑆𝑐𝑜𝑟𝑒𝑑 𝐸𝑀𝐺𝑠,𝑐,𝑡 = (𝐸𝑀𝐺𝑠,𝑐,𝑡 − 𝜇𝑡𝑟𝑎𝑖𝑛,𝑡)/𝜎𝑡𝑟𝑎𝑖𝑛,𝑡(1) 
In Equation (1), 𝑡 represents the current discrete time step in the streaming data, 𝑐 indicates whether the data 
belongs to the training or test set, and 𝑠 denotes the subject, sensor, or data source.𝐸𝑀𝐺𝑠,𝑐,𝑡 is the original signal 

or feature value at time 𝑡, while 𝑆𝑐𝑜𝑟𝑒𝑑 𝐸𝑀𝐺𝑠,𝑐,𝑡is the normalized signal after applying the Z-score.𝜇𝑡𝑟𝑎𝑖𝑛,𝑡and 

𝜎𝑡𝑟𝑎𝑖𝑛,𝑡are the mean and standard deviation calculated using the training set of subject Y. 
 
3.3 Extracting the feature using PCA 
To enhance the process of detecting anomalies in large data streams, a two-stage supervised model employing 
PCA is presented. First, the contaminated data is classified by means of binary classification. The second step 
involves finding the timestamp where the anomaly occurs by means of a multi-class model. This process iterates 
until all the anomalies are detected and corrected. 
𝑊 = (𝑊1,𝑊2, … ,𝑊𝑗 , … ,𝑊𝑚)      (2)  
Equation (2) defines the complete dataset 𝑊 as a collection of 𝑛 streaming instances. 𝑊𝑗  controls how much 
influence a specific feature has. In large-scale streaming environments, data arrives continuously, and each 𝑊𝑚 
represents a snapshot or time window of system behavior. 

𝑊𝑗 = (𝑤𝑠1

𝑗
, 𝑤𝑠2

𝑗
, . . . , 𝑤𝑠𝑖

𝑗
, . . . . , 𝑤𝑠𝑜

𝑗
) ∈ ℝ𝑜

      (3)  

Equation (3) represents each streaming instance as a multivariate time series over s timestamps,means belongs 

to, and ℝ𝑜means an o-dimensional valued vector space. Each value 𝑤𝑠𝑜

𝑗
 captures system behavior at a specific 

time.  

𝐵𝑗 = {
1 𝑖𝑓 𝑡ℎ𝑒𝑟𝑒 𝑒𝑥𝑖𝑠𝑡𝑠 𝑖 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝑤𝑠𝑖

𝑗
 𝑖𝑠 𝑎𝑛 𝑎𝑛𝑜𝑚𝑎𝑙𝑦,

0                            𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒                                          
  (4) 

In equation (4), 𝐵𝑗is is the contamination label for the 𝑗-th time series: 1 indicates an anomaly exists, otherwise 
0.  
 
3.4 Anomaly detection in Large-Scale Streaming Data using BO-ACNN 
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To develop an ACNN-BO method for robust anomaly detection in large-scale streaming data systems. The ACNN 
dynamically extracts evolving temporal and spatial features from high-velocity data streams. BO Algorithm is 
an effective algorithm to optimize network parameters with collision, exploration and memory-driven 
exploration. The combined system ensures stability, high accuracy and resistance to high dimensional, noisy 
streaming data. The solution enhances responsiveness and precision with complex anomaly detection 
scenarios. 
 
ACNN Module for Robust Anomaly Detection: To create a scalable anomaly detection ACNN module that can 
be effectively used to detect anomalies in large-scale streaming data systems. The module contains 
convolutional filters which are dynamically changed to suit the changing data patterns. It integrates the time 
and space features extraction in order to enhance detection of big and small feature anomalies. The ACNN takes 
advantage of streaming normalization and adaptive learning to stabilize high-dimensional space data which 
improving the accuracy, robustness and responsiveness of anomaly detection.  

𝒫𝑙 = [

𝑤1 𝑧1 1
𝑤2 𝑧2 1

⋮ ⋮ ⋮
𝑤𝑀 𝑧𝑀 1

]       (5) 

In Equation (5), the samples are arranged into a matrix ,𝑝𝑙us features 𝑤, 𝑧,  and a bias term of 1 across 𝑀 

observations. 
𝒫𝑙

𝑠 = 𝒫𝑙ℳ      (6) 
In Equation (6), the augmented representation 𝑃𝑙

𝑠is is computed by multiplying the matrix 𝑃𝑙  with 𝑀, thereby 
scaling the feature space for normalization and ensuring consistent dimensional transformation. 
𝒟𝑏 = {𝑃1, . . . , 𝑃𝐿} = ⋃ ⋃ 𝒯𝑗

3
𝑗=1

𝐿
𝑙=1 (𝐽𝑙)    (7) 

In Equation (7), the final augmented dataset 𝒟𝑏 is formed by applying the transformations 𝑇1,  𝑇2, 𝑇3on 𝐽𝑙 , 
generating expanded samples for robust learning through a union operation. Here, 𝒟𝑏 denotes the dataset, 𝑃𝐿  
represents the 𝑙 − 𝑡ℎ sample, and union denotes their operation. 
 
BO for Robust Anomaly Detection: The C-BO (Chaotic) system together with its DL models and BO method 
creates an advanced anomaly detection technology for handling large-scale streaming data systems. The ball–
pocket interaction method enables the DL models to explore and utilize their feature space through their 
combination with BO strategy. The three equations 8 through 12 provide instructions for establishing setup 
procedures and evaluating system performance together with creating adaptive solution movement strategies. 
The method increases convergence success rates while stopping local minimum issues during model 
optimization. It enhances accuracy, stability, and resiliency to anomalies detection in streaming data settings. 
The algorithm determines the best parameters using its solution evaluation mechanism that involves an update 
of the ball positions and control of boundaries without a lot of exploration and exploitation. 

𝐴𝐾,𝐿
𝑜𝑙𝑑 = 𝑟𝑎𝑛𝑑[0,1](𝑉𝑎𝑟𝐿

𝑚𝑎𝑥 − 𝑉𝑎𝑟𝐿
𝑚𝑖𝑛) − 𝑉𝑎𝑟𝐿

𝑚𝑖𝑛    (8) 

In Equation (7), 𝑟𝑎𝑛𝑑[0,1] generates random numbers, and the initial solution matrix 𝐴𝐾,𝐿
𝑜𝑙𝑑  is created using these 

values scaled between the variable bounds 𝑉𝑎𝑟𝐿
𝑚𝑖𝑛  and 𝑉𝑎𝑟𝐿

𝑚𝑎𝑥  for population initialization. 

𝑇𝑗 =
𝑓

−𝛾𝐸𝑗

∑ 𝑓
−𝛾𝐸𝑗

𝑗

     𝑗 = 1,2,3, . ..      (9) 

The selection probability 𝑇𝑗  is computed using exponential fitness weighting 𝑓−𝛾𝐸𝑗 , where 𝐸𝑗  represents the 

error and 𝛾controls the selection pressure. The term ∑  𝑗  denotes the aggregation over all error values 

associated with state 𝑗. 

𝑂 =
𝑖𝑡𝑒𝑟

𝑖𝑡𝑒𝑟𝑛
        (10) 

The iteration control factor 𝑂 is defined as the ratio of the current iteration to the maximum number of 
iterations 𝑖𝑡𝑒𝑟𝑛 , guiding the convergence progress of the optimization process. 

𝐴𝐾,𝐿
𝑛𝑒𝑤 = 𝑟𝑎𝑛𝑑[−𝐸𝑅,𝐸𝑅](1 − 𝑂)(𝐴𝐾,𝐿

𝑜𝑙𝑑 − 𝑇𝐾,𝐿
𝑛𝑒𝑤) − 𝑇𝑗,𝐿

𝐾    (11) 

The solution 𝐴𝐾,𝐿
𝑛𝑒𝑤  is updated using a random perturbation, where 𝑟𝑎𝑛𝑑[−𝐸𝑅,𝐸𝑅]generates a uniformly 

distributed random number within the range to introduce stochasticity. The convergence factor 𝑂 regulates the 
update process. Here, 𝐴𝐾,𝐿

𝑜𝑙𝑑  denotes the previous value of the parameter, 𝑇𝐾,𝐿
𝑛𝑒𝑤  represents the updated target 

value at position (𝐾, 𝐿), and the difference between the old solution and the target 𝑇 guides the adjustment. 
Additionally, 𝑇𝑗,𝐿

𝐾  denotes the interaction or contribution term from index 𝑗, layer 𝐿, and state 𝐾. 
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𝐴𝐾+𝑀
𝑛𝑒𝑤 =

𝑢′𝐾+𝑀⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑  ⃑

2𝑏
𝑢′𝐾+𝑀 + 𝐴𝐾

𝑜𝑙𝑑⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑                                                                           (12) 

The final solution 𝐴𝐾+𝑀
𝑛𝑒𝑤 is is obtained by combining the normalized transformed vector with the previous state, 

balancing exploration and exploitation. Here, 
𝑢′𝐾+𝑀⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑  ⃑

2𝑏
𝑢′𝐾+𝑀 represents the scaled self-interaction term that 

promotes exploitation, while 𝐴𝐾
𝑜𝑙𝑑⃑⃑ ⃑⃑ ⃑⃑ ⃑⃑   denotes the previous vector (best solution) at position 𝐾, contributing to 

exploration. 
 

Algorithm 1:BO-ACNN for robust anomaly detection 

1. 𝑰𝒏𝒑𝒖𝒕: 𝑆𝑡𝑟𝑒𝑎𝑚𝑖𝑛𝑔 𝑑𝑎𝑡𝑎𝑠𝑒𝑡 𝑊𝑊𝑊, 𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠 𝜇, 𝜎\𝑚𝑢,\
𝑠𝑖𝑔𝑚𝑎𝜇, 𝜎,𝑚𝑎𝑥𝑖𝑚𝑢𝑚 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 𝑖𝑡𝑒𝑟𝑛𝑖𝑡𝑒𝑟_𝑛𝑖𝑡𝑒𝑟𝑛, 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝜃\𝑡ℎ𝑒𝑡𝑎𝜃  

2. 𝐿𝑜𝑎𝑑 𝑠𝑡𝑟𝑒𝑎𝑚𝑖𝑛𝑔 𝑑𝑎𝑡𝑎𝑠𝑒𝑡 𝑊𝑊𝑊  
3. 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒 𝑑𝑎𝑡𝑎 𝑢𝑠𝑖𝑛𝑔 𝑍 − 𝑠𝑐𝑜𝑟𝑒 𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛  
4. 𝐴𝑝𝑝𝑙𝑦 𝑃𝐶𝐴 𝑡𝑜 𝑒𝑥𝑡𝑟𝑎𝑐𝑡 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑠𝑒𝑡 𝑊𝑗𝑊^{𝑗}𝑊𝑗  
5. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 𝐴𝐶𝑁𝑁 𝑚𝑜𝑑𝑒𝑙 (𝑐𝑜𝑛𝑣𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑙𝑎𝑦𝑒𝑟𝑠, 𝑓𝑖𝑙𝑡𝑒𝑟𝑠, 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠)  
6. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 𝐵𝑂 𝑜𝑝𝑡𝑖𝑚𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝑎𝑛𝑑 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝐴𝑜𝑙𝑑𝐴^{𝑜𝑙𝑑}𝐴𝑜𝑙𝑑  
7. 𝐸𝑣𝑎𝑙𝑢𝑎𝑡𝑒 𝑓𝑖𝑡𝑛𝑒𝑠𝑠 𝐸𝑜𝑙𝑑𝐸_{𝑜𝑙𝑑}𝐸𝑜𝑙𝑑 𝑢𝑠𝑖𝑛𝑔 𝐴𝐶𝑁𝑁 𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒  
8. 𝑭𝒐𝒓 𝑖𝑡𝑒𝑟 = 1𝑖𝑡𝑒𝑟 =  1𝑖𝑡𝑒𝑟 = 1 𝑡𝑜 𝑖𝑡𝑒𝑟𝑛𝑖𝑡𝑒𝑟_𝑛𝑖𝑡𝑒𝑟𝑛 𝒅𝒐 

9.  𝑈𝑝𝑑𝑎𝑡𝑒 𝐵𝑂 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝐴𝑛𝑒𝑤𝐴^{𝑛𝑒𝑤}𝐴𝑛𝑒𝑤 
10.  𝑇𝑟𝑎𝑖𝑛 𝐴𝐶𝑁𝑁 𝑢𝑠𝑖𝑛𝑔 𝐴𝑛𝑒𝑤𝐴^{𝑛𝑒𝑤}𝐴𝑛𝑒𝑤 𝑎𝑛𝑑 𝑐𝑜𝑚𝑝𝑢𝑡𝑒 𝑓𝑖𝑡𝑛𝑒𝑠𝑠 𝐸𝑛𝑒𝑤𝐸_{𝑛𝑒𝑤}𝐸𝑛𝑒𝑤 
11.  𝑰𝒇 𝐸𝑛𝑒𝑤 < 𝐸𝑜𝑙𝑑𝐸_{𝑛𝑒𝑤}  <  𝐸_{𝑜𝑙𝑑}𝐸𝑛𝑒𝑤 < 𝐸𝑜𝑙𝑑 𝒕𝒉𝒆𝒏 
12.   𝑈𝑝𝑑𝑎𝑡𝑒 𝐴𝑜𝑙𝑑 = 𝐴𝑛𝑒𝑤𝐴^{𝑜𝑙𝑑}  =  𝐴^{𝑛𝑒𝑤}𝐴𝑜𝑙𝑑 = 𝐴𝑛𝑒𝑤 
13.   𝑈𝑝𝑑𝑎𝑡𝑒 𝐸𝑜𝑙𝑑 = 𝐸𝑛𝑒𝑤𝐸_{𝑜𝑙𝑑}  =  𝐸_{𝑛𝑒𝑤}𝐸𝑜𝑙𝑑 = 𝐸𝑛𝑒𝑤 
14.  𝑬𝒍𝒔𝒆 
15.   𝑅𝑒𝑡𝑎𝑖𝑛 𝑝𝑟𝑒𝑣𝑖𝑜𝑢𝑠 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝐴𝑜𝑙𝑑𝐴^{𝑜𝑙𝑑}𝐴𝑜𝑙𝑑 
16.  𝑬𝒏𝒅 𝑰𝒇 

9. 𝑬𝒏𝒅 𝑭𝒐𝒓 
10. 𝑇𝑟𝑎𝑖𝑛 𝑓𝑖𝑛𝑎𝑙 𝐴𝐶𝑁𝑁 𝑚𝑜𝑑𝑒𝑙 𝑢𝑠𝑖𝑛𝑔 𝑜𝑝𝑡𝑖𝑚𝑖𝑧𝑒𝑑 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠  
11. 𝑭𝒐𝒓 𝒆𝒂𝒄𝒉 𝑑𝑎𝑡𝑎 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒 𝑥 ∈ 𝑊𝑥 ∈ 𝑊𝑥 ∈ 𝑊 𝒅𝒐 
12. 𝑃𝑟𝑒𝑑𝑖𝑐𝑡 𝑜𝑢𝑡𝑝𝑢𝑡 𝑦 
13.  𝑰𝒇 𝑦 ≥ 𝜃𝑦 ≥\𝑡ℎ𝑒𝑡𝑎𝑦 ≥ 𝜃 𝒕𝒉𝒆𝒏 
14.   𝐿𝑎𝑏𝑒𝑙 =  𝐴𝑛𝑜𝑚𝑎𝑙𝑦 
15.  𝑬𝒍𝒔𝒆 
16.   𝐿𝑎𝑏𝑒𝑙 =  𝑁𝑜𝑟𝑚𝑎𝑙 
17.  𝑬𝒏𝒅 𝑰𝒇 
18. 𝑬𝒏𝒅 𝑭𝒐𝒓 
19. 𝑶𝒖𝒕𝒑𝒖𝒕: 𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝑙𝑎𝑏𝑒𝑙𝑠 𝑓𝑜𝑟 𝑒𝑎𝑐ℎ 𝑑𝑎𝑡𝑎 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒 (𝑨𝒏𝒐𝒎𝒂𝒍𝒚 / 𝑵𝒐𝒓𝒎𝒂𝒍) 

Algorithm 1 begins by initializing the ACNN model to learn temporal and spatial features from streaming data, 
following preprocessing and feature extraction. An iterative process of optimizing ACNN parameters with BO is 
then used to solve the fitness values and update solutions.  
 

4. Result and Discussion 
The Result section shows the performance evaluation of the proposed BO-ACNN model based on experimental 
analysis. This model is built using the Python programming language. The model is trained and tested on a 
Windows-based system equipped with an Intel® Core™ i7-10875H processor running at 2.30 GHz.  
Detection Rate: This is a measure of the model's ability to detect real anomalies. The greater the value, the 
better the ability to detect abnormal events, which is important in reducing missed anomalies.  
False Positive Rate: This is the rate of the number of times when normal cases are mistaken for anomalies. A 
smaller value is preferable to minimize unwanted alerts and overhead in the system.  
Accuracy: The general accuracy of the model, which is the measure of the percentage of correctly classified 
instances.  Precision: Measures the consistency of the prediction of anomalies, the number of anomalies 
identified that are actually anomalies. False alarms are minimized by high precision.  
Recall: Determines how well the model is able to describe all the real anomalies. High recall implies that there 
are less critical anomalies that are ignored.  
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F1-Score: It is a balanced metric, assessing both false results and true results, which is suitable in those 
situations when it is necessary to check false positives and false negatives.  
ROC-AUC: It measure assesses the degree to which the model is able to differentiate between normal and 
abnormal classes at various threshold levels.  
Latency: The model must be able to process incoming data in a certain amount of time to be classified, whereas 
streaming environments require lower latency to reliably detect anomalies. 
 
Performance evaluation based on an existing dataset: The BO-ACNN model performance assessment is 
carried out on existing dataset [15] VGG-Net-based DCNN to test it in a controlled experimental setting. The 
data corresponds to real network traffic patterns, which contain different cyber-attacks that happen in real life 
scenarios. Table 2 demonstrates that the BO-ACNN model improves the learning of features by optimizing the 
DL and augmenting features, which leads to high detection performance. It has a low false positive rate of 1.89 
and an accuracy of 98.85%.  
 
Table 2: Comparative Analysis of Present VGG-Net-Based DCNN, and Proposed BO-ACNN Model. 

Method Detection Rate 
(%) 

False Positive Rate 
(%) 

Accuracy (%) Latency (ms) 

VGG-Net-Based DCNN[15] 98.47 2 98.79 30 
BO-ACNN[Proposed] 98.52 1.89 98.85 25 

The proposed BO-ACNN model is promising to ensure the consistency and equal performance comparison 
between all the approaches in existing network traffic pattern data [16]. Conventional ensemble models like 
RF, Autoencoder (DL), LSTM, and GB have low effectiveness in dealing with temporal dependencies in the 
dataset network traffic patterns. Table 3 shows that BO-ACNN achieves superior feature learning of complex 
streaming anomaly patterns, achieving greater performance with 98.5% accuracy and a higher F1-score 
(97.7%).  
 
Table 3: Comparative Evaluation of Classification Models for Anomaly Detection 

Model Accuracy 
(%) 

Precision (%) Recall (%) F1- Score 
(%) 

ROC-AUC (%) 

RF [16] 91.2 89.8 87.5  88.6 92.1 
GB[16] 93.5 91.2 89.4 90.3 94.7 
Autoencoder (DL) 
[16] 

95.1 93.8 92.3 93.0 96.2 

LSTM [16] 96.4 94.7 93.9 94.3 97.1 
BO-ACNN [Proposed] 98.5 96.3 97.1 97.7 98 

 
Performance evaluation using the Streaming Anomaly Dataset: This research evaluates temporal and 
anomaly detection models using continuously generated data streams that include both normal and abnormal 
behavior. All existing models were retrained on the streaming anomaly dataset to ensure a fair comparison. The 
proposed BO-ACNN model outperforms these methods, achieving an accuracy of 98.85% and a detection rate 
of 98.52% are presented in Table 4 and Figure 4. 
 
Table 4: Evaluation of Existing Methods and Proposed BO-ACNN for Anomaly Detection 

Method Detection 
Rate (%) 

False 
Positive 

Rate (%) 

Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-
Score 
(%) 

ROC-
AUC (%) 

Latenc
y (ms) 

VGG-Net-Based DCNN 98.47 2.00 98.79 95.6 96.8 96.2 97.5 30 
RF 89.2 7.8 91.2 89.8 87.5 88.6 92.1 45 
GB 92.6 6.1 93.5 91.2 89.4 90.3 94.7 52 

Autoencoder (DL) 95.1 4.3 95.1 93.8 92.3 93.0 96.2 38 
LSTM 96.4 3.5 96.4 94.7 93.9 94.3 97.1 42 

BO-ACNN [Proposed] 98.60 1.79 98.90 96.45 97.26 97.85 98.45 20 
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Figure 4: Graphical representation of various metrics comparison achieved in the proposed data 
 
The proposed BO-ACNN model demonstrates superior performance for real-time anomaly detection by 
effectively capturing dynamic temporal–spatial patterns and adapting to streaming data variations. The 
traditional models VGG-Net-based DCNN [15], RF [16], GB [16], Autoencoder [16], and LSTM [16] face multiple 
limitations, which include their inability to adapt quickly and their slow processing speed and their limited 
capability to learn from changing time intervals and their inability to manage developing data patterns. The BO-
ACNN system achieves its objectives by using two methods, which are adaptive convolutional learning and 
Billiards Optimizer-based hyperparameter tuning to achieve better accuracy and system reliability and quick 
detection results. 
 

4. Conclusion 
The research focuses on developing efficient methods to detect unusual activities in extensive continuous data 
acquisition systems, which track changes in operational environments. The BO-ACNN model achieves high 
detection efficiency through its 98.60% detection rate, 98.90% accuracy, 96.45% precision, 97.26% recall, 
97.85% F1-score, and 98.45% ROC-AUC measurement. The system also demonstrates a 1.79 false positive rate 
and maintains operational performance with 20-millisecond response time. The model demonstrates 
successful performance in anomaly detection because it can handle multiple types of streaming data and it 
maintains performance when data patterns change. The solution provides dependable smart monitoring 
capabilities with efficient predictive maintenance tools, which work in fast-moving operational settings. The 
model requires high processing power for its operations but becomes less efficient when handling datasets that 
contain many dimensions or show constant changes. The system struggles to manage several various data 
streams which have different sources. The research develops effective systems outlines, which can facilitate the 
instantaneous educational progress and facilitate gathering of data through different sources whilst being in a 
position to handle a large number of real-life systems. 
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