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1 Introduction 
In today’s digital era, information and communication technology play a crucial role in shaping a 
secure revolutionary future due to the significant advancements in het-erogeneous networks, 
including smart cities, healthcare, and smart energy trading systems [1]. Through the interconnection 
of multiple devices, protocols, operating systems (OS), and nodes, heterogeneous networks are 
capable of delivering multiple services to users in a wireless medium [2]. Accordingly, heterogeneous 
networks facili-tate better transactions and Quality of Service (QoS) for big data through the usage 
of emerging technologies [3]. The users in heterogeneous networks access data from numerous access 
points across the network, and they utilize cloud storage to store het-erogeneous data [4]. However, the 
centralized nature of cloud data storage mechanisms results in data security issues, single-point 
failures, and malicious data tampering [5]. Hence, heterogeneous data are highly vulnerable due to 
their sensitive nature [6]. 

Cybersecurity acts as a lifesaver in securing heterogeneous data through the effec-tive utilization 
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of techniques, software, and processes to protect sensitive information from unauthorized access or 
damage [7]. The emergence of blockchain technol-ogy exemplifies its ability to foster user-centric, 
streamlined, and secure digital frameworks [8]. The inherent decentralization, immutable storage, 
and anonymous data-sharing characteristics of blockchain have expanded its application in secure 
data storage processes [9]. Thereby, users can keep track of the services that take place in the 
heterogeneous paradigm. Owing to its unique characteristics, blockchain has been deployed in diverse 
applications, including healthcare, insurance, industry, finance, social media, smart homes, and voting 
[10]. Conversely, higher computational and communication overhead introduces significant security 
challenges in heteroge-neous networks [11]. In addition, authentication, data confidentiality, user 
privacy preservation, scalability, interoperability, and compatibility remain major concerns in 
heterogeneous environments [12, 13]. 

Although numerous conventional security approaches have been proposed, their resource-
intensive nature increases implementation costs, thereby affecting QoS, latency, and data integrity in 
heterogeneous networks [14]. Furthermore, the inclu-sion of complex cryptographic algorithms in 
previous authentication methods requires third-party authentication approval, which is time-
consuming and expensive [15, 16]. Traditional security frameworks are also susceptible to 
eavesdropping attacks during runtime, thereby reducing the reliability of heterogeneous data-sharing 
networks [17]. Moreover, the use of centralized storage systems slows data retrieval while increas-
ing computational requirements and the possibility of data manipulation [18]. The sophisticated 
nature of traditional Public Key Infrastructure (PKI) protocols intro-duces additional security and 
privacy vulnerabilities [19]. Furthermore, the adoption of Proof-of-Work (PoW)-based consensus 
mechanisms affects the feasibility of traditional security frameworks in resource-constrained 
environments and fails to adequately preserve data privacy [20]. 

To address the challenges associated with conventional approaches, this research introduces a 
flexible Multimodal Biometric-enabled Zero-Knowledge Proof of Stake (MBZKPS) scheme for 
secure data storage in heterogeneous networks. To main-tain data confidentiality and secure 
storage, the proposed framework integrates a Proof of Stake (PoS) consensus mechanism with 
blockchain technology. Moreover, the incorporation of Zero-Knowledge Proof (ZKP) enhances data 
privacy without reveal-ing sensitive information acquired from heterogeneous networks. The 
combination of MD5 with Homomorphic Encryption (HE) improves data confidentiality while 
reduc-ing computational overhead. Furthermore, the Data Storage System (DSS) provides 
streamlined data flow within the network, thereby enhancing resilience. The major contributions 
of the proposed MBZKPS scheme are summarized as follows: 
• Multimodal Biometric Data Encryption (MBDE): The MBDE framework effectively 

addresses security challenges by minimizing unauthorized data accessi-bility. Consequently, it 
enhances secure data utilization from diverse heterogeneous sources. 

• Brakerski–Gentry–Vaikuntanathan (BGV)-based Homomorphic 
Encryption: The BGV-based homomorphic encryption scheme outsources com-putational 
requirements while preserving data privacy. Its capability to perform computations directly on 
encrypted data enables secure data transmission and storage. 
• Multimodal Biometric-enabled Zero-Knowledge Proof of Stake 

(MBZKPS): The proposed MBZKPS scheme employs the DID-ZKPS consensus protocol to ensure 
authenticated data transactions in heterogeneous networks. The integration of blockchain technology 
improves network scalability by establishing a secure and distributed storage system. Furthermore, 
the proposed MBDA scheme mitigates critical security concerns while ensuring secure data 
transmission. 

The remainder of this paper is organized as follows. Section 2 reviews the exist-ing literature 
and related frameworks. Section 3 presents the proposed methodology for secure access and storage 
of heterogeneous network data. Section 4 describes the proposed MBZKPS scheme for secure 
heterogeneous data storage. Section 5 presents the experimental results and discussion. Finally, 
Section 6 concludes the paper and outlines future research directions. 

2 Literature Review 
The conventional methods developed by numerous researchers for secure data storage and access are 
analyzed in this section, along with their downsides. 
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Shahnawaz Ahmad and Shabana Mehfuz [21] introduced a Time-based Latency Approximation 
Data Encryption (TLADE) method to secure data in the cloud. Pri-marily, the available routes for the 
source to reach the destination were identified. Preprocessing of the traced data, estimating the 
Quality of Service support Value (QoSV) using the latency, throughput, and traffic features, followed 
by the selection of the best route with better QoSV values, were performed. Thereby, the encrypted 
data were transmitted via the selected route in less time with reduced computational over-head. 
However, the presented approach concentrated mainly on the selection of the least latency data 
encryption scheme, while data security was not considered, which affected the robustness of the 
approach. 

Shahnawaz Ahmad et al. [22] established Secure Policies of the Cloud Security Framework 
(SPCSF) to prevent malicious users from accessing the data. The per-mission detection engine and 
registration authorization engine were the two distinct strategies followed to determine legitimacy and 
ensure secure registration. Thus, the two different strategies that encompass the security mechanisms 
guarantee authorized access to the crucial resources and ensure data security. Despite better reliability and 
security, the presented approach was susceptible to scalability issues. 

Asad Abbas et al. [23] presented a Blockchain-assisted Secure Data Management Framework 
(BSDMF) to secure healthcare data. The data were stored in an encrypted format, thereby preserving 
data confidentiality. In addition, a smart contract mecha-nism was introduced to facilitate numerous 
functions on the distributed blockchain. The inclusion of blockchain in the healthcare management 
framework eliminated the issues related to single-point failure while providing better transparency. 
On the con-trary, the requirement for huge computational resources, along with security concerns, 
affected efficient data interpretation. 

Yusuf Perwej et al. [24] developed an Intelligent Quantum-Health Data Manage-ment (IQ-HDM) 
framework to secure healthcare data. Here, the Quantum One-Time Padding Encryption (QOTPE) 
was used as a storage medium for healthcare data. Then, the quality of the healthcare data was 
analyzed using Quantum Protected Healthcare Data Communication (QPHDC). Thus, the security 
issues related to data breaches were accurately predicted using the presented quantum-based 
security approach. Conversely, the fragility to decoherence and external noise affected the qubit states 
and increased erroneous states. 

Anichur Rahman et al. [25] designed a Distributed Blockchain-based Vehicular Adhoc Network 
(DisB-VNet) to classify malicious traffic in smart cities. The inte-gration of the Software Defined 
Network (SDN) equally divided the load between the controllers and the devices. In addition, the 
network resources required for effective traffic management were allocated using Network Function 
Virtualization (NFV). Thus, the distributed nature of blockchain in the DisB-VNet ensured secure 
vehicular communication with better traffic management. However, the scalability of the DisB-
VNet was adversely affected due to increased computational resource requirements. 

Abdullah Ayub Khan et al. [26] deployed machine learning-based data manage-ment techniques 
to handle remote sensing data. Here, the data sensed from multiple devices were effectively handled 
using Particle Swarm Optimization (PSO). The Arti-ficial Neural Network (ANN) was used to optimize 
problems related to data delivery. In addition, the data with distinct characteristics were encrypted 
using the NuCypher Re-Encryption mechanism, thereby diminishing cipher conversion. Yet, the highly 
sen-sitive nature of PSO resulted in inefficient resource allocation issues and failed to address complex 
threats. 

Wenchao Li et al. [27] propounded Public Verification Public Key Encryption with Equality 
Test (PVPKEET) to secure encrypted data on the cloud. Here, dif-ferent public keys were used 
by the cloud server to examine the encrypted copies, thereby enabling better public verification 
with increased reliability. The introduc-tion of rigorous security proof provided better security 
against the Chosen Plaintext Attack (CPA) and guaranteed verifiability with reduced 
computational burden. How-ever, the efficiency of the PVPKEET was limited compared with traditional 
encryption frameworks, which restricted its flexibility. 

Abdulrahman Mohammed Ahmed Alamer [28] proposed Secure and Privacy Blockchain-based 
Data Sharing (SPB-DS) in the Mobile Edge Caching (MEC) system. Blockchain-based Data Sharing (B-
DS) and Encryption Attribute-based Searchable Key (E-SK) were deployed in the SPB-DS scheme 
to enhance data security. Proof of Existence (PoE) was used as the consensus mechanism for block 
validation. Thus, the data were stored in encrypted form within the blockchain, thereby preserving 
bet-ter data integrity and confidentiality. However, the inclusion of two smart contract mechanisms 
resulted in scalability issues and increased computational complexity. 

2.1 Challenges 
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Although numerous secure data sharing schemes have been developed, there exist cer-tain significant 
downsides in offering optimal performance for heterogeneous networks, which are listed below. 
• The conventional TLADE concentrated mainly on QoS improvement but failed to concentrate on 

data security, which affected the robustness of the approach [21]. 
• Meanwhile, data integrity was the major issue faced when using SPCSF for secure 

and reliable data transmission [22]. 
• Despite offering better security, the lower efficiency of PVPKEET in preserving data privacy 

limited its flexibility in practical applications [27]. 
• The inclusion of two smart contract mechanisms in the conventional SPB-DS 

resulted in scalability issues and increased computational complexity [28]. 
 

2.2 Problem Formulation 
With a massive amount of heterogeneous data being generated from heterogeneous networks, 
including healthcare, smart cities, and smart energy trading systems, secu-rity and privacy concerns 
have become increasingly significant. Accordingly, numerous technologies have evolved to mitigate 
these concerns. Earlier, heterogeneous data were stored in centralized cloud storage systems. 
However, the reduced transparency of cloud storage increased the security issues related to data 
confidentiality [21]. Tra-ditional encryption techniques used for effective key management suffer 
from data confidentiality issues and higher computational complexity [1]. 

Moreover, the ever-changing nature of cloud environments introduced challenges related to 
inefficient key management and security vulnerabilities. Hence, such intrica-cies increase the 
requirement for secure data storage while potentially compromising availability, confidentiality, and 
integrity [2]. Furthermore, there is a possibility of data tampering by attackers in the cloud, thereby 
affecting data authenticity and integrity. Other issues such as poor scalability [22], compatibility, 
reliability, and high maintenance costs with increased computational overhead also affect the 
accessibility of heterogeneous data [3]. 

Hence, this research proposes a robust Multimodal Biometric-enabled Zero-Knowledge Proof 
of Stake (MBZKPS) scheme to provide secure sharing and access of heterogeneous data. The 
Homomorphic Biometric-based Data Encryption (HBDE) and Multimodal Biometric Data Access 
(MBDA) schemes ensure secure data stor-age in the blockchain, thereby eliminating 
unauthorized data access attempts and scalability issues through the integration of Decentralized 
Identity (DID)-based Zero Knowledge Proof (ZKP) and the Proof of Stake (PoS) consensus 
mechanism. 
 

3 System Model for Secured Data Storage in Heterogeneous Data 
Network 

Secure data sharing and access is the phenomenon of exchanging heterogeneous data from multiple 
systems or users in a controlled manner, thereby ensuring the security requirements. Here, the 
security requirements highlight the need for data integrity, con-fidentiality, and access control. The 
systematic representation for secure data sharing in the heterogeneous network is shown in Figure 1.  

As depicted in Figure 1, the data from the heterogeneous network devices are shared via the 
blockchain through the incorporation of a trusted privacy computing mechanism between the 
heterogeneous devices across the communication channel. The data aggregator merges or aggregates the 
data from heterogeneous networks, such as smart cities, healthcare, and smart energy trading. 

All the heterogeneous devices in the network are managed or controlled via the Authority Center 
(AC). In addition, for the Heterogeneous Devices (HNDs) to join the heterogeneous system, 
authentication is required from the AC. The HNDs are the devices that are actively involved in 
gathering crucial information from different types of networks, such as real-time traffic details, 
environmental conditions, and health information. 

A decentralized Distributed Storage System (DSS) is used to eliminate the storage capacity issues 
encountered while storing data from heterogeneous networks, thereby enhancing data privacy and 
reliability. Each file shared through the heterogeneous network possesses a unique hash value 
depending on its contents. The hash value serves as an identifier for the heterogeneous network data, 
thereby enabling precise storage, identification, and retrieval of the file stored in the DSS. 
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Moreover, the blockchain network plays a crucial role in providing secure data sharing and data 
access in the heterogeneous network. All the data transactions that take place in the heterogeneous 
network are recorded in the blockchain to identify the data across multiple locations. 
 

 
Fig. 1 Systematic representation for secure data sharing in the heterogeneous network. 
 

4 Proposed Multimodal Biometric-Enabled Zero Knowledge Proof 
of Stake Scheme for Secure Data Storage and Access in 
Heterogeneous Networks 

The research proposes a robust Multimodal Biometric-enabled Zero Knowledge Proof of Stake 
(MBZKPS)-based secure data sharing and access scheme for heterogeneous networks using 
blockchain technology. Initially, the proposed MBZKPS-based robust data access mechanism 
acquires data from heterogeneous networks such as health-care, smart cities, and smart energy 
trading systems. The acquired heterogeneous data are then secured using the Homomorphic 
Biometric-based Data Encryption (HBDE) scheme and stored in the Distributed Storage System 
(DSS) in encrypted form through the blockchain for future use. The blockchain employs the DID-based 
Zero Knowledge Proof of Stake (DZKPS) strategy to validate heterogeneous data transactions 
within the heterogeneous network. For users to access the heterogeneous data, the proposed framework 
utilizes the Multimodal Biometric Data Access (MBDA) scheme. The dia-grammatic 
representation of the proposed MBZKPS-based secure data sharing and access scheme for 
heterogeneous networks is illustrated in Figure 2. 
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Fig. 2 Diagrammatic representation of the MBZKPS-based secure data sharing and access 
scheme 
 

4.1 Heterogeneous Network Parameter Setup Phase 
Primarily, all the parameters of the heterogeneous networks are initialized to render secure data 
sharing and data access in the heterogeneous networks. Accordingly, all the devices in the 
heterogeneous networks are initialized. Here, the devices correspond to the Devices Accessed by the 
Users (DAUs), denoted by Hdau, in the heterogeneous net-works. Consider a heterogeneous network 
(H) with N heterogeneous DAUs (HdauN ). The mathematical representation for the N heterogeneous 
DAUs in the heterogeneous network (H) is given in Equation (1). 
Hdau = {Hdau1, Hdau2, Hdau3, . . . , Hdaui, . . . , HdauN } (1) 
 
In Equation (1), Hdaui indicates the ith heterogeneous DAU used for secure data storage and access 
using the MBZKPS scheme. Each device has its unique confidential parameters, such as the device’s 
unique name (Hname), location (Hlctn), contact infor-mation (Hcnct), generation timestamp (Hgtm), 
along with the biometric details (Hbio). The mathematical formulation for the above-mentioned 
confidential parameters is depicted as follows. 
Hname = {Hname1, Hname2, Hname3, . . . , HnameN } (2) 

 
Hlctn = {Hlctn1, Hlctn2, Hlctn3, . . . , HlctnN } (3) 

 
Hcnct = {Hcnct1, Hcnct2, Hcnct3, . . . , HcnctN } (4) 

 
Hgtm = {Hgtm1, Hgtm2, Hgtm3, . . . , HgtmN } (5) 

 
Hbio = {Hbio1, Hbio2, Hbio3, . . . , HbioN } (6) Here, HnameN 

, HlctnN , HcnctN , HgtmN , and HbioN symbolize the name, location, contact information, generation 
timestamp, and biometric details of the Nth het- 
erogeneous DAU, respectively. The sequence diagram for the heterogeneous network 
parameter setup phase is shown in Figure 3. 
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Fig. 3 Sequence diagram for the heterogeneous network parameter setup phase 
 

4.2 Heterogeneous Device Registration Phase 
After initializing the heterogeneous network parameters, the MBZKPS-based secure data storage 
process begins by initiating the registration phase. Conceptually, the ith heterogeneous Device 
Accessed by the User (DAU) sends a registration request Rreq to the Authority Center (AC) as an 
initiator for the data storage process, as modeled in Equation (7). 

Rreq = f (Hname, Hlctn, Hcnct, Hgtm) (7) where 
Hname, Hlctn, Hcnct, and Hgtm signify the name, address, contact informa-tion, and generation 
timestamp details of the ith heterogeneous DAU. Upon receiving 
the registration request Rreq, the AC returns a random nonce along with a mutual 
hash generation condition Mh to the heterogeneous DAU, as depicted in Equation (8). 
Rnonce, Mh ← AC (8) 

Here, the random nonce Rnonce is generated using a cryptographically secure Pseudo-Random 
Number Generator (PRNG) [12] through its deterministic random number generation 
characteristics. Subsequently, the AC evaluates the hash fac-tor Hf generated using the Message 
Digest-5 (MD-5) algorithm, as represented in Equations (9) and (10). 
Hf = MD5(Rreq  Rnonce) (9) 
 
Hstd = MD5(Rreq  Rnonce) (10) 

If the generated hash factor matches the standard hash factor Hstd Generated 
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If the heterogeneous DAU is identified as a new device, the AC generates a Decen-tralized Identity (DID) 
for the heterogeneous DAU. The DID provides a unique identity representation for heterogeneous 
devices. Therefore, the AC acts as a decen-tralized identity issuer rather than a centralized controller. The 
generated DID ensures the privacy and security of heterogeneous data transmitted through the 
heteroge-neous network. For generating the DID, the proposed MBZKPS framework integrates the 
MD-5 algorithm with Brakerski–Gentry–Vaikuntanathan Homomorphic Encryp-tion (BGV-HE), and 
the generated DID is forwarded to the heterogeneous DAU upon successful registration. 

For an already registered heterogeneous DAU, the DID is retrieved from the AC database. The 
decentralized identity generation process for an existing heterogeneous DAU is represented in Equation 
(11). 
DID = f (Hf , Hbio) (11) 

After successful authentication of either a new or an existing heterogeneous DAU, a registration 
acknowledgement is transmitted to the heterogeneous DAU, as shown in Equation (12), containing the 
success notification Sack together with the decentralized identity DID. 

Ack = {Sack, DID} (12) 
The heterogeneous DAU then shares the biometric information, including iris and fingerprint 
details, with the AC. The biometric information undergoes further processing using the Multimodal 
Biometric Data Access (MBDA) scheme to ensure enhanced security and privacy. Simultaneously, the 
AC forwards the registration acknowledgement to the blockchain, as represented in Equation (13). 
Ack → Blockchain (13) 

Consequently, the blockchain generates the corresponding blockchain address together with the 
blockchain private key and forwards them to the AC. The sequence diagram for the heterogeneous 
device registration phase is illustrated in Figure 4. 
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Fig. 4 Sequence diagram for the heterogeneous 1d2evice registration phase. 
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4.3 Heterogeneous Device Authentication Phase 
Upon successful registration of the ith heterogeneous DAU (Hdau ), the Authority Center (AC) 
employs the Multimodal Biometric-based Feature Transformation mech-anism. Conceptually, the 
biometric details (Hbioi ), including the fingerprint and iris images, are collected from the ith 

heterogeneous DAU (Hdau ). These biometric details undergo further processing in the AC to ensure 
secure data sharing and data access in heterogeneous networks. The processing of fingerprint and 
iris images for the ith heterogeneous DAU is described as follows. 

4.3.1 Heterogeneous DAU’s Fingerprint Image Processing 
The fingerprint details collected from the ith heterogeneous DAU (Hdau ) are in the form of a 
grayscale image with an intensity range of [0, 255]. Since the fingerprint remains unchanged 
throughout the lifespan of the DAUs in heterogeneous networks, its distinctiveness, reliability, and 
permanence make it a suitable biometric trait for ensuring security and privacy. 

Conceptually, the fingerprint collected from the ith heterogeneous DAU (Hdau ) undergoes the 
following processing steps [30] to extract discriminative features for secure data storage and 
access. 

To enhance the quality of ridge and valley structures in the grayscale fingerprint image, 
preprocessing is first performed. The proposed MBZKPS scheme employs a binarization technique to 
generate a binary image from the grayscale fingerprint image. The ridge structures represent the pixel 
values. If the pixel intensity is below the threshold value, it is assigned a value of 0; otherwise, it is 
assigned a value of 1. 

After binarization, the fingerprint ridges are thinned to extract minutiae points effectively without 
altering the orientation or location of the ridge structures. For fingerprint ridge thinning [30], the 
proposed MBZKPS framework utilizes a block filter. The block filter reduces the thickness of every 
ridge in the binarized fingerprint image to a single-pixel width, thereby improving the accuracy of 
minutiae extraction. 

Subsequently, the principal curve technique is employed for minutiae extraction. This process 
involves determining the principal curves, identifying the starting and ending points of each principal 
curve, and filtering ridge endings and ridge bifurcations. The resultant fingerprint feature vector is 
represented as M1, as given in Equation (14). 
M1 = {F1, F2, F3, . . . , Fq} (14) 

where Fq represents the total number of features extracted from the fingerprint image. 

4.3.2 Heterogeneous DAUs’ Iris Image Processing 
The iris image of the ith heterogeneous DAU (Hdaui ) undergoes effective processing in this 

subsection to ensure data security and provide reliable data access using its multiscale features. The 
iris image processing procedure [31] is described as follows. 

The obstacles caused by non-uniform illumination effects on the iris images are initially eliminated 
through image preprocessing. A single-scale retinal approach is employed to suppress unwanted 
abnormalities in the iris image. Subsequently, only the iris region is segmented using the random-
walker-based segmentation algorithm. The segmented iris image is then normalized to eliminate the 
effects of dilation or contraction. 

From the normalized iris image, both local and global features are extracted using the Histogram 
of Oriented Gradients (HoG) descriptor. The HoG descriptor [32] per-forms gradient computation, 
orientation binning, block descriptor generation, block normalization, and feature concatenation to 
extract discriminative local and global features. The mathematical representation of the extracted iris 
feature vector M2 is given in Equation (15). 
M2 = {f1, f2, f3, . . . , fp} (15) 
where fp represents the total number of features extracted from the iris image. 

The resultant feature vectors (M1, M2) obtained after fingerprint and iris feature extraction are 
subsequently encrypted using the Brakerski–Gentry–Vaikuntanathan Homomorphic Encryption 
(BGV-HE) scheme to enhance data confidentiality, privacy, and transaction authenticity. 

4.3.3 Brakerski–Gentry–Vaikuntanathan (BGV)-Based Homomorphic 
Encryption 

To encrypt the incoming feature vectors (M1, M2) and generate the ciphertext C, the initial setup is 
defined as 

m ∈ R2, a ←−
$  

R n+1(1, 0, 0, . . . , 0), g ←−
$ 

R2 , 
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followed by the encryption process. 
Here, R n+1 denotes the prime modulus a defined over the ring R, while B 
represents the logarithmic modulus and is expressed as 
B = ⌊log3 a⌋ . 

The ciphertexts generated for the incoming feature vectors (M1, M2) are mathe-matically 
represented as follows. 
C1 ← aMT g + κ ∈ R2 (16) 
 
C2 ← MT g + κ (17) 
where κ denotes the public key and g represents an integer vector. If the incoming feature vector 
M = (M1, M2) 
fails to satisfy the condition 
m ∈ R2, 
internal coefficient embedding is performed before encryption. 

Therefore, the encryption stage serves as a crucial component of the proposed MBDA scheme 
by ensuring data confidentiality, transaction authenticity, and privacy. 
 The encrypted feature vectors are securely stored in the Authority Center (AC). The sequence diagram 
for the BGV-based homomorphic encryption process is illustrated in Figure 5. 
 

Fig. 5 The sequence diagram for the BGVH-based encryption 
 

4.4 Heterogeneous Device Data Transmission Phase 
Once the Authority Center (AC) completes the authentication verification by ana-lyzing the 
biometric details, the ith heterogeneous DAU (Hdau ) initiates the data transmission process using 
the data collected through the ith heterogeneous device (Hi) in the heterogeneous network. 

Conceptually, only an authenticated DAU possessing a data transfer request (DT req) and a 
decentralized identity (Hid ) is allowed to participate in the data transmission phase at timestamp 
t∗. The data transmission process is represented in 

Equation (18).  
 

DTreq, Hid } 
: Hdau 

 
⇒ AC (18) 

Once the Authority Center (AC) verifies the decentralized identity (Hid ) of the 
authenticated user, it returns the data access status (Dstat) to the requested ith 
heterogeneous DAU (Hdaui ). When 

Dstat = 1, 
the Authority Center enters the active state, allowing the heterogeneous device to upload the 

collected device data (Ddata). The encrypted biometric feature vectors (C1 

i 
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and C2) are securely maintained by the AC before being forwarded to the blockchain and the 
Distributed Storage System (DSS). 

The sequence diagram for the heterogeneous device authentication and secure data transmission 
phase is illustrated in Figure 6. 
 

 
Fig. 6 Sequence diagram for the heterogeneous device authentication phase 
 

4.5 Heterogeneous Data Sharing and Upload Phase 
After collecting the data from the heterogeneous devices (H) of the ith heterogeneous DAU (Hdaui ) in the 

heterogeneous network, the Authority Center (AC) ensures that the heterogeneous data are 
encrypted before transmission to the Distributed Storage System (DSS). To accomplish this, the proposed 
MBZKPS scheme employs the Feature Matching-enabled Biometric Link Data (FMEBD)-based 
encryption mechanism. 

In the FMEBD-based encryption mechanism, the SHA-256 algorithm is used to generate a hash of 
the feature vectors extracted from the fingerprint and iris images, namely (M1, M2). The generated 
hash value (H) using the SHA-256 hashing process is expressed as 
H = ℏ(M1 || M2) (19) 

where ℏ(·) denotes the SHA-256 hashing function and || represents the concatena-tion operation. 
The generated hash value is then integrated with the heterogeneous device data (Ddata) and is 
utilized during the decryption process. 
 

4.5.1 Heterogeneous Data Encryption 
To encrypt the data collected from the ith heterogeneous DAU (Hdau ), the initializa-tion 
parameters are defined as the message 
mdata = ⟨H, sep, Ddata⟩, 

public key κ, and modulus a, where sep denotes the separator used to distinguish the hash feature 
(H) from the device data (Ddata). 
The generated ciphertext (Cdata) is expressed as 
Cdata ← a mT g + κ ∈ R2 (20) 
The generated ciphertext Cdata represents the encrypted data collected from the 
ith heterogeneous DAU. 

After encryption, the Authority Center sends the data storage request (Dsreq) to the Distributed 

Storage System (DSS) through the blockchain using the blockchain private key (pˆkB ), the 

generated ciphertext (Cdata), and the decentralized identity 
i ), as represented in Equation (21). (H 
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ID 

i 

ID 

a 

a 

ID i 1 i 

1 

2 

a 

n
Dsreq, pˆkB , Cdata, Hi 

, 
→ DSS (21) 

After successful verification, the DSS returns the data storage address (Dsaddr) to the Authority 
Center, as shown in Equation (22). 
DSS : Dsaddr → AC (22) 

When the ith heterogeneous DAU (Hdau ) requires heterogeneous data, it sends a data access 
request (DT req) to the Authority Center (AC) using its decentral- 
ized identity (Hid ), biometric details (Hbio ), and the current timestamp (t∗). The 
ID i 1 
heterogeneous data access request (DT req) using the identity credentials ensures an 
authenticated transaction and is mathematically represented as follows. 
 
DT req, Hid , Hbio , t∗

} 
: Hdau ⇒ AC (23) 

Depending on the requested data, the Authority Center retrieves the corresponding biometric 
details from its database using the decentralized identity (Hid ). Authenti-cation verification is then 
performed by decrypting the biometric feature vectors using the private key (κpvt), modulus (a), and 
the ciphertexts (C1 and C2) generated during the MBDA scheme. 

M ←

 
C1 · κpvt

 

(24) 

M ←

 
C2 · κpvt

 

(25) 
where C1·κpvt and C2·κpvt denote the dot product of the ciphertext and the private key, while the 

division by modulus a performs the corresponding modular reduction. Upon successful authentication 
of the data access request (DT req), the request is forwarded to the Distributed Storage System (DSS) 

through the blockchain using the blockchain private key (pˆkB ) and the data storage address 

(Dsaddr). The blockchain validates the transaction using the DID-ZKPS consensus protocol. 
The hash value of the decrypted biometric features is generated using the MD-5 hashing algorithm 

and is expressed as 
H1 = ℏ(M1 || M2) (26) 
where ℏ(·) denotes the MD-5 hashing function. 

After successful transaction validation, the encrypted heterogeneous data (Cdata) are retrieved 
from the DSS and forwarded to the Authority Center. The original data are recovered through the 
decryption process as follows. 

mdata
 

←

  
Cdata · κpvt

 

(27) 
 
The feature matching mechanism is defined as 
Hmatch(mdata) = H1 (28) 

If the hash value of the stored data (H) matches the hash value of the decrypted data (H1), 
the original heterogeneous data (Ddata) are transferred to the requested heterogeneous DAU. 
Otherwise, the data access request is rejected. 

 

4.6 Blockchain Network: Decentralized Identity (DID)-Based Zero 
Knowledge Proof (ZKP) and Proof of Stake (PoS) Consensus 
Mechanism 

The emergence of blockchain technology has significantly increased the adoption of 
decentralized storage systems as blockchain-friendly off-chain mechanisms. Blockchain provides a 
highly secure, transparent, and immutable storage platform for digital information. It 
functions as a distributed ledger that records data transactions in chronological order. 
Similar to a shared database, blockchain maintains the transac-tion details of numerous 
participants involved in the data transmission process. Each transaction occurring in the 
network is encapsulated into a block and linked to the previous block, thereby forming a 
blockchain. Consequently, the 
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proposed MBZKPS scheme ensures transaction authenticity through the integration of the Decentralized 
Identity (DID)-based Zero Knowledge Proof of Stake (DID-ZKPS) consensus proto-col. To facilitate 
blockchain formation, the proposed framework adopts the Proof of Stake (PoS) consensus 
mechanism. The PoS protocol validates newly generated trans-actions before appending them as new 
blocks to the blockchain. In this mechanism, validators lock a specific amount of their 
cryptocurrency holdings as stake within the network. Based on the amount of stake, the 
blockchain selects a validator for block generation. Generally, validators with higher stakes 
possess a greater probability of being selected to validate the subsequent block of transactions. Zero 
Knowledge Proof (ZKP) is an efficient cryptographic mechanism that enables one entity to prove 
knowl-edge of specific information without revealing the actual information itself. In the proposed 
MBZKPS framework, the Decentralized Identity (DID) is incorporated into the blockchain network, 
allowing the verifier to authenticate the data requester without learning the requester’s confidential 
information. Instead, the ZKP protocol convinces the verifier that the requester possesses valid 
credentials while preserving complete pri-vacy. Accordingly, the proposed DID-ZKPS consensus 
protocol authenticates the data requester by selecting an eligible validator based on stake availability 
and verifying the requester’s decentralized identity together with private authentication credentials. 
This mechanism effectively prevents malicious validators from participating in the blockchain 
network while enhancing data security and transaction reliability. There-fore, the integration of the 
DID-ZKPS consensus protocol into the proposed MBZKPS framework provides scalable and trustless 
data access with enhanced privacy preserva-tion, reduced computational overhead, improved 
resistance against malicious attacks, and effective protection against Sybil attacks. Consequently, the 
proposed framework prevents data leakage while ensuring secure and efficient block creation within 
the heterogeneous network. 

 

5 Results and Discussion 
The performance of the proposed Multimodal Biometric-enabled Zero Knowledge Proof of Stake 
(MBZKPS) scheme for secure data access and storage in heteroge-neous networks is evaluated in 
this section by varying the number of network nodes. The experimental setup, performance metrics, 
dataset description, and experimental analysis are discussed as follows. 

5.1 Experimental Setup 
The proposed MBZKPS scheme is implemented using the PyCharm Integrated Development 
Environment (IDE) on the Windows 11 Operating System (OS). The implementation utilizes 16 
GB of Random Access Memory (RAM) to perform secure data storage and access in heterogeneous 
networks. Furthermore, the system is equipped with a Central Processing Unit (CPU) operating 
at a clock frequency of 
1.7 GHz for executing the proposed MBZKPS-based heterogeneous data storage and access 
framework. 

5.2 Performance Metrics 
The performance of the proposed MBZKPS-based heterogeneous data storage and access mechanism 
is evaluated using the following performance metrics: encryption time, encryption rate, decryption 
time, decryption rate, memory usage, Genuine User Rate (GUR), gas consumption, transaction time, 
and response time. 

Encryption time represents the total time required to convert heterogeneous net-work data into 
ciphertext. Accordingly, the encryption rate indicates the speed at which the encryption process is 
completed. Similarly, the decryption rate represents the speed at which encrypted data are converted 
back into their original readable for-mat, whereas decryption time denotes the total duration required 
for the decryption process. 

Memory usage refers to the amount of memory consumed during secure data stor-age and retrieval 
using the proposed MBZKPS scheme. Transaction time denotes the time required to store the 
encrypted data into the blockchain-based storage system. Response time measures the overall system 
performance by representing the time required to respond to a user request. Gas consumption 
represents the computational resources required to execute blockchain transactions. Genuine User 
Rate (GUR) mea-sures the proportion of legitimate users successfully authenticated by the proposed 
framework. 

Collectively, these performance metrics demonstrate the effectiveness of the proposed MBZKPS 
framework for secure heterogeneous data storage and access. 
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5.3 Dataset Description 
The performance of the proposed MBZKPS framework is evaluated using the Multimodal Iris 
Fingerprint Biometric dataset [38] and the Healthcare dataset [39]. 

The Multimodal Iris Fingerprint Biometric dataset [38] contains biometric informa-tion collected 
from multiple individuals, including fingerprint images and iris images, which are utilized for 
authentication and secure user verification. 

The Healthcare dataset [39] contains real-world healthcare information, including patient details, 
admission records, and healthcare service information, and is employed to evaluate the secure storage 
and access capabilities of the proposed framework. 

5.4 Experimental Analysis 
Figure 7 illustrates the simulation results obtained using the proposed MBZKPS-based secure 
data storage and access mechanism in heterogeneous networks. In the simulation environment, the 
yellow circles represent the heterogeneous network nodes, while the inverted blue triangles denote the 
base stations. The red dotted lines illus-trate the communication links established between the 
heterogeneous nodes and the corresponding base stations during secure data transmission. 
 

 
Fig. 7 Experimental analysis for the MBZKPS scheme 
 

5.5 Comparative Methods 
The proposed MBZKPS scheme for secure heterogeneous data access and storage is compared 
with existing approaches, namely DDPOS [29], Proof of Author-ity [30], Green-POW model 
[31], Proof of Zero [32], Proof of Stake [33], MD5 with HE authentication-based DIDZKP and 
DPOS, MD5 with DES authentication-based DIDZKP and DPOS [29], MD5 with AM authentication-
based DIDZKP and DPOS [30], MD5 with RSA authentication-based DIDZKP and DPOS [20], and 
MD5 with AES authentication-based DIDZKP and DPOS [34]. The comparative evaluation is 
discussed in the following subsections. 

5.5.1 Comparative Evaluation for the Encryption Algorithm 
Figure 8 presents the comparative analysis of the MD5 with Homomorphic Encryption (HE) algorithm 
employed in the proposed MBZKPS-based secure heterogeneous data storage and access framework. 

The experimental results demonstrate that, for 150 heterogeneous network nodes, the proposed 
MBZKPS scheme achieves a decryption rate of 1.11, which is 0.18 higher than the conventional MD5 
with DES algorithm. Likewise, the decryption time of the proposed scheme is only 0.95 ms, showing 
an improvement of 0.10 ms compared with the traditional MD5 with AM algorithm. 

Similarly, for 250 heterogeneous network nodes, the proposed MD5 with HE algo-rithm achieves 
an encryption rate of 1.03, which is 0.33 higher than the conventional MD5 with AM algorithm. The 
corresponding encryption time is 0.97 ms, whereas the conventional MD5 with AM algorithm 
requires 1.42 ms, resulting in a reduction of 
0.45 ms. 

Furthermore, the proposed MD5 with HE algorithm achieves a Genuine User Rate (GUR) of 0.73, 
which is 0.09 higher than that obtained using the conventional MD5 with AM algorithm for secure 
heterogeneous data storage and access in healthcare, smart city, and smart energy trading 
applications. 

The memory consumption of the proposed MD5 with HE algorithm is 363.76 KB. In contrast, 
the existing MD5 with AES algorithm consumes 32.97 KB more memory than the proposed 
approach. 
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Similarly, the proposed MBZKPS framework completes the encryption process with a response 
time of 459.73 ms, representing an improvement of 94.53 ms compared with the conventional MD5 
with AM encryption algorithm. 

From the comparative analysis, it is evident that the integration of MD5 with Homomorphic 
Encryption effectively enhances data security and integrity. Further-more, the incorporation of the 
Feature Matching-enabled Biometric Link Data (FMEBD) mechanism improves data confidentiality 
and anonymity while reducing computational overhead in heterogeneous network environments. 
 
 

 
 
Fig. 8 Comparative evaluation of encryption algorithms used in the proposed MBZKPS 
framework. 
 

5.5.2 Comparative Evaluation with Blockchain Analysis 
Figure 9 illustrates the comparative performance of the proposed MBZKPS frame-work with 
existing blockchain-based approaches. The proposed MBZKPS scheme consumes only 280.85 Kbps of 
gas for securing heterogeneous data transactions on the blockchain, demonstrating improvements of 
35.33 Kbps and 9.65 Kbps compared with the conventional Proof of Authority and Proof of Zero 
mechanisms, respectively. 

Furthermore, the proposed MBZKPS framework achieves a Genuine User Rate (GUR) of 0.73 during 
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heterogeneous data storage, which is 0.12 and 0.03 higher than the existing DDPoS and MD5 with HE 
authentication-based DID-ZKP and DPoS approaches, respectively. 
In terms of memory utilization, the proposed MBZKPS framework requires only 
343.86 KB, which is 6.26 KB and 12.20 KB lower than the conventional Proof of Stake and Green-
POW models, respectively. 

Moreover, the proposed MBZKPS scheme responds to user data requests within 1025.85 ms. In 
comparison, the response times of the existing Proof of Authority and Proof of Stake mechanisms are 
31.45 ms and 9.93 ms higher, respectively. 

Similarly, the proposed MBZKPS framework completes blockchain transactions in only 1.01 ms, 
outperforming the conventional DDPoS and Proof of Authority approaches by 0.14 ms and 0.11 ms, 
respectively. 

The superior performance of the proposed MBZKPS framework is primarily attributed to the 
integration of the Proof of Stake (PoS) consensus mechanism, which ensures fair validator selection, 
preserves user privacy, and enables secure data distribution among authorized entities. Furthermore, 
the incorporation of the Zero Knowledge Proof (ZKP) mechanism enhances data integrity while 
reducing memory consumption and computational complexity. 
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Fig. 9 Comparative blockchain performance analysis of the proposed MBZKPS framework 
with existing approaches. 
 

5.6 Statistical Analysis 
Tables 1 and 2 demonstrate the accuracy and consistency of the proposed MBZKPS framework for 
secure heterogeneous data storage and access through statistical analysis. The analysis is 
performed using the best, mean, and variance values of the performance metrics employed for 
evaluating the proposed framework. The obtained statistical measures provide valuable insights for 
performance comparison and facilitate meaningful decision-making in heterogeneous network 
environments. 
 
Table 1 Statistical analysis of the encryption algorithm used in the proposed MBZKPS 
scheme. 
 

Metrics Statistic
s 

MD5+DE
S 

MD5+A
M 

MD5+RS
A 

MD5+AE
S 

MD5+H
E 

Decryption Best 1.087299 1.044002 1.011810 0.955657 0.946763 
 Mean 1.065546 1.016127 0.983806 0.934083 0.914713 
 Varianc

e 
0.000434 0.000949 0.001019 0.000241 0.000448 

Encryption Best 1.422089 1.077599 1.020017 0.991168 0.979755 
 Mean 1.339372 1.043771 0.989064 0.955216 0.940412 
 Varianc

e 
0.001961 0.000441 0.001148 0.000878 0.000876 

GUR Best 0.696 0.740 0.760 0.820 0.830 
 Mean 0.670867 0.702867 0.723200 0.758733 0.777287 
 Varianc

e 
0.000495 0.000804 0.000721 0.001697 0.001436 

Memory Usage 
(KB) 

Best 398.30 370.30 369.19 365.34 363.76 

 Mean 368.90 360.14 344.39 311.84 309.26 
 Varianc

e 
345.74 146.68 501.22 861.85 907.69 

Response 
Time (ms) 

Best 554.27 548.02 501.35 462.84 459.73 

 Mean 322.18 316.16 300.89 267.27 263.32 
 Varianc

e 
23690.64 24089.36 20756.93 17347.35 17363.16 

 
 
Table 2 Statistical analysis of the blockchain used in the proposed MBZKPS scheme. 
 

Metrics Statisti
cs 

DDPo
S 

PoA Green-
POW 

PoZ PoS MD5+
HE 

MBZK
PS 

Gas (Kbps) Best 323.9
1 

316.1
9 

298.33 290.5
0 

288.2
6 

285.75 280.85 

 Mean 315.5
8 

305.9
5 

291.14 284.1
4 

280.4
8 

271.57 268.81 

 Varian
ce 

42.44 70.82 16.04 36.07 57.50 100.35 83.84 

Transaction 
Time (ms) 

Best 1.148
816 

1.126
032 

1.111689 1.062
200 

1.018
795 

1.01518
3 

1.0128
76 

 Mean 1.124
447 

1.086
505 

1.052336 1.028
933 

1.005
966 

0.98374
7 

0.9752
00 

 Varian
ce 

0.000
452 

0.000
478 

0.001315 0.000
552 

0.000
104 

0.00072
2 

0.0008
52 
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GUR Best 0.692 0.693
333 

0.705000 0.720
000 

0.726
667 

0.76000
0 

0.7829
88 

 Mean 0.648
400 

0.665
067 

0.680200 0.697
800 

0.711
533 

0.73826
7 

0.7570
32 

 Varian
ce 

0.001
050 

0.000
721 

0.000656 0.000
243 

0.000
105 

0.00046
5 

0.0003
16 

Memory 
Usage (KB) 

Best 421.8
9 

365.4
2 

356.06 353.4
9 

350.1
2 

346.51 343.86 

 Mean 360.6
8 

341.5
0 

335.80 323.9
8 

306.4
8 

300.23 297.26 

 Varian
ce 

1169.
89 

560.3
3 

476.75 714.7
7 

1309.
94 

1531.24 1545.8
1 

Response 
Time (ms) 

Best 1057.
57 

1057.
30 

1042.17 1036.
91 

1035.
78 

1030.60 1025.8
5 

 Mean 649.3
5 

635.9
0 

627.32 620.4
0 

609.5
3 

601.71 597.35 

 Varian
ce 

85750
.43 

90742
.55 

88866.94 89116
.91 

86975
.63 

88300.3
8 

87828.
79 

 

5.7 Comparative Discussion 
The superiority of the proposed MBZKPS over traditional heterogeneous data storage systems is 
analyzed based on encryption algorithms and blockchain mechanisms, as presented in Tables 3 and 
4. The comparative evaluation demonstrates the effective-ness of the proposed framework in 
achieving secure, efficient, and privacy-preserving heterogeneous data storage. 
 

For the MD5 with HE-based MBZKPS scheme, secure data storage is achieved with a decryption 
time of 0.95 ms, decryption rate of 1.07, encryption rate of 1.03, and encryption time of 0.97 ms. The 
proposed scheme achieves a GUR value of 0.73 with only 363.76 KB memory utilization and a 
response time of 459.73 ms for 250 nodes. Furthermore, the blockchain-based evaluation of 
MBZKPS demonstrates improved performance with a response time of 1025.85 ms, transaction 
time of 1.01 ms, gas consumption of 280.85 Kbps, GUR value of 0.70, and memory utilization of 
343.86 KB. 

The improved performance of MBZKPS is mainly attributed to the integration of blockchain 
technology, which provides transparency, decentralization, immutability, and enhanced scalability. The 
limitations of traditional Secure Privacy-Centric Stor-age Frameworks (SPCSF) in maintaining 
data integrity are addressed through the  incorporation of the Decentralized Security Scheme 
(DSS) in MBZKPS [22]. More-over, the integration of Zero-Knowledge Proof (ZKP) with the Proof-
of-Stake (PoS) consensus mechanism enhances secure authentication and improves flexibility in het-
erogeneous data storage [27]. The proposed Flexible Multimodal Encryption-Based Data 
(FMEBD) approach further mitigates privacy concerns and prevents data leak-age during data 
exchange [28]. Specifically, the combination of MD5 authentication with Homomorphic Encryption 
(HE) ensures data integrity and prevents unauthorized data modification or malicious attacks [21]. 
 
Table 3 Comparative discussion of the MBZKPS scheme with encryption algorithms 
 
Methods/Metrics Decryption Rate Decryption Time (ms) Encryption 

Rate Encryption Time (ms) GUR Memory 
Usage (KB) Response Time (ms) 250 Nodes 

MD5 with DES auth based MBZKPS and DPoS [19] 0.92 1.09 0.70 1.42
 0.64 398.30 554.27 
MD5 with AM auth based MBZKPS and DPoS 0.96 1.04 0.93 1.08 0.65
 370.30 548.02 
MD5 with RSA auth based MBZKPS and DPoS [20] 0.99 1.01 0.98 1.02
 0.68 369.19 501.35 
MD5 with AES auth based MBZKPS and DPoS [34] 1.05 0.96 1.01 0.99
 0.71 365.34 462.84 
MD5 with HE auth based MBZKPS and DPoS 1.07 0.95 1.03 0.97 0.73
 363.76 459.73 
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Table 4 Comparative discussion of the MBZKPS scheme with blockchain mechanisms 
 

Methods/Metrics Gas 
(Kbps
) 

GUR  
Transac 

tion Time (ms)  
Memory (KB) 

Response 
Time (ms) 

  250 
Nodes 

   

DDPoS [29] 323.91 0.60 1.15 421.89 1057.57 
Proof of Authority [30] 316.19 0.61 1.13 365.42 1057.30 
Green-POW Model [31] 298.33 0.62 1.11 356.06 1042.17 
Proof of Zero [32] 290.50 0.64 1.06 353.49 1036.91 
Proof of Stake [33] 288.26 0.68 1.02 350.12 1035.78 
MD5 with HE auth 
based DID-ZKP and 
DPoS 

285.75 0.70 1.02 346.51 1030.60 

MBZKPS 280.85 0.70 1.01 343.86 1025.85 
 

6 Conclusion 
This research proposed a holistic Blockchain-based Multimodal Biometric Zero-Knowledge Proof of 
Stake (MBZKPS) scheme for secure storage and access of heterogeneous healthcare data. The 
proposed Decentralized Security Scheme (DSS), integrated with blockchain technology, addresses the 
limitations of centralized stor-age systems by enabling secure data storage and retrieval with reduced 
computational overhead. 
 

The proposed Flexible Multimodal Encryption-Based Data (FMEBD) approach efficiently handles 
computationally intensive encryption operations through the inte-gration of Multimodal Biometric 
Data Access (MBDA) and BGV-based Homomorphic Encryption (HE), thereby enhancing privacy 
preservation. Furthermore, blockchain technology improves resource utilization and provides a 
secure data-sharing environ-ment through MD5-based hash generation, ensuring data integrity and 
resistance against unauthorized modifications. 

The integration of Decentralized Identity (DID) generation ensures secure identity management 
for users and heterogeneous data sources. Additionally, the combina-tion of Zero-Knowledge Proof 
(ZKP) and Proof-of-Stake (PoS) consensus enhances anonymity, reduces computational complexity, 
and improves blockchain scalability. Experimental results validate the effectiveness of the proposed 
MBZKPS scheme, achieving a decryption time of 0.95 ms, encryption time of 0.97 ms, GUR value of 
0.73, and memory consumption of 363.76 KB for 250 nodes. 

Furthermore, blockchain performance evaluation demonstrates that MBZKPS achieves a response 
time of 1025.85 ms, transaction time of 1.01 ms, gas consumption of 280.85 Kbps, and memory 
utilization of 343.86 KB. These results confirm the supe-riority of the proposed framework over 
existing blockchain-based storage mechanisms. However, future enhancements can focus on 
integrating advanced encryption tech-niques and deep learning-based intrusion detection models to 
further improve security, adaptability, and threat detection capabilities. 
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