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Abstract

Financial fraud has increased with the rapid growth of digital payment platforms, making accurate fraud detection
a major challenge. Traditional machine learning (ML) methods often struggle to adapt to evolving fraud patterns,
effectively capture temporal transaction behaviors, and accurately distinguish fraudulent transactions. To address
these limitations, research proposes an Ensemble Learning Framework (ELF) for intelligent financial fraud
detection using temporal transaction pattern analytics. The framework utilizes a financial fraud transaction
analytics dataset that includes 15,000 instances of financial transactions and 44 features of temporal transactions
comprising time-stamped transaction records, customer information, transaction attributes, and fraud labels.
Initially, the preprocessing stage employs K-Nearest Neighbors (KNN) imputation for missing value handling,
followed by Isolation Forest and Local Outlier Factor (LOF) for outlier detection. Subsequently, Neighborhood
Components Analysis (NCA) is employed to extract highly discriminative transaction features while preserving
class separability. Finally, the framework integrates the proposed Dynamic Artificial Rabbits Optimization-Driven
Intelligent Light Gradient Boosting Machine (DARO-ILightGBM), where the Dynamic Artificial Rabbits
Optimization algorithm performs adaptive hyperparameter optimization, while the Intelligent Light Gradient
Boosting Machine Model accurately classifies fraudulent transactions. Experimental evaluation demonstrates that
the proposed framework achieves a superior Receiver Operating Characteristic-Area under the Curve (ROC-AUC)
of 0.9765, Precision-Recall Area under the Curve (PR-AUC) of 0.9677, F1-score of 0.9720, Precision of 0.9740, and
Recall of 0.9685using Python 3.11. Overall, the proposed ELF effectively captures temporal transaction patterns
and provides a scalable solution for intelligent financial fraud detection in modern digital banking environments.

Keywords: Financial Fraud Detection, Ensemble Learning, Temporal Transaction Analytics, Fraudulent
Transactions.

1. Introduction
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The detection of fraudulent transactions has become an important area of research in today's financial system
owing to the increase in the number of electronic transactions, digital banking, and financial technology. This
has made the process of doing transactions easy, but at the same time, it has posed complicated security
challenges [1]. This technique has been used in many fields, such as spamming on social networks, intrusions
into the network, identity checks, and the identification of fraudulent transactions, with the main goal of
detecting suspicious actions and lowering possible financial risks [2]. Financial fraud can be defined as acts of
deception carried out by people to occur some illegal money, namely payment fraud, money laundering,
insurance fraud, financial account manipulation, and related financial crimes [3]. While digital payment
methods and technology-enabled financial services made transactions more convenient and accessible, it also
created highly sophisticated means for the fraudster to exploit any loopholes in the financial systems [4].
Occupational and transactional fraud caused significant financial losses, and businesses were severely affected
by such practices because of ineffective means of detecting these crimes. Given the growing complexity of
financial networks and customers' transaction behaviors, it is crucial to create effective means for detecting
fraud [5].

Detection of financial fraud is considered to be a very difficult problem due to the dynamic nature of fraud, their
huge class imbalances, and ever-changing behaviour. In practical applications for financial fraud detection, only
about 1% of all transactions can be fraudulent, which makes traditional methods of fraud detection unsuitable
for such a minority class [6]. At the same time, fraudsters change their methods from time to time to deceive
the security system, thus requiring intelligent systems that can learn transactional behaviour and find new
anomalies. The growing effect of financial fraud on a global scale led to serious economic losses and even
damaged financial infrastructures [7]. Fraud in banking and digital payments involves different forms of illegal
acts such as identity fraud, credit card fraud, phishing schemes, fraudulently accessing bank accounts, and
transaction manipulations [8]. Involvement in such types of fraud leads to high financial expenses for
organizations due to investigation cost and compensation to customers. As a result, certain measures
developed to reduce fraud, such as anti-money laundering laws and compliance with financial security
practices [9]. It is necessary to develop efficient methods of financial fraud detection to prevent organizations
from losses and ensure financial stability within the global financial system [10]. High-quality transaction data
and labels are required for the framework, and it performs poorly on unknown fraud schemes.

1.1 Research Aim

To develop a smart ensemble learning methodology for financial fraud detection using time-series electronic
payment transactions. The approach enhances preprocessing and optimization-based classification to
accurately distinguish fraudulent and legitimate transactions, reduce false positives, improve prediction
accuracy, and ensure scalable, reliable decision support.

1.2 Research Organization

The research is structured into five sections. In Section 1, the introduction and background of financial fraud
detection are provided. Section 2 examines the existing literature on fraud detection in the financial sector.
Section 3 discusses the methodology of ELF with the DARO-ILightGBM Model, preprocessing, and feature
extraction. Section 4 includes experimental results and performance analysis. The conclusion of the research
is discussed in Section 5.

2. Related Work

The existing research section examined previous research by assessing their purpose, methodology, findings,
and weaknesses to determine the gaps in the area of Financial Fraud Detection.Table 1 summarizes objectives,
methods, results, and limitations of existing studies.

Table 1: Comparative analysis of existing financial fraud detection research methodologies and limitations

Ref. | Objective Method Result Limitation

Detect fraudulent
. Performance depended

healthcare Sequence analysis integrated ) . . :
. . . Achieved a on historical transaction
insurance with a rule engine to generate :

[11] . . 96.5% fraud patterns, reducing
transactions using frequent patterns and i S

. X detection rate. adaptability to

sequential confidence scores.

emerging fraud types.

transaction analysis.
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Optimized Convolutional
Neural Network-Long Short- . .
Improve fraud Required extensive
e Term Memory (CNN-LSTM) . .
classification for . . Achieved 83% hyperparameter tuning
[12] | . model combined with the o . .
imbalanced Coa precision. and incurred high
) Synthetic Minority Over- .
transaction data. . . computational cost.
sampling Technique
(SMOTE).
Combined ML, Deep Learning
Identify financial (DL), and Natural Language Limited ability to
[13] fraud by analyzing Processing (NLP) techniques | Achieved an F1- generalize across
sparse transaction on the Fraud Natural score 0of 97.5%. different fraud
behaviors. Language Processing (NLP) scenarios.
dataset.
Improve fraud ﬁgszelfsigg?le\l?ts:oerk (GAN) Detection performance
detection ) The GAN-GRU depended on the quality
based data augmentation ! .
performance for . model achieved of synthetic data and
[14] | . with Recurrent Neural . . : :
imbalanced high detection required substantial
financial Network (RNN), LSTM, and sensitivi computational
: Gated Recurrent Unit (GRU) - p
transaction data. resources.
models.
Transaction Amount-based
Detect Internet Structural Context to Vector Required high-quality
financial fraud using | Representation (TA- Achieved an F1- graph structurl‘es and
[15] | graph-based Struc2Vec) was employed to involved considerable
. score of 95.7%. .
transaction extract structural computational
modeling. relationships and transaction overhead.
amount features.
Enhance financial Implemented a Quantum .

; Relied on quantum
fraud detection Graph Neural Network . .

. . . Achieved an AUC | computing
[16] | using quantum (QGNN) integrated with .

. L o of 85%. infrastructure and faced
graph learning Variational Quantum Circuits scalability challences
techniques. (VQQ). Y ges.

Developed Fraud Graph
Neural Network-
Detect evolvin Reinforcement Learning Achieved an F1- Incurred high
i . J (GNN-RL) by integrating score 0of 97.3% communication
financial fraud . . . .
[17] . Temporal-Spatial-Semantic while reducing overhead and depended
through transaction h luti fal L s
network analysis Graph Convolution alse positives by | on distributed data
' (TSSGC),Deep Q-Network 31%. availability.
(DQN), and federated
learning.
Predict financial Applied feature selection Limited transaction
fraud in listed with a hybrid Logistic Achieved high . .
. . . PR diversity affected
[18] | companies using Regression- Extreme classification - .

. . . . adaptability to evolving
machine learning Gradient Boosting (LR- accuracy. fraud patterns
techniques. XGBOOST) classifier. P )
Improye fraud Proposed a Transformer- N
detection accuracy . Knowledge distillation

based Distributed Knowledge . .
and model o Achieved 81.48% | increased model
[19] o Distillation (DKD) framework o . .
generalization . : . precision. complexity and training
: . with multi-attention
across financial . overhead.
o mechanisms.
applications.
[20] Detect fraudulent Developed an XGBoost-Deep | Achieved 0.78 Computational
financial Neural Network (XGBoost- precision. complexity increased
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transactions while DNN) ensemble using when processing large-
supporting transaction, temporal, and scale and low-quality
regulatory identity features. datasets.

compliance.

The ELF overcomes the above-mentioned limitations by means of NCA, DARO, and ILightGBM for
discriminative feature extraction, adaptation and optimization, as well as accurate fraud identification.
Consequently, this method significantly increases the quality of detection, generalization, and identification of
fraudulent transactions.

3. Methodology

ELF is proposed for intelligent financial fraud detection through analysis of temporal transaction patterns.
Financial transaction data collection with time-stamped transactions, customer details, transaction features,
and fraudulent labels is used. The preprocessing phase consists of KNN imputation for dealing with missing
values, followed by isolation forest and LOF algorithms for outlier detection. The NCA method executes
discriminative feature extraction. The ELF finally uses the DARO-ILightGBM for adaptive optimization-based
classification, hyperparameter tuning, and intelligent classification of fraud with better detection performance.
The methodology workflow for financial fraud detection is evaluated in Figure 1.
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Figure 1: Methodology Workflow for the Financial Fraud Detection

3.1 Data Collection

The set of financial transaction data was acquired from the Kaggle dataset
(https://www.kaggle.com/datasets/colabsss/financial-fraud-transaction-analytics). It contains 15,000
instances of financial transactions along with 44 features representing temporal transaction analytics,
customer details, account details, transaction details, authentication information, and a label for fraud. The
dataset provides comprehensive descriptions of legal and illegal financial transactions for temporal fraud
detection. 80% of the records are kept aside for training purposes, while 20% are kept aside for performance
testing of the suggested ELF.

3.2 Data Preprocessing Methods for Improving the Financial Transaction Data
Data preprocessing refers to the process through which financial transaction data that is initially raw is cleaned
and transformed to enhance its quality and consistency. The KNN imputation is employed first for addressing
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any cases of missing values, while the detection of anomalies in the transactions is done using the Isolation
Forest and the LOF methods.

> K-Nearest Neighbors (KNN) Imputation for Missing Value Handling
Missing value imputation is performed by making estimations about the missing transactions based on
information obtained from similar neighbors. This process requires that incomplete transaction data be
provided as an input and results in a complete dataset for effective detection of financial fraud, as expressed in
Equations (1) and (2).

_ cov(b,a)
b9 = FoHiaw W

bi—b .7

Cov(b, a) = 212N =) @)
Where s(b, a) represents thesimilarity score of two financial transaction records. bdenotes thetransaction
record having the missing attribute, anda refers to the neighboring transaction. Cov(b, a) stands for the
covariance between transaction recordb and a. /Var(b)represents the selected transaction attributes.
\Var(a) refers to the neighboring selected transaction attributes. In Equation (2), b;represents thevalue of the

jt* feature in transaction record b.a; refers to the value of the neighboring transaction record. b denotes the
mean value of all selected features in a transaction record. a stands for the mean value of all selected features
in a transaction record. j denotes each transaction feature (transaction hour), and m refers to the ) summation
of total transactions.

> Isolation Forest for Financial Transaction Outlier Detection

Isolation forest finds anomalous transaction records by isolating individual data points using random splits. It
takes the imputed transaction dataset as an input, creates the isolation tree to identify the anomalies, and
generates a filtered dataset by excluding the outliers, as expressed in Equations (3) and (4).

t(y,m) = 2 Fla0) (3)

D(m)

D(m) =26(m—1) (4)

Where t(y, m) represents the anomaly score, which is used to detect suspicious financial transactions. yrefers
to the financial transaction (transaction ID, customer ID, account ID). m denotes the total number of financial
transactions used to build an Isolation Forest. F(g(y)) stands for the expected path length that to be needed
to isolate financial transaction y in the Isolation Trees. D(m) refers to thenormalization constant that
normalizes the path length depending on the size of the dataset. In Equation (4), 2G(m — 1) refers to
theharmonic number to estimate the average search depth for m — 1 transaction records.

_ 2(m-1)

» Local Outlier Factor (LOF)for Financial Fraud Screening

The LOF detects outliers from transaction data through density deviation analysis. It takes the dataset filtered
using Isolation Forest as its input, analyzes density deviation within neighborhoods, and generates a
transaction dataset containing reliable data for financial fraud detection, as expressed in Equations (5) and (6).

;o {1, if LOF,(vj) =6V (5)
" {0,if LOF,(v;) < &7
;o {1, if LOF,(U;) > 6% (6
" 0,if LOF(U;) < &%

Where Gé represents theoutlier indicator for customer data in financial fraud detection, vjrefers to the
transaction data associated with customer ID, and LOF; denotes thelocal Outlier Factor value for transaction
data. ! stands for the number of nearest transaction data considered for density calculation. §"represents
thevalue of the threshold used to detect outliers from transaction data; 1 refers to the transaction data being
classified as an outlier, and 0 denotes the transaction data being considered to be a normal transaction. In
Equation (6),U; represents the financial transaction data point (transaction datetime). § Srefers to thethreshold
for separating outliers from the normal transactions.

3.3 Extracting Transaction Features using Neighborhood Components Analysis (NCA)

Feature extraction involves converting transaction data into a high-dimensional form to create a discriminative
feature space. NCA takes the processed transaction features as input and learns their importance based on
maximizing class separability to produce an optimal set of features for financial fraud detection, as expressed
in Equations (7) and (8).
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Where gj;represents theprobability of choosing transaction record i to be the neighbor of transaction record.
yj refers to the feature vector for the j**financial transaction (day of week, transaction amount). y; denotes the
feature vector for the i*" neighboring financial transaction. e stands for the distance between transaction
feature vectors. },¢; refers to the summation across all transactions but not the current transaction j. y,
denotes the feature vector of the [*" financial transaction analyzed during neighborhood similarity calculation.
In Equation (8), Kyc4represents the NCA objective function for learning discriminatory transaction features.
ZleDjrefers to theset of neighboring transaction records for fraud category as transaction j.exp(:) denotes the

exponential function that converts distances between features to similarities. log(-) stands for the logarithmic
function for optimizing the separability of transaction features.

All the discriminative features of transactions derived by NCA are sent to the ELF. The input of the features in
ELF is the DARO method, where adaptive hyperparameter optimization is done; after that, the optimized
features and hyperparameters are sent to the ILightGBM for financial fraud detection.

3.4 Ensemble Learning Framework (ELF) for Financial Fraud Detection Using Temporal Transaction
Pattern Analytics

The ELF framework makes use of the transaction features generated by NCA to feed into the fraud classification
process. The process of dynamic adaptive hyperparameter optimization is done using DARO, and the
ILightGBM classifier identifies fraud through optimized features. The framework yields effective results for
fraudulent transaction detection in finance through accurate classification.

> Intelligent Light Gradient Boosting Machine (ILightGBM) for fraudulent transactions

Light Gradient Boosting Machine (LightGBM) is a gradient boosting ML method for effective classification;
nevertheless, its performance can be hampered by poor choices of hyperparameters and insufficient
adaptation to temporal fraud features. ILightGBM compensates for these shortcomings with the help of DARO-
based hyperparameters that provide accurate classification of fraudulent and non-fraudulent transactions, as
expressed in Equation (9).

— _ Y Ymin

yj _-Ymax—YnUn (9)

Where ij represents thenormalized transaction feature that serves as an input into the ILightGBM algorithm.
y refers to the raw amount of the corresponding transaction feature (transaction amount). y,,;,, denotes the
minimal quantity of the corresponding transaction information variable. y,,,, stands for the maximal value of
the corresponding transaction descriptive variable. j represents the index of the normalized transaction
feature (browsertype).

> Hyperparameter Tuning with Dynamic Artificial Rabbits Optimization (DARO)

The Artificial Rabbits Optimization (ARO) is one of the nature-inspired optimization algorithms used to solve
optimization problems, but it can experience slow and premature convergence in a high-dimensional search
space. The DARO solves the problems faced by the traditional method by using adaptive search methods to
generate optimal hyperparameters for the ILightGBM fraud classification method. The center-driven strategy
process is expressed in Equations (10) and (11).

¢ Center-driven strategy
Fraud detection is enhanced through a center-driven strategy that balances exploration and exploitation using

the best hyperparameter solution, a random solution, and a newly generated solution.
_ DYpesttCYs+d Ynew

Y, =—2— " (10)
b+c+d
Yiew = kc + rand. (vc — kc) (11)
Where Y, represents the financial fraud detection problem, brefers to thebest fraud detection, and ¢ denotes
the random exploration of fraud detection. d represents the new fraud detection strategy. Y., refers to the
best hyperparameters for maximum financial fraud detection. Y; denotes the random hyperparameters for
exploring fraud detection. Y,,,,, represents the new hyperparameters for fraud detection. In Equation (11), kc
and vc refer to the lower and upper limits for the search for fraud detection. rand denotes the random search

for fraud detection. The Gaussian Random Walk process is expressed in Equations (12) and (13).
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¢ Gaussian Random Walk
Fraud detection is improved using the Gaussian Random Walk technique, which enhances local search by
performing random walks around the optimal hyperparameter set. This enables DARO to escape local optima
and identify optimal hyperparameters for more accurate fraud detection.

Yiext = Gaussian(Ypese, 0) + (rand. Ypes, — rand.Y;) (12)
n(GFy)
=n- (G =Y (13)

Where Y,,.,; represents the hyperparameters updated for precise fraud detection; Gaussian(Yy,s, o) refers to
the best fraud detection, and Y}, ;denotes the best fraud detection. o represents the step size for optimizing
fraud detection. rand refers to the exploration of randomness for optimization. ¥; denotes the current fraud
detection. In Equation (13), In(GF,) represents thelogarithmic factor influencing the convergence of the
optimization, Y; refers to thecurrent solution for fraud detection hyperparameters, and GF; stands for the
optimization iteration factor at iteration ¢, used to regulate the convergence behavior of the DARO algorithm.
Y, denotes the random solution for fraud detection.

4. Result

The proposed ELF showed better performance in detecting financial fraud owing to its capacity to extract time-
dependent patterns of the transactions and classify fraudulent transactions accurately against genuine
transactions. Utilization of KNN Imputation, Isolation Forest, LOF, NCA, and DARO-ILightGBM algorithms led
to enhanced ROC-AUC, PR-AUC, F1 score, Precision, and Recall, with reduced false positives. The proposed
framework performed much better than other available frameworks of ensemble learning and boosting for
fraud detection.

4.1 Data Exploratory Analysis

The relationship between customer and transaction characteristics to detect financial fraud is depicted in
Figure 2. This method aims to identify linear relationships and the various attributes used to differentiate
fraudulent transactions from genuine ones. The features under consideration include Customer Age, which falls
within the range of 20 to 80 years; Account Balance, with values up to 250,000; Monthly Transaction, which
has up to 150 counts; and Distance from Home, which covers 400 kilometers.
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Figure 2: Relationship between Customer and Transaction Characteristics

The financial value for fraud risks through high-risk transactions is described in Figure 3(a). The main idea
behind this is to distinguish between valid and fake signatures based on continuous variables ranging from 0.0
to 1.0. The important variables are transaction amount, transactions last 1hour normalized to 5 intervals,
failedlogin attempts, and previous declined transactions.Analysis of the time gap between consecutive
transactions that enables fraud based on the speed of such transactions is outlined in Figure 3(b). To show the
probability density functions of the amount of time. The X-axis indicates Time since the Last Transaction
measured from 0 to more than 500 minutes, with very high probability densities at zero intervals up to 0.0065.
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Figure 3: Visualization of (a) High-Risk Financial Transactions, and (b) Analysis of Time Intervals in Financial
Transactions

The Amount Deviation Ratio Distribution across various transaction mediums for detecting any anomalies in
terms of transaction surges is presented in Figure 4to detect behavior anomalies between fraud and valid
transactions. Numeric features include Amount Deviation Ratios ranging from 0 to more than 100 for the
transaction mediums, which include Automated Teller Machine (ATM), Application Programming Interface
(API), Mobile App, Web Banking, and Point of Sale (POS) Terminal.
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Figure 4: Analyzing theAnomalies Fraud Behavior and Valid Transactions

4.2 Evaluation Metrics
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The evaluation metrics are used to measure the efficiency of the ELF in the detection of financial fraud. The
ROC-AUC metric is applied to test the discriminating power of fraudulent and non-fraudulent transactions. The
PR-AUC is applied to measure the performance of fraud detection in the presence of class imbalance. The F1-
score is an efficient balance between the precision and recall metrics.Precision measures the number of correct
fraud detections without triggering many false alarms. Recall is used to measure the ability to detect fraudulent
transactions.

4.3 Performance Evaluation

The performance of the existing model known as XGB+DNN Ensemble [20] and the proposed DARO-
ILightGBMmodel is evaluated on the existing IEEE-CIS fraud detectiondataset used for fraud detection in Table
1 and Figure 5. While the performance of the XGB+DNN Ensemble [20] model is good, the proposed DARO-
ILightGBM model has performed better in terms of ROC-AUC(0.9689), PR-AUC(0.9574), F1-score(0.9610),
Precision(0.9635), and Recall 0.9580.

Table 1: Comparison Performance of Existing and Proposed Methods for Financial Fraud Detection
Model ROC-AUC | PR-AUC | F1-Score | Precision | Recall
XGB+DNN Ensemble [20] 0.9638 0.6582 0.74 0.78 0.69
DARO-ILightGBM [Proposed] | 0.9689 0.9574 0.9610 0.9635 0.9580
N e L RO SO (apomec)

g 09
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Figure 5: Comparative Analysis of Baseline and Proposed Models for Financial Fraud Detection

The retrained performance comparison between the existing and proposed methods of ELF for financial fraud
detection is provided in Table 2 and Figure 6. The existing XGB+DNN Ensemble [20] model andproposed DARO-
[LightGBMmodel were retrained on the financialfraudtransactionanalytics dataset under the same conditions,
which include the dataset, preprocessing, feature extraction, and split. For the purpose of evaluating the
effectiveness of existing and proposed approaches based on the ELF framework, training and evaluation are
carried out using the proposed financialfraudtransactionanalytics dataset.While the XGB+DNN Ensemble gave
similar performance, the LightGBM method performed better in the classification of fraud due to its superior
boosting capabilities. The proposed method DARO-ILightGBM outperformed both the current methods in
terms of ROC-AUC (0.9765), PR-AUC (0.9677), F1-score (0.9720), Precision (0.9740,) and Recall (0.9685).

Table 2:Retrained Results of Existing and Proposed Methods for Financial Fraud Detection

Model PR-AUC | ROC-AUC | F1-Score | Recall | Precision
XGB+DNN Ensemble 0.7184 0.9740 0.83 0.75 0.86
LightGBM 0.9560 0.9750 0.9610 | 0.9580 0.9630
DARO-ILightGBM [Proposed] | 0.9677 0.9765 0.9720 | 0.9685 0.9740
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Figure6:Performance Evaluation of Existing and Proposed Methods for Financial Fraud Detection

4.4 Discussion

Enhance financial fraud detection by properly detecting fraudulent transactions using temporal analysis of
transaction patterns. Theexisting model of the XGBoost-DNN ensemble [20] considered transaction, temporal,
and identity features to detect fraud and comply with regulations; however, the complexity of the computation
was affected by the scale of the data and different qualities of data, resulting in poor performance. However,
the proposed ELF is able to solve these challenges through robust preproxcessing, discriminative feature
extraction using SLCA, and hyperparameter tuning using DARO-ILightGBM for fraud detection.

5. Conclusion

The suggested ELF succeeded in realizing the purpose of improving financial fraud detection by temporal
transaction analytics. A dataset of financial fraud transaction analytics with 15,000 transaction records and 44
temporal transaction features was used. Preprocessing incorporated KNN imputation, Isolation Forest, and
LOF, while NCA extracted discriminative features. The suggested DARO-ILightGBM model scored 0.9765 for
ROC-AUC, 0.9677 for PR-AUC, 0.9720 for F1 score, 0.9740 for Precision, and 0.9685 for Recall, achieving better
performance in detecting financial fraud.The presented framework was limited by the fact that computational
costs grow with increasing transaction volumes. Generalization in other domains needs to be validated.Future
research pays attention to real-time fraud detection through the use of streaming transaction analysis, and
Artificial Intelligence (Al)integrated to improve model transparency and interpretability.
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