
Vol.6, No.2, 2026                                                                                                                                                                  10 

 
AMTA-Sec: An Adaptive Multi-Layer Trust Architecture For 
Attack-Resilient Distributed Blue Carbon MRV Systems 
 
Vaishali Hirlekar1,2,  Balajee Maram2 and Ayush Hirlekar3 

 
1Computer Engineering, Shah and Anchor Kutchhi Engineering College, Mumbai, Maharashtra, India. 
2Computer Science and Engineering, SR University, Warangal, Telangana, India. 
3Computer Science and Engineering, SIES Graduate School of Technology, Navi Mumbai,Maharashtra, India. 
*Corresponding author(s). E-mail(s): vaishali.hirlekar@sakec.ac.in; Contributing authors: balajee.maram@sru.edu.in; 
ayushvhiot123@gst.sies.edu.in 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1 Introduction 
The importance of blue carbon systems such as mangroves, tidal marshes, and seagrass meadows in 
the long-term sequestration of carbon and in reducing greenhouse gas build up in the atmosphere 
has resulted in their emerging as key natural climate solu-tions [1, 2]. Many carbon storage projects 
are dependent upon Monitoring, Reporting and Verification (MRV) systems to validate carbon storage 
and control carbon credit issuance for the climate programs that operate on a voluntary or compliance 
basis [3]. The modern MRV infrastructures are rapidly transforming to distributed digital 
ecosystems that combine Internet of Things (IoT) telemetry, edge computing, machine learning, cloud 
analytics and blockchain-based registries for real-time monitoring of the environment and carbon 
accounting [4, 5]. For practical coastal deployment, the sensing nodes are spread over geographically 
separated mangrove forests, estuarine wetlands, and tidal ecosystems, where there is no easy way 
to monitor the nodes continuously. These sensing devices are always sampling soil organic carbon 
(SOC), salinity, biomass, and tidal data that get aggregated by edge gateways and orchestrated in the 
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cloud to be used for carbon estimation and verification [6]. 
Distributed MRV infrastructure is still very vulnerable to cyber threats although technological 
developments have occurred. It is possible for an attacker to physically interfere with the sensing 
devices installed at remote coastal locations, alter calibration parameters, introduce bogus telemetry 
streams or compromise edge gateways used to process the local environmental data [7]. These types 
of malicious activity could lead to inflated estimates of SOCs causing bogus carbon credits to be 
generated and compromising the integrity and credibility of environmental sustainability programs 
[8]. 
The main application of blockchain-based environmental monitoring systems, shown by recent 
studies, is the immutable recording of transactions once the environ-mental data has already been put 
into the validation process [9] and [10]. But the immutability of blockchain doesn’t ensure the 
authenticity of the upstream sensing layer and machine learning inference and the distributed 
orchestration layer. Existing systems rarely include integrated adaptive trust computation, secure 
model valida-tion, adversarial telemetry filtering, or attack-aware orchestration mechanisms, which 
can detect malicious entities in sensing, edge, cloud and blockchain systems [11]. 
In addition, as machine learning models are embedded in environmental MRV systems, they create 
new attack surfaces such as adversarial perturbation, poisoning attacks or manipulated inference 
behavior [12]. Distributed training sets can be com-promised by injected fake environmental 
telemetry or by gradual tampering with the model outputs that can affect carbon estimation processes 
without immediate detec-tion.Distributed training sets can be tainted with fake environmental 
telemetry or gradually tampered with model outputs that can impact carbon estimation processes 
without immediate detection.[13–15] 

To overcome these issues, this research work introduces Attack Resilient Dis-tributed Blue 
Carbon MRV System with Adaptive Multi-Layer Trust Architec-ture (AMTA-Sec). The proposed 
framework encompasses dynamic trust computa-tion, secure federated machine learning validation, 
edge-level anomaly detection, blockchain-assisted integrity verification and attack-aware 
orchestration across sens-ing, edge, cloud and ledger layers. It consistently monitors the behavior of 
nodes, integrity check results, and evidence of anomalies to identify and isolate malicious entities as 
they happen. 
The main features of this work are highlighted as follows: 
• Design of a secure blue carbon monitoring framework with an attack awareness distributed design. 
• The development of a dynamic trust computation mechanism in the sensing layer, 

edge, cloud, machine learning layer and blockchain layer. 
• Areas of current research include integrating secure federated model validation to safeguard 

SOC estimation from adversarial attacks.Current research includes integration of secure federated 
model validation to protect SOC estimation from adversarial attack. 

• Blockchain-based Forensic Traceability for Carbon Credit Verification: Tamper- 
resistant tracking and verification of carbon credits.Forensic Traceability with Blockchain for 
Carbon Credit Verification: Tamper-proof tracking and verification of carbon credits. 

• valuation under realistic cyber attack scenarios: spoofing of telemetry data, replay 
attacks, compromise of the edges, manipulation of the validators, and model poisoning attacks. 
 

2 Related Work and Threat Landscape 
The recent progress of distributed environmental Monitoring, Reporting, and Verifica-tion (MRV) 
systems has brought about the integration of both IoT telemetry and edge computing, machine 
learning and blockchain technologies into carbon monitoring sys-tems. The technologies strengthen 
scalability, transparency and automation of carbon credit verification ecosystems. Distributed MRV 
systems still have many challenges with regard to cyber security, including different sensing 
environments, physically exposed deployments, and decentralized trust management. 

The use of blockchain for MRV has been extensively considered for enhancing traceability and 
transparency in carbon accounting systems. The authors of [16, 17] proposed a green blockchain-
based architecture for the IoT systems to address the security challenges associated with the 
hazardous material supply chain by using decentralized validation and tamper-resistant transaction 
management in distributed monitoring systems. Likewise, works on blockchain-based environmental 
monitoring solutions for sustainability applications where trust, transparency, and immutability of 
auditing are crucial requirements have also been explored [18, 19]. 

There have been several studies that have investigated the IoT-based environmen-tal sensing 
architecture for ecological monitoring and climate applications. Most of the systems used involve 
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spatially distributed sensors to monitor environmental variables like soil organic carbon (SOC), 
salinity, biomass indices, and changes in the tide level. Nevertheless, the sensing devices which are 
deployed in remote coastal environments are often under resource constraints and no physical 
protection, which make them be susceptible to the telemetry spoofing, replaying attacks, adjusting the 
firmware and calibration manipulation [20, 21]. 

The significance of edge computing in minimizing latency and boosting localized environmental 
analytics has also been highlighted by recent study. Edge-assisted archi-tectures enable telemetry 
preprocessing at the edge of the sensing environments and reduce cloud communication overhead 
and enable real-time environmental validation [22, 23]. However, the presence of a large number of 
compromised edge gateways is a significant threat as they can spoof the results of telemetry 
aggregation, modify the inference output or insert a spoofed hash in the path to the blockchain node 
anchoring. The models of machine learning have been more and more introduced for predictive SOC 
estimation, carbon flux analysis and ecological forecasting in the MRV systems. However, Adversarial 
Machine Learning Attacks raise new cybersecurity concerns in Distributed Environmental 
Infrastructure. For example, they can add poisoned teleme-try streams to a training data set or alter 
the way the model predicts using adversarial perturbations [24, 25]. In the current state of the art, 
MRV architectures do not include secure federated validation, ensemble trust verification or 
adversarial anomaly filtering mechanisms that would protect environmental prediction models [26]. 

Immune to editing of transaction records and the ability to audit transactions transparently, 
blockchain-based carbon registries also enhance forensic traceability [27]. But the immutability of 
blockchain doesn’t ensure authenticity of the upstream sensing and computation layers. However, 
without adaptive trust evaluation mech-anisms, carbon verification processes can be compromised 
by validator collusion, fraudulent endorsement, or trust poisoning attacks. 

For the cyber-physical and IoT environments, several distributed trust manage-ment models have 
been proposed. Dynamic trust computation frameworks are based on assessing node reliability in 
terms of behavioral consistency, anomaly evidence and past interaction patterns [28–30]. These 
approaches show the significance of adaptive trust orchestration in identifying malicious entities 
in the distributed sys-tems comprising heterogeneous systems. Most current trust frameworks, 
however, are not tailor-made for environmentally-distributed MRV ecosystems which include edge-
assisted telemetry processing and blockchain-based carbon verification. 

Table I summarizes major attack surfaces within distributed blue carbon MRV 
infrastructures. 

These challenges highlight the necessity for a cyber-resilient MRV architecture capable of 
dynamically validating trust, protecting machine learning models, detecting malicious telemetry, and 
preserving secure environmental verification workflows. 
 
Table 1 Major Attack Surfaces within Distributed Blue Carbon MRV Infrastructures 

 
Layer Potential Attack 

 
Sensor Layer Telemetry spoofing, replay attacks, calibration manipulation Edge 
Layer Malware injection, unauthorized access, hash manipulation Cloud 
Layer Trust poisoning, privilege escalation 
Blockchain Layer Validator collusion, fraudulent endorsement ML Layer Model 
poisoning, adversarial perturbation 

 
3 Proposed AMTA-Sec Framework 
The proposed AMTA-Sec framework models the distributed blue carbon MRV infrastructure as a 
cyber-physical trust network composed of sensing devices, edge gateways, cloud orchestration 
clusters, secure machine learning validation modules, and blockchain validators. The distributed 
system is represented as: 
G = {V, E}, (1) 
where: 
M = {Si, Ej, Ck, Lm, Mp}, (2) 

represent sensing nodes, edge gateways, cloud orchestration nodes, blockchain val-idators, and 
secure machine learning modules respectively. Each node maintains a dynamic trust score: 
v(t)[0, 1] (3) 
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which continuously evolves according to behavioral consistency, anomaly evidence, model 
integrity validation, and attack detection outcomes. 

 

3.1 Sensing Layer 
Distributed IoT sensors deployed across mangrove ecosystems continuously col-lect 
environmental telemetry including SOC values, salinity measurements, biomass indices, tidal 
variations, and hydrological parameters. Since sensing devices operate in physically exposed 
environments, they remain vulnerable to spoofing attacks, replay attacks, and calibration 
manipulation. To mitigate these threats, AMTA-Sec performs cross-sensor anomaly correlation and 
historical consistency analysis. 
Sensor trust is computed using: 

τSi (t) = α1Ai(t) + α2Hi(t) + α3Ci(t) (4) 

where: Ai(t) represents anomaly conformity, Hi(t) represents historical reliability, Ci(t) represents 
calibration integrity. Sensors exhibiting abnormal environmental deviations experience trust 
degradation and temporary isolation. 

3.2 Edge Processing and Integrity Validation Layer 
Edge gateways deployed near coastal monitoring stations perform localized teleme-try 
aggregation, preliminary SOC estimation, anomaly detection, and batch integrity verification. Each 
edge node continuously validates telemetry batches using SHA-256 hash fingerprinting and behavioral 
resource monitoring. Compromised edge nodes are detected through: • Unexpected batch hash 
modifications • Sudden CPU utilization spikes • Abnormal communication frequency • Unauthorized 
firmware behavior Edge trust is computed as: 
τEj (t) = β1Uj(t) + β2Rj(t) + β3Ij(t) (5) 

where: Uj(t) represents uptime consistency, Rj(t) represents resource stability, Ij(t) represents 
integrity validation. 

3.3 Secure Machine Learning Protection Layer 
Unlike conventional MRV systems, the proposed AMTA-Sec framework incorporates a dedicated 
secure machine learning validation layer to protect SOC estimation models against poisoning and 
adversarial attacks. The framework employs multiple security mechanisms: 

3.3.1 Federated Model Validation 
SOC models are trained using distributed environmental datasets collected from geo-graphically 
separated sensing clusters. Model updates are validated across multiple edge gateways before global 
synchronization. 

3.3.2 Adversarial Input Filtering 
Telemetry streams undergo adversarial consistency verification prior to model infer-ence. Sudden 
ecological inconsistencies, impossible tidal transitions, and statistically abnormal SOC fluctuations are 
rejected before model execution. 

3.3.3 Model Integrity Verification 
All machine learning models are hash-anchored within the blockchain layer to ensure model 
authenticity and prevent unauthorized model replacement. 

3.3.4 Ensemble Trust Verification 
Multiple SOC prediction models operate simultaneously across distributed edge clus-ters. Significant 
prediction deviations trigger anomaly alerts and retraining validation. The secure model trust update 
mechanism is represented as: 
τM (t + 1) = λτM (t) + (1 − λ)Bm(t) − µAm(t) (6) 
where: Bm(t) denotes benign model behavior, Am(t) represents adversarial anomaly evidence. 

3.4 Cloud Orchestration Layer 
The cloud layer performs distributed trust aggregation, cross-site SOC valida-tion, 
transaction batching, and global environmental analytics. Cloud orchestration continuously 
evaluates: 
• Cross-cluster telemetry consistency 
• Distributed anomaly correlation 
• Model inference reliability 
• Multi-layer trust aggregation 

Suspicious telemetry batches are quarantined before blockchain anchoring. 

3.5 Blockchain Validation Layer 
The blockchain layer employs a permissioned Hyperledger Fabric architecture to ensure tamper-
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resistant carbon credit issuance and immutable forensic auditability. Validator trust is continuously 
evaluated according to: 
• Consensus consistency 
• Endorsement reliability 
• Historical behavioral integrity 
• Transaction approval deviation 

The global trust score is computed as: 
τglobal = ωSτS + ωEτE + ωCτC + ωLτL + ωM τM (7) 
where: 

• τglobal represents the overall global trust score of the framework, 
• τS denotes the sensor trust score, 
• τE denotes the edge trust score, 
• τC represents the communication trust score, 
• τL indicates the blockchain ledger trust score, 
• τM represents the machine learning model trust score, 
• ωS, ωE, ωC, ωL, and ωM are the weighting coefficients assigned to each trust component 

such that: 
 
ωS + ωE + ωC + ωL + ωM = 1 
Carbon credits are issued only when: tauglobal > θ where θ represents the minimum acceptable 
trust threshold. 
 

4 Secure Model Implementation And Protection Strategy 
The proposed framework of AMTA-Sec takes an innovative approach by introducing an additional 
approach for defending the SOC estimation models against adversarial attacks and poisoning 
attempts focused on the protection of secure machine learning. In practical blue carbon monitoring 
applications, adversaries could try to trick the SOC prediction algorithm by adding fake 
environmental telemetry to training data sets. Slowly, these poisoning attacks can lead to a biased 
estimate of SOC and give rise to fake carbon credit values that are not discovered on the spot. 

A proposed framework includes distributed and secure model validation within the edge and cloud 
orchestration layers to reduce these risks. 

A. Federated Secure Model Training Distributed telemetry data from geographically-
distributed mangrove sensing clusters is used to train SOC estimation models. The idea is to train 
local partial SOC models at the edge and only to for-ward validated model parameters to 
centralized servers. This approach provides a more streamlined exposure of unaltered telemetry, 
reduce the risk of central poisoning, greater privacy and environmental data protection and 
distributed trust validation. 

B. Adversarial Detection Pipeline Environmental consistency validation is per-
formed before the telemetry are fed into the SOC prediction engine - Temporal tidal verification, 
Salinity transition analysis, Biomass consistency correlation, Historical SOC deviation monitoring. 
Failure of ecological consistency threshold is rejected prior to model inference. 

C. Model Integrity Anchoring Each version of the SOC that is validated is 
cryptographically hashed and linked to the blockchain layer.Each SUCCESSFULLY validated SOC 
version is cryptographically hashed and tied to the blockchain layer. This enables - Model 
authenticity verification wherein Unwanted model replacement is prevented. Immutable forensic 
reconstruction Model lifecycle management for Trust. 

D. Ensemble Trust Validation, The framework is based on distributed ensemble SOC 
prediction on multiple edge clusters. When one prediction model is drastically different from the other 
models, the model’s trust score is automatically lowered by the system. Model trust is updated 
regularly with the following: 

τM (t + 1) = λτM (t) + (1 − λ)Bm(t) − µAm(t) (8) where 
hostile evidence dynamically affects degradation of trust. 

E. Validator Reputation Management Blockchain validators are dynamically eval-uated 
using endorsement consistency and consensus behavior analysis. Validators exhibiting abnormal 
transaction approval behavior are automatically excluded from consensus participation. Table II 
summarizes the attack detection and mitigation mechanisms. 
 
Table 2 Attack Detection and Mitigation Mechanisms 
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Attack Detection Mechanism Mitigation 

Sensor spoofing Environmental anomaly 
correlation 

Trust 
degradation 

Replay attack Timestamp mismatch Transaction 
rejection 

Edge 
compromise 

Hash integrity validation Node isolation 

Model 
poisoning 

Ensemble inconsistency Model quarantine 

Validator 
collusion 

Consensus deviation analysis Validator 
exclusion 

 

 
Algorithm 1 AMTA-Sec Secure Model Implementation and Protection Strategy 

 
Require: Distributed telemetry streams Ti, sensing nodes Si, edge gateways Ej, SOC models Mp 
Ensure: Secure SOC prediction and trustworthy carbon verification Initialize global trust score 

τglobal 
Initialize model trust τM (t) Initialize blockchain ledger L for each sensing node Si do 
Collect telemetry: 
Ti = {SOCi, Sali, Bioi, Tidei} 
Compute sensing trust: 
τSi (t) = α1Ai(t) + α2Hi(t) + α3Ci(t) 

if τSi (t) < θS then 

Reject telemetry stream 
Isolate compromised sensing node 
else 
Forward validated telemetry to edge gateway 

end if end for 
for each edge gateway Ej do 
Perform temporal tidal verification Perform salinity transition analysis Perform biomass consistency 
correlation 
Perform historical SOC deviation monitoring Compute edge trust: 
τEj (t) = β1Uj(t) + β2Rj(t) + β3Ij(t) 

if hash inconsistency OR abnormal behavior detected then 
Quarantine telemetry batch Reduce τEj (t) 

else 
Train local SOC prediction model Generate local model parameters Wj 

end if end for 
Perform federated aggregation of validated model parameters 
for each model update do 
Execute ensemble SOC prediction validation 
if prediction deviation exceeds anomaly threshold then 
Trigger adversarial poisoning alert Mark model as suspicious 
Increase adversarial evidence Am(t) 
else 
Increase benign behavior score Bm(t) 
end if 
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Update model trust: 
τM (t + 1) = λτM (t) + (1 − λ)Bm(t) − µAm(t) 
 
Generate SHA-256 fingerprint of validated SOC model Anchor model hash into blockchain ledger 
Compute global trust score: 
τglobal = ωSτS + ωEτE + ωCτC + ωLτL + ωM τM 
if τglobal ≥ θ then 
Approve carbon credit issuance 
Commit verified transaction to blockchain 
else 
Reject carbon credit transaction Trigger forensic investigation 
end if 
Return secure SOC estimation model and verified MRV transaction 
 

5 Security and Performance Evaluation 

 

5.1 Cyberattack Detection Accuracy 
A prototype implementation of the proposed AMTA-Sec framework has been deployed in distributed 
edge-cloudblockchain environment with simulated blue carbon teleme-try datasets. The cyber 
resilience of the proposed architecture was assessed by running multiple cyberattack scenarios, such 
as telemetry spoofing, replay attacks, model poisoning, edge compromise and validator manipulation. 
The proposed AMTA-Sec framework was tested with various types of adverse attacks such as 
telemetry spoofing attacks, replay attacks, edge tampering attacks, validator manipulation attacks, 
and machine learning poisoning attacks. The attack-aware trust orchestration engine con-tinuously 
monitored the anomaly behavior, integrity validation results and consistency of consensus across 
distributed MRV layers, to detect malicious entities. 

Figure 1 demonstrates the cyberattack detection performance of the proposed framework. The 
highest detection accuracy was observed for edge tampering attacks because the cryptographic SHA-
256 integrity validation immediately detected unau-thorized batch modifications. Model poisoning 
attacks exhibited slightly lower detec-tion accuracy due to gradual adversarial perturbation patterns 
designed to evade immediate anomaly detection. 

5.2 Secure SOC Model Protection Evaluation 
Estimation models for SOC were tested with growing amounts of model poisoning to assess their resilience 
to adversarial model poisoning. The performance of the conven-tional centralized models deteriorated 
quickly as the prediction accuracy was tested 
 

 
 
Fig. 1 Cyberattack detection accuracy of the proposed AMTA-Sec framework under multiple 
adver-sarial scenarios. 
 
and validated in a federated manner, trust was validated in the ensemble model, and adversarial 
telemetry filtering prevented the rapid decay in prediction accuracy of the conventional centralized 
models. 

As illustrated in Figure 2, the stability of the conventional MRV systems decreases with the 
increasing intensity of poisoning. On the other hand, the proposed AMTA-Sec architecture allows 
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for maintaining the prediction accuracy while being adversarial even in the presence of adversarial 
updates by separating out suspicious model updates and conducting distributed trust validation prior 
to synchronization. 

 
Fig. 2 SOC Model Accuracy Under Adversarial Conditions 
 

This section will assess the latency and Blockchain Overhead.This portion eval-uates Latency and 
Blockchain Overhead. The proposed framework minimizes the computational burden of clouds by 
preprocessing the data on the edge and by aggregat-ing telemetry data in distributed manner. 
Additionally, Blockchain batch optimization reduced transaction overhead and maintained immutable 
auditability. 

The average processing latency of conventional centralized MRV system and the proposed AMTA-
Sec system are compared in figure 3. The edge-assisted trust orches-tration strategy achieved an 
average latency of 0.96 seconds, with no compromise to the secure environmental validation and real-
time anomaly detection. 
 
 

 
Fig. 3 Latency Comparison 
 

6 Results and Discussion 
This paper introduced an Adaptive Multi-Layer Trust Architecture (AMTA-Sec) for an attack-
resilient distributed blue carbon MRV system. The proposed architecture extends the traditional MRV 
approach that leverages blockchain for managing the immutable ledger with additional components of 
distributed trust orchestration, secure machine learning protection, edge integrity verification, and 
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adversarial attack detec-tion at the sensing layer, edge layer, cloud layer, and blockchain layer. The 
proposed framework was experimentally analyzed under various cyber attack scenarios such as 
telemetry spoofing, replay attacks, edge tampering, model poisoning, and valida-tor manipulation. 
Experimental evaluation showed that the unifying of dynamic trust orchestration and anomaly 
correlation, federated model validation, and blockchain-assisted integrity verification enabled strong 
attack detection capabilities under all adversarial conditions. The framework managed to detect the 
sensor spoofing attack with a detection accuracy of 93.6%, 95.1% for replay attack detection accuracy, 
94.4% for validator manipulation detection accuracy and 91.2% for adversarial model poi-soning 
attacks. The performance was highest in the case of edge tampering attack, where the distributed edge 
gateways are equipped with cryptographic integrity vali-dation mechanisms based on SHA-256.The 
best performance was achieved in the edge tampering attack where the distributed edge gateways are 
provided with the cryp-tographic integrity validation mechanisms based on SHA-256. For each of the 
SOC estimation models, the models were tested with respect to increasingly intense poi-soning levels 
of adversarial machine learning attacks. In experimental results it was shown that the model accuracy 
of the conventional centralized MRV models dropped significantly as the poisoning intensity increased 
from 0% to 40%, from 96% to 52%. The proposed AMTA-Sec protected model, on the other hand, 
showed a much higher stability and resilience and its prediction accuracy was preserved at 84% under 
40% poisoning intensity, as verified on a federated level, by means of an ensemble and trust verifier, 
as well as adversarial telemetry filtering. Finally, the performance eval-uation indicated that the edge-
assisted telemetry preprocessing and distributed trust orchestration greatly enhanced the 
operational efficiency. The proposed architecture achieved an average processing latency of 0.96 
seconds in a conventional centralized MRV system, which was 1.82 seconds, while maintaining a 
secure environment that was validated, immutable, and capable of detecting anomalies in real time. 
 

7 Conclusion 
The paper suggested an Adaptive Multi-Layer Trust Architecture (AMTA-Sec) for securing Distributed 
blue carbon Monitoring, Reporting, and Verification (MRV) infrastructure in response to Cyber threats 
since their occurrence is dynamic. The framework brings together dynamic trust orchestration, secure 
federated machine learning validation, edge integrity verification, anomaly-aware telemetry analysis, 
and blockchain-assisted forensic traceability in sensing, edge, cloud, and ledger worlds. 

The proposed architecture is different from the existing blockchain-based MRV sys-tems that are 
mostly about managing immutable transactions, as it adds attack-aware security mechanisms that can 
detect and counteract malicious actions at multiple dis-tributed layers. The framework enhances the 
authenticity of environmental telemetry, ensures that the SOC estimation models are not easily 
manipulated and increases the reliability of verification workflows for distributed carbon credits.  

The proposed AMTA-Sec architecture further illustrates how trust-aware orches-tration and 
secure ML protection should be integrated in distributed cyber-physical systems in environmentally 
distributed systems. The framework combines feder-ated validation, cryptographic integrity 
verification, and adaptive anomaly detection, thereby providing superior operational resilience 
without compromising the scalable and timely environmental monitoring functions. 

Furthermore, blockchain-based model anchoring and immutable audit logging enhance forensic 
traceability to ensure secure reconstruction of compromised teleme-try flows, malicious node 
activity and distributed attack propagation paths. These features are very relevant to geographically 
dispersed coastal ecosystems in which physical oversight or centralized trust assumptions are not 
feasible. 

The proposed framework provides a secure and scalable base for next-generation environmental 
MRV infrastructures that will enable the development of trustwor-thy, transparent and tamper-
resistant carbon accounting ecosystem. The plan for future research is to integrate Zero Trust 
Environmental Orchestration, AI-based Intrusion Prediction, Quantum-resistant Blockchain 
validation, Federated Anomaly Intelligence Sharing and Self-healing Distributed Trust Architectures 
to further bolster Cybersecurity resiliency in Distributed Environmental Monitoring Systems. 
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