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Introduction 
The digital age has fundamentally transformed human interaction, commerce, and financial transactions, 

offering unprecedented convenience and connectivity. Yet, this widespread adoption of digital technologies 

has created a fertile ground for the proliferation of online fraud, a pervasive and evolving threat (Drew & 

Webster, 2024; Vimal et al., 2021). Online fraud encompasses a wide spectrum of cybercrimes, including 
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Abstract 
The proliferation of digital technologies has introduced unprecedented convenience 
but has also created a fertile ground for online fraud, making university students a 
particularly vulnerable demographic. This study employed a descriptive correlational 
design to investigate the relationship between online fraud awareness and social 
interaction among 381 students at Zhengzhou University of Economics and Business. 
Using a researcher-made questionnaire grounded in the Technology Threat 
Avoidance Theory and Social Engagement Theory, the research assessed students' 
perceptions of online fraud and their social behaviors. The findings revealed a high 
level of online fraud awareness among students, with no significant differences found 
across gender, age, or year level. However, a critical disconnect was identified 
between a general knowledge of cyber threats and a personal sense of susceptibility. 
The data also highlighted a complex relationship with social interaction: while high 
self-efficacy acted as a protective factor, fostering a positive social life, a heightened 
perception of threat was negatively correlated with the quality of social interactions. 
The study concludes that effective security interventions must be holistic, addressing 
psychological biases and behavioral habits in addition to technical knowledge. Based 
on these findings, the paper recommends a multi-faceted action plan that includes 
personalized educational strategies, user-friendly security solutions, peer-to-peer 
support networks, and initiatives to build psychological resilience. 
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phishing scams, identity theft, financial fraud, and investment schemes, all of which exploit the anonymity 

and borderless nature of the internet (Ansar et al., 2021). As individuals increasingly rely on digital platforms 

such as e-commerce sites, social media networks, and online banking systems, cybercriminals have 

become more adept at leveraging sophisticated tools, including artificial intelligence, to deceive 

unsuspecting victims (Drew & Webster, 2024; Croll, 2023). The increasing complexity of fraudulent tactics, 

exemplified by criminals using generative AI to create more intricate and convincing scams, presents a 

pervasive and growing threat to individuals across all demographics (Drew & Webster, 2024). 

Online fraud is not merely a technological issue; it is a profound social and psychological one. The 

psychological and emotional effects on victims, such as distress, anxiety, and a loss of trust, can 

significantly impact their social behavior and interaction patterns, leading to a decline in social trust and a 

reluctance to engage in online activities (Drew & Webster, 2024). This uncertainty makes it difficult for 

individuals to distinguish genuine interactions from fraudulent schemes, often amplifying feelings of 

isolation and mistrust in the digital landscape (Ansar et al., 2021). The economic and social impact is far-

reaching, with billions of dollars lost annually to cybercriminal activities, underscoring the necessity of 

effective countermeasures (Vishwakarma, 2017; Ali et al., 2019). While governments and businesses 

develop preventative measures, their effectiveness is ultimately contingent on the awareness and vigilance 

of individuals. 

University students represent a particularly vulnerable demographic due to their high digital engagement, 

frequent online transactions, and often limited financial literacy (Nikitkov & Bay, 2008). Their reliance on 

social media, digital marketplaces, and online payment systems makes them prime targets for 

cybercriminals. In China, where this study is situated, students constitute a significant portion of the 

country's 1.1 billion internet users, and cyber fraud cases are disproportionately high among young people 

(Global Times, 2024; Sixth Tone, 2024; Liu, 2022). This alarming trend highlights the urgency of examining 

how awareness of online fraud relates to social interaction, with the ultimate goal of devising enhanced 

security measures to mitigate these risks. The central research problem addressed by this study is to 

assess the level of online fraud awareness among students, investigate its relationship with their social 

interactions, and provide insights for effective, evidence-based security measures. The research aims to 

bridge the critical gap between a cognitive understanding of cyber threats and the behavioral responses of 

students, contributing to a deeper understanding of how online safety and social well-being intersect. 

 

Theoretical Framework 
This study is grounded in two key theoretical frameworks that provide a conceptual lens for understanding 

the complex relationship between online fraud awareness and social behavior. The first is the Technology 

Threat Avoidance Theory (TTAT), and the second is the Social Engagement Theory. The Technology 

Threat Avoidance Theory (TTAT), developed by Liang and Xue (2010), provides a robust explanation for 

how individuals respond to cybersecurity threats by taking actions to avoid them. This theory is particularly 

useful for understanding why students may or may not adopt protective behaviors. The TTAT posits that 

an individual’s motivation and behavior to avoid a technological threat are influenced by four core 

constructs: Perceived Threat, Safeguard Effectiveness, Self-Efficacy, and Safeguard Cost. Perceived 

threat refers to an individual's evaluation of the risk of a threat, encompassing both perceived susceptibility 

and perceived severity. Perceived susceptibility is the belief in how likely one is to be a victim, while 

perceived severity is the subjective belief regarding the seriousness of the consequences (Liang & Xue, 

2010). If students do not see themselves as potential victims or do not believe the consequences of fraud 

are severe, they may not take security measures seriously. Research shows that while students may have 

a high general fear of fraud, they often do not feel personally susceptible, highlighting a critical disconnect 

between a general understanding of the threat and an individual’s personal vulnerability (Qu et al., 2024). 

Safeguard effectiveness reflects whether students believe that security measures, such as strong 

passwords and two-factor authentication, can effectively prevent online fraud. A high belief in the efficacy 

of these measures increases the likelihood of their adoption. Self-efficacy is the individual's confidence in 

their own ability to recognize and implement protective actions. Students who feel capable of detecting 
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scams and securing their accounts are more likely to take proactive measures, whereas those with low self-

efficacy may avoid these measures, increasing their vulnerability. Safeguard cost refers to the perceived 

difficulty, time, effort, or financial burden associated with implementing security measures. If students view 

these measures as complicated or inconvenient, they may choose not to use them, even if they understand 

the risks. 

The second framework, the Social Engagement Theory (Rachmad, 2022), highlights the importance of 

active participation in social interactions for enhancing well-being and strengthening community ties. This 

study utilizes this theory to examine how online fraud awareness may influence social behavior. The theory 

measures social engagement through three key indicators: Level of Participation in Social Activities, which 

reflects the frequency and extent of a student's involvement in social and community events; Quality of 

Social Interactions, which focuses on the depth, meaningfulness, and positivity of interpersonal 

relationships; and Life Satisfaction, which assesses a student's overall sense of well-being and contentment 

with their social and personal life. By integrating these two theories, the study seeks to understand how 

students' cognitive perceptions of online threats (TTAT) interact with their social behaviors and well-being 

(Social Engagement Theory), thereby providing a comprehensive analysis of the problem. 

 

Literature Review 

 

Awareness of Online Fraud 

The threat of online fraud is a growing concern, with recent literature highlighting its increasing prevalence 

and impact (Drew & Webster, 2024; Vimal et al., 2021). Scammers leverage a combination of technological 

advancements, such as generative AI, and psychological manipulation to deceive victims, making the need 

for heightened awareness crucial (Croll, 2023; Juanda et al., 2024). 

A key psychological factor in how students approach online threats is the significant disconnect between a 

high general fear of cyber fraud and a low belief that they are personally likely to be a victim (Qu et al., 

2024). This psychological phenomenon, sometimes referred to as optimistic bias, allows individuals to 

acknowledge a threat intellectually while denying its relevance to their own lives, which can reduce their 

motivation to take adequate precautions (Akhmadieva et al., 2020). Furthermore, research suggests that 

gender plays a role in this perception, with female students consistently reporting a higher perceived risk 

and susceptibility to fraud, which translates into more cautious behavior compared to their male 

counterparts (Balakrishnan et al., 2025; Lee et al., 2023). 

 

Students generally perceive the effects of online fraud as serious, particularly concerning financial and 

psychological harm (Qu et al., 2024). They are aware that fraud can lead to substantial financial losses and 

emotional distress and anxiety (Qu et al., 2024; Lyu et al., 2025). This perception is critical because a higher 

perceived severity is often linked to stronger protective behaviors (Lestari et al., 2024). However, a 

concerning aspect is the potential for the normalization of fraudulent acts, where repeated exposure to 

scams can reduce their perceived severity (Dias-Oliveira et al., 2024). This can lead to a cycle where 

justifying fraudulent actions diminishes a person's concern for the consequences, potentially increasing 

their vulnerability (De Oliveira et al., 2020). 

 

While advanced technological safeguards, such as machine learning models, have been proven to be 

highly effective in preventing fraud with high accuracy rates (Sreekala et al., 2023; Pathan et al., 2024; 

Subramanian, 2024; Lenka & Tiwari, 2025; Farouk et al., 2024; Shetty et al., 2023), the adoption of personal 

security measures is a different matter. The literature indicates that students' trust in safeguards is shaped 

not only by their knowledge but also by the perceived cost of implementing them (Vanini et al., 2023). The 

adoption of safeguards is often hindered by non-financial burdens, with the perceived effort and 

inconvenience of practices like frequent password changes and two-factor authentication acting as major 

deterrents (Farjana et al., 2024; Ahmad et al., 2024). This means that for students, the cognitive load and 

time required for security are often more significant barriers than the direct financial cost of software or 
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services (Vanini et al., 2023). This understanding of safeguard cost is a direct application of the TTAT model 

and highlights the need for user-friendly and low-friction security solutions (Papasavva et al., 2024; Sharma, 

2024). 

 

A student's confidence in their ability to recognize and implement security measures—or self-efficacy—is 

a critical factor in online safety. Research indicates that higher self-efficacy in digital technologies leads to 

greater engagement and a reduced likelihood of engaging in risky online behaviors (Getenet et al., 2024). 

Students with a strong sense of self-efficacy are more likely to actively participate in online environments, 

and this confidence can enhance their ability to recognize and respond to online threats (Liu & Zhang, 

2021). This suggests that effective security education should focus on empowering students with practical 

skills to build their confidence, rather than just raising awareness of threats (Qiu & Yang, 2021; Alivia & 

Anwar, 2022; Smith et al., 2024). 

 

The Nature of Social Interaction 
Social interaction is a fundamental aspect of human life, playing a central role in shaping relationships, 

fostering well-being, and supporting learning (Hamilton, 2024; Kapur, 2023; De Felice et al., 2022). It is an 

essential component of student life, contributing to academic performance and overall quality of life (Ali et 

al., 2024). 

Active involvement in social and extracurricular activities is consistently linked to improved social skills, 

social competence, and a broader sense of community (Unlu & Çeviker, 2022; Wachsmuth et al., 2023). 

While the overall level of participation can be moderate (Ridkodubska, 2023), proactive engagement, such 

as joining discussions and clubs, is crucial for developing teamwork and leadership skills (Ghani et al., 

2020; Díaz-Iso et al., 2020). Collaborative engagement in academic activities, in particular, has been shown 

to improve learning outcomes (Isohätälä et al., 2020; Vuorenmaa et al., 2024). 

 

High-quality social interactions, characterized by positive relationships and meaningful engagement, are 

strongly correlated with a better quality of life and enhanced academic success (Albohnayh et al., 2024). 

Trust, communication, and mutual support are essential components of high-quality relationships that 

contribute to a strong sense of community and belonging (Sriram et al., 2020). Collaborative engagement 

in academic activities, in particular, has been shown to improve learning outcomes (Yedemie & Yidegi, 

2020; Ong & Tangsoc, 2020). High-quality social interactions are also linked to lower rates of bullying and 

higher social competence (Anwar & Karneli, 2020; Magro et al., 2023). 

 

The literature provides extensive evidence that high-quality social interactions, social support from peers 

and family, and a strong sense of belonging are all powerful predictors of greater life satisfaction among 

students (Azminudin et al., 2025; Santos et al., 2023; Vidić, 2024; Zahid et al., 2025; He et al., 2024; Xinyi 

et al., 2024). Students with higher social skills and social intelligence also report greater life satisfaction 

(Saleem, 2021; Rezaei & Jeddi, 2020). Social interaction anxiety is negatively correlated with life 

satisfaction, while a strong sense of belonging significantly predicts life satisfaction (Khan et al., 2021; 

Calleja-Núñez et al., 2023; Avcı, 2023; Duvnjak, 2020). The literature confirms that students are most 

satisfied in domains related to personal relationships and community (Duvnjak, 2020; Feraco et al., 2022). 

 

The Interrelationship Between Online Fraud and Social Interaction 
The impact of online fraud extends far beyond financial loss, having a significant negative effect on a victim's 

social and psychological well-being (Zhang et al., 2022). Victims often experience severe psychosocial 

effects, including shock, sadness, anger, low self-esteem, depression, and a significant loss of trust in 

others (Niman et al., 2023; Buse et al., 2023). Scammers often exploit social vulnerabilities, manipulating 

trust and urgency to carry out their schemes, leaving victims with feelings of shame, regret, and a reluctance 

to report the crime (Buse et al., 2023). The social context can both increase vulnerability to fraud and be a 

source of resilience. Some research suggests that scammers may have been previous victims themselves, 
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having learned manipulative tactics through a corrupted form of social learning (Stalans, 2022). This 

highlights how fraud can not only harm a victim but also perpetuate a cycle of deceit within the social fabric. 

This study's synthesis of the literature reveals a compelling argument that online fraud prevention must be 

reframed. It is not just about raising awareness of scams, but about recognizing and protecting the 

foundational role of social interaction in a student’s life. The disconnect between knowing about fraud and 

acting on it is a critical vulnerability. The findings also reveal that online fraud is a deeply personal, social, 

and psychological crime that can dismantle trust and lead to severe emotional distress. Therefore, future 

interventions must not only focus on technical knowledge but also on building a digital literacy that 

empowers students to navigate the complex social landscape of the internet, understand the psychological 

tactics of fraudsters, and cultivate social resilience. 

 

Methodology 

 

Research Design 

The study employed a descriptive correlational research design, a method well-suited for examining the 

relationship between variables without manipulating them. This design was chosen as it allowed for a 

systematic observation, description, and analysis of two key variables: the level of online fraud awareness 

and the extent of social interaction among university students. The descriptive component was crucial for 

providing a detailed account of the current state of these variables, capturing participants' perceptions, 

experiences, and behaviors in a real-world setting. The correlational aspect was used to determine whether 

a statistically significant relationship existed between online fraud awareness and social interaction, such 

as whether a higher level of awareness was associated with changes in social participation or relationship 

quality. This design was beneficial for exploring potential trends and associations in a natural setting and 

provided a solid foundation for future research. 

 

Population, Sample, and Sampling Technique 

The study's target population consisted of university students aged 18–24 at Zhengzhou University of 

Economics and Business, which has a total student population of approximately 36,000. A purposive 

sampling technique was used to select a sample of 381 participants, a size determined using a 95% 

confidence level and a 5% margin of error. This non-probability sampling method ensured that participants 

were deliberately chosen based on specific inclusion criteria relevant to the study's objectives: enrolled 

students at the university at the time of data collection; aged 18–24 years old, representing the demographic 

most likely to engage in independent online activities and be exposed to fraud risks; active internet users 

with frequent digital interactions, such as online transactions and social networking; and willing to participate 

and provide informed consent. Exclusion criteria included students under 18 or those who were not frequent 

internet users, as their experiences would not align with the study's focus. The purposive sampling method 

allowed the research to concentrate on a population with direct relevance to the topic, thereby enhancing 

the specificity of the findings. 

 

Research Instrument 
A researcher-made questionnaire was developed and used as the primary data collection instrument. The 

questionnaire was structured into three main sections to ensure a comprehensive assessment of the study's 

variables. The first section collected the demographic profile of the respondents, including their gender, 

age, and year level. The second section measured online fraud awareness using a 4-point Likert scale, 

with sub-dimensions aligned with the Technology Threat Avoidance Theory: Perceived Threat (including 

perceived susceptibility and perceived severity), Safeguard Effectiveness, Safeguard Cost, and Self-

Efficacy. The third section evaluated the level of social interaction among respondents, also using a 4-point 

Likert scale, with indicators based on the Social Engagement Theory: Level of Participation in Social 

Activities, Quality of Social Interactions, and Life Satisfaction. The validity of the instrument was confirmed 
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by three academic experts, and its internal consistency was assessed through reliability testing using 

Cronbach’s alpha, which yielded coefficients of 0.80 and above, demonstrating a high level of reliability. To 

accommodate non-English-speaking respondents and prevent misinterpretation of survey items, the 

questionnaire was professionally translated into Chinese. 

 

Data Gathering and Statistical Treatment 
The data gathering procedure was conducted in full compliance with ethical guidelines, with prior approval 

secured from the Trinity University of Asia – Institutional Ethics Review Committee (TUA-IERC). The 

process began with a pilot test to refine the clarity of the questions, followed by the distribution of the survey 

in both online and printed formats to maximize accessibility. Informed consent was obtained from all 

participants, and strict measures were taken to ensure the anonymity and confidentiality of their responses. 

Before the main analysis, a normality test was conducted on the dataset, revealing that the data did not 

follow a normal distribution. To ensure the accuracy and validity of the findings, nonparametric statistical 

techniques were employed for the analysis. Descriptive statistics, including frequency counts and 

percentages, were used to summarize the demographic profile of the respondents. The mean and standard 

deviation were used to describe the central tendency and variability of the awareness and social interaction 

variables. The Spearman’s rank-order correlation was calculated to determine the strength and direction of 

the relationship between online fraud awareness and social interaction. 

 

Results 
This section presents the empirical findings of the study, providing a detailed analysis of the data collected 

from the survey. The results are organized into tables and a narrative interpretation to provide a clear 

understanding of the sample's profile, their levels of online fraud awareness and social interaction, and the 

relationships between these variables. 

 

Awareness Level of the Respondents Regarding Online Fraud 

Table 1 presents the mean scores, standard deviations, and verbal interpretations for the sub-dimensions 

of online fraud awareness. The data in Table 1 indicate that students possess a high overall awareness of 

online fraud, with a composite mean of 3.27 for perceived susceptibility (Very High) and 3.11 for perceived 

severity (High). A critical finding is the disconnect between acknowledging a universal risk ("I feel that I am 

just as likely as anyone else," M = 3.57) and internalizing a personal one ("I believe I am personally at risk," 

M = 3.01). This paradox suggests an intellectual understanding of the threat but a psychological resistance 

to accepting personal vulnerability. 

Regarding safeguards, students' awareness of effectiveness is rated as High (M = 2.98), particularly 

concerning traditional measures like strong passwords. However, their appreciation for proactive behavioral 

measures, such as avoiding suspicious links, is comparatively lower. The perception of safeguard cost is 

also rated as High (M = 3.03), with the primary burdens being the inconvenience and effort required for 

upkeep, rather than the financial cost of tools. In terms of self-efficacy, students express a high level of 

confidence in their ability to recognize and avoid scams (M = 3.15), but this confidence is not equally 

matched by their certainty in their specific technical skills to secure accounts effectively. 

 

Table 1: Level of Awareness of the Students Regarding Online Fraud 

Indicators Mean SD Verbal Interpretation 

Perceived 

Susceptibility 

3.27 0.28 Very High 

Perceived Severity 3.11 0.44 High 

Safeguard 2.98 0.36 High 
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Effectiveness 

Safeguard Cost 3.03 0.51 High 

Self-Efficacy 3.15 0.36 High 

Remarks: 1.00-1.75 - Very Low; 1.76-2.50- Low; 2.51-3.25- High; 3.26-4.00-  Very High 

 

Level of Social Interaction of the Students 

Table 2 presents the mean scores, standard deviations, and verbal interpretations for the indicators of 

social interaction. The results in Table 3 show that students exhibit a High level of social interaction across 

all three dimensions. Their participation in social activities (M = 3.17) is robust, with a particular strength in 

active engagement with peers and group activities. The quality of their social interactions is also rated as 

High (M = 2.84), as they generally feel their relationships contribute positively to their well-being, though 

they are slightly less comfortable with expressing deep emotions. This high level of social engagement and 

positive experience with relationships translates into a High level of life satisfaction (M = 3.11), largely driven 

by a strong sense of belonging within their social groups. 

 

Table 2: Level of Social Interaction of the Students 

Indicators Mean SD Verbal Interpretation 

Participation in Social 

Activities 

3.17 0.43 High 

Quality of Social 

Interactions 

2.84 0.32 High 

Life Satisfaction 3.11 0.25 High 

 

Relationship Between the Respondents' Awareness Level of Online Fraud and 

Their Social Interaction 
Table 3 presents the results of the Spearman’s rank-order correlation, which was used to determine the 

relationships between the awareness and social interaction variables. The correlational analysis reveals a 

complex and multifaceted relationship between online fraud awareness and social interaction. Key findings 

include: a positive correlation between Perceived Susceptibility and Level of Participation (rho = 0.36, p 

<.001); a negative correlation between Perceived Susceptibility and Life Satisfaction (rho = -0.27, p <.001); 

a strong negative correlation between Perceived Severity and Quality of Social Interactions (rho = -0.45, p 

<.001), but a strong positive correlation with Life Satisfaction (rho = 0.48, p <.001); a negative correlation 

between Safeguard Cost and Quality of Social Interactions (rho = -0.34, p <.001), but a positive correlation 

with Life Satisfaction (rho = 0.47, p <.001); and a positive correlation between Self-Efficacy and both Quality 

of Social Interactions (rho = 0.17, p <.001) and Life Satisfaction (rho = 0.24, p <.001), but a negative 

correlation with Level of Participation (rho = -0.40, p <.001). The findings also indicate that there were no 

significant differences in online fraud awareness when students were grouped by gender, age, or year level. 

 

 

Table 3: Correlation of the Students’ Awareness Level of Online Fraud and Their Social 
Interaction 

  Perceived 

Susceptibilit

y 

Perceived 

Severity 

Safeguard 

Effectivenes

s 

Safeguard 

Cost 

Self-

Efficacy 

Level of 

Participati

Spearman's 

rho 

0.36∗ 0.06 0.02 0.01 −0.40∗ 
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on 

 p-value < .001 0.253 0.648 0.786 < .001 

Quality of 

Social 

Interaction

s 

Spearman's 

rho 

−0.04 −0.45∗ −0.11* −0.34∗ 0.17∗ 

 p-value 0.45 < .001 0.037 < .001 < .001 

Life 

Satisfactio

n 

Spearman's 

rho 

−0.27∗ 0.48∗ −0.10∗ 0.47∗ 0.24∗ 

 p-value < .001 < .001 0.05 < .001 < .001 

Remarks: *Significant at p<.05 

 

4.0 Discussion 
The findings indicate that students exhibit high awareness of online fraud, reflected in very high perceived 

susceptibility and high perceived severity scores. This aligns with studies showing that many student and 

youth populations report substantial knowledge of cybercrime threats and online scams, at least at a 

declarative level (Toso et al., 2023; Patel & Patel, 2023). Similar patterns of high general awareness have 

been observed among university students in Saudi Arabia, Nigeria, and Palestine, where most respondents 

state they know about phishing, cybercrime, or online fraud and basic safety rules (Akazue et al., 2022; 

Ahmead et al., 2024; Alharbi & Tassaddiq, 2021; Patel & Patel, 2023). 

However, the key contribution of these results is the disconnect between acknowledging universal risk and 

accepting personal vulnerability. Students strongly agree that they are “as likely as anyone else” to be 

victims, yet are more hesitant to endorse the belief that they themselves are personally at risk. This mirrors 

the well-documented optimism bias in cybersecurity, where individuals accept that cyber threats are real 

and widespread but implicitly assume “it won’t happen to me,” leading to diminished motivation to adopt 

protective measures (Alnifie & Kim, 2023). Meta-analytic evidence shows that such cyber optimism bias is 

associated with weaker risk perception, reduced preventive behavior, and overconfidence in personal 

safety online (Alnifie & Kim, 2023). 

Related work on university students’ fear and perceived risk of cyber fraud reports a similar pattern: a large 

proportion of students feel fearful of cyber fraud, but only a small minority judge their own likelihood of 

victimization as high (Qu et al., 2024). This combination of cognitive recognition of seriousness with 

psychological distancing from personal risk has also been framed as a “privacy paradox,” where students 

declare high awareness and concern yet continue behaviors that implicitly deny their own vulnerability 

(Melchior & Soler, 2024). 

Protection Motivation Theory research further suggests that when people feel knowledgeable about 

cybersecurity, they may perceive cybercrime as severe but simultaneously feel less personally vulnerable 

and less inclined to take security actions (Kimpe et al., 2021). This may help explain the paradox in the 

current data: students understand the threat at an abstract level and endorse general susceptibility, yet 

maintain a subtle sense of invulnerability. 

This pattern has important practical implications. If students intellectually accept that online fraud is serious 

but do not fully internalize personal susceptibility, awareness campaigns focusing only on prevalence and 

severity may have limited behavioral impact. Literature recommends interventions that explicitly target 

optimism bias and personalize risk—through vicarious victimization stories, realistic scenarios, and 

experiential training—to strengthen perceived personal vulnerability and translate awareness into secure 

behavior (Kimpe et al., 2021; Alnifie & Kim, 2023; Qu et al., 2024; Melchior & Soler, 2024; Alharbi & 

Tassaddiq, 2021). 

 

The results also indicate that students report high awareness of the effectiveness of safeguards (M = 2.98), 
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especially traditional technical controls such as strong passwords. Similar patterns appear in prior work, 

where students show relatively good understanding of basic digital security tools (antivirus, passwords, 

backups) but important gaps in how they actually deploy them in practice (Althibyani & Al-Zahrani, 2023; 

Alharbi & Tassaddiq, 2021). For example, higher education students in Saudi Arabia were generally aware 

of digital security risks, yet still engaged in risky practices such as weak passwords and poor data protection 

(Althibyani & Al-Zahrani, 2023). 

A notable nuance in the present findings is that students attach less value to proactive behavioral measures, 

such as avoiding suspicious links, than to more “static” technical measures. Studies of cybersecurity 

awareness among university students and trainees consistently report weak behavioral practices around 

email, links, and public Wi-Fi, even when conceptual knowledge is present (Alrobaian et al., 2023; Alharbi 

& Tassaddiq, 2021; Verma & Pawar, 2024). At Majmaah University, many students reported opening emails 

from unknown senders and accessing email via unsecured networks, suggesting that day-to-day behavior 

lags behind knowledge of what constitutes safe practice (Alharbi & Tassaddiq, 2021). This reflects broader 

evidence that digital literacy or security awareness alone does not guarantee secure cybersecurity behavior 

(Oktapiyadi et al., 2024). 

Students in the current data also perceive the cost of safeguards as high (M = 3.03), with inconvenience 

and effort—rather than money—being the main burdens. Protection Motivation Theory research 

emphasizes that such response costs (time, hassle, cognitive load) can meaningfully reduce intentions to 

adopt cybersecurity recommendations, even when people accept their effectiveness (Dodge et al., 2023). 

Response costs are frequently tied to the perceived complexity and maintenance of good “cyber hygiene,” 

such as regularly updating software or managing multiple strong passwords (Dodge et al., 2023; Alharbi & 

Tassaddiq, 2021). 

Finally, students express high self-efficacy in recognizing and avoiding scams (M = 3.15), but lower 

confidence in their specific technical skills for securing accounts. This pattern is consistent with work 

showing that many students feel confident in identifying threats (e.g., phishing, malware) yet lack deeper 

technical competencies or overestimate their protective abilities (Althibyani & Al-Zahrani, 2023; Ahamed et 

al., 2024; Kimpe et al., 2021). Studies on cybersecurity-specific self-efficacy find that higher self-efficacy is 

associated with stronger security behavior intentions and interest in cybersecurity, but also warn that 

overconfidence can coexist with real skill deficits (Schafeitel-Tähtinen et al., 2024; Ahamed et al., 2024; 

Kimpe et al., 2021). 

Taken together, these findings and the literature point to an important educational implication: interventions 

should move beyond raising general awareness and emphasize hands-on, skills-focused training that (a) 

makes behavioral safeguards more convenient and routinized, and (b) calibrates students’ self-efficacy by 

linking confidence to demonstrated technical competence (Lui et al., 2025; Schafeitel-Tähtinen et al., 2024; 

Pirta-Dreimane et al., 2024; Ahamed et al., 2024; Verma & Pawar, 2024). 

 

The relationship between online fraud awareness and social interaction is complex and, at times, 

paradoxical. A strong sense of self-efficacy—a student’s confidence in their ability to detect and prevent 

fraud—emerges as a powerful protective factor. The positive correlation between self-efficacy and both the 

quality of social interactions and life satisfaction suggests that feeling in control of one's online safety 

translates to a more open, trusting, and fulfilling social life. This reframes cybersecurity training not just as 

a technical skill but as an intervention for psychological resilience and social well-being (Albohnayh et al., 

2024). The opposite is also true; a lack of trust in online systems can negatively impact self-confidence, 

leading to feelings of isolation and depression (Albohnayh et al., 2024; Ong & Tangsoc, 2020), which 

explains why students with low self-efficacy may withdraw from online engagement. By contrast, the 

negative correlation between a student’s self-efficacy and their level of participation suggests that those 

who lack confidence may actively withdraw from online social engagement to mitigate risk. 

Perhaps the most complex finding is the paradoxical effect of perceived severity. The data show that a high 

perceived severity of online fraud is positively correlated with life satisfaction but negatively correlated with 

the quality of social interactions. This can be interpreted in two ways. The positive correlation with life 
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satisfaction suggests that a healthy level of caution and a serious view of the threat may motivate students 

to take proactive steps, providing them with a sense of control and security that improves their overall well-

being. However, the negative correlation with the quality of social interactions suggests that a heightened 

state of vigilance and fear can erode the trust and openness necessary for building high-quality social bonds 

(Buse et al., 2023). The need for constant suspicion to detect sophisticated scams, particularly those 

leveraging AI, can make students more guarded, eroding the foundation of trust that is essential for 

meaningful social connections (Drew & Webster, 2024; Croll, 2023). This points to a delicate balance that 

interventions must strike: promoting healthy vigilance without fostering a culture of pervasive fear and 

mistrust. The social dimension of fraud is further complicated by the fact that perpetrators may themselves 

have been victims, learning manipulative tactics through a "corrupted form of social learning" within their 

own networks of deviant peers (Stalans, 2022). Scammers also utilize sophisticated linguistic and 

psychological tactics to trick and manipulate victims into complying with their aims, which can lead to severe 

emotional and financial harm (Juanda et al., 2024). The psychological impact extends to emotional trauma, 

with victims experiencing shock, anger, and loss of trust, and feeling a sense of shame that makes them 

reluctant to report the crime (Buse et al., 2023). 

 

Recommendations 
Based on the study's findings, the following recommendations are presented to enhance security measures 

against online fraud and improve the students’ digital well-being. 

1. Implement a Multi-Faceted Educational Strategy: To address the gap between universal 

awareness and personal susceptibility, educational programs should shift from generic warnings to 

personalized, interactive risk assessments. Workshops that use real-life case studies and gamified 

exercises, such as "Phishing Escape Rooms," can help students internalize their vulnerability and 

make learning about behavioral safeguards (e.g., spotting suspicious links) more engaging and 

memorable. 

2. Reduce the Perceived Cost of Security: Recognizing that time and effort are greater barriers 

than financial cost, institutions should adopt user-friendly, low-friction security solutions. This includes 

implementing single sign-on (SSO) for all university services to reduce the burden of password 

management and providing free or subsidized access to enterprise-level security tools like antivirus 

software and VPNs. 

3. Leverage Social Networks for Collective Security: The high level of social engagement 

among students presents a valuable opportunity to promote security through peer networks. 

Institutions should establish a "Cybersecurity Peer Mentor" program and create online forums where 

students can share information about fraud attempts in real-time, fostering a culture of mutual support 

and shared responsibility for online safety. 

4. Foster Psychological Resilience: Since self-efficacy is a powerful protective factor for social 

well-being, interventions should be designed to build students' confidence in their ability to manage 

online threats. Hands-on, skills-based training on securing online accounts and a clear protocol for 

reporting and recovering from fraud can empower students, reducing their anxiety and encouraging 

them to engage more openly in digital spaces. It is also recommended to create a support system 

with mental health professionals who specialize in cyber-related anxiety to help students cope with 

the psychological impact of perceived threats. 

 

Conclusion 
The study concludes that university students possess a high, but nuanced, awareness of online fraud, with 

their perceptions of risk consistently strong regardless of their gender, age, or year level. A critical gap 

exists between a general understanding of the threat and a personal sense of vulnerability, which is 

compounded by the perceived time and effort required for effective safeguards. The relationship between 

online fraud awareness and a student's social life is complex. A strong sense of self-efficacy acts as a 

powerful protective factor, fostering a more open and trusting social life, while a heightened perceived threat 
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can erode social bonds. Effective security measures must therefore be holistic, addressing not only 

technical knowledge and behavioral habits but also psychological biases and the social dynamics that 

define the modern student experience. The study concludes that the student population is heavily male-

dominated. This finding is significant for future institutional planning, as it suggests a need for strategic 

initiatives to promote diversity and gender balance within the student body. The study concludes that 

students are highly engaged in social activities and that their social interactions contribute positively to their 

well-being. However, there is room for improvement in fostering deeper, more emotionally supportive 

relationships, which can be a key area for future student development programs. 
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